WNudopmannonnas 6e30macHOCTb
Paznen 3. MadopmanrionHast 6€301MacHOCTh BRIYUCIUTEIbHBIX CETCH

Tema 3.1. Ocob6ennocT odecneyeHnst ”HPOPMAIMOHHOM 0€30IIACHOCTH B KOMIIb-
IOTEPHBIX CEeTAX

1 OcobenHocTH MHGOPMAIMOHHO 0€30MACHOCTH B KOMIIBIOTEPHBIX CETIX

OCHOBHOI 0COOEHHOCTBIO JIIOO0M CETEBOI CUCTEMBI SIBJISETCS TO, YTO €€ KOMITOHCHTBI
pacrpeiesieHbl B IPOCTPAHCTBE M CBSA3b MEXKIY HUMH (DU3UYECKU OCYIIECTBIISICTCS MPH I10-
MOIIIU CE€TEBBIX COGI[I/IHCHI/Iﬁ (KO&KCH&HBHBIﬁ KaGCJ'IB, BHUTasd I1apa, OIITOBOJIOKHO U T. H.) nu
IIPOrPaMMHO TPH MOMOIIM MEXaHU3Ma CooOIIeHHH. [Ipu 3TOM BCe yrpaBIISIOIIKE COOOIIIe-
HUS W JaHHBIC, IIEpEChlIaeMbIC MEXKTy 00BEKTaMH PaCIPEACIICHHON BBIYMCIUTEILHON CH-
CTCMBI, IICPCAAOTCA 110 CCTCBBIM COCIMHCHHAM B BUJIC ITAKCTOB O6M€Ha.

CeTteBble CHCTEMBI XapaKTEPHBI TEM, UYTO HAPSIY C JJIOKAIBHBIMH YIPO3aMH, OCYIIECTB-
JSIEMBIMU B TMPEAENaxX OJHOW KOMIIbIOTEPHOW CUCTEMBI, K HUM MPUMEHHUM clienupruuecKuit
BHJI YTPO3, 00yCIIOBJICHHBIA PacTIPEICICHHOCTBIO PECYPCOB M MH(GOPMAITHH B TIPOCTPAHCTRE.
DTO TaKk Ha3bIBa€MbIE CETEBBIC WIIM YaJeHHbIE yIpo3bl. OHM XapaKTEPHBI, BO-TIEPBBIX, TEM,
4TO 3JIOYMBIINIJICHHUK MOXCET HAXOAUTHCA 3a THICAYN KUMJIOMCETPOB OT ATAKyCMOT'O O6T:CKTa,
1, BO-BTOPBIX, TEM, YTO HAITaJICHHUIO MOXKET IOJBEPraThCsl HE KOHKPETHBIM KOMITBIOTED, a
I/IH(l)OpMaHI/IH, nepeaaromascsa 1mo CCTCBbIM COCAMHCHUAM. C Pa3BUTHEM JIOKAJIBbHBIX W I'JIO-
63J'IBHBIX ceTell UMEHHO YAQAJICHHBIC aTAKHW CTAHOBATCA JIMAUPYIOIMUMHA KaK 110 KOJIUYCCTBY
ITIOIIBITOK, TaK M I10 YCIICITHOCTHU UX IIPUMCHCHUA 1, COOTBCTCTBCHHO, 066CHC“ICHI/IG 6e30nac-
HOCTH BBIYMCIIHUTEILHBIX CETEU C TOUKH 3PCHUA IPOTUBOCTOSAHUSA YAAJICHHBIM aTaKaM IIpr-
oOpeTaeT nepBocTrenenHoe 3HadeHue. Crenuduka pacrpeeIeHHbIX BRIUUCIUTEIBHBIX CH-
CTEM COCTOHT B TOM, UTO €CJIM B JOKAJIBHBIX BBIYHMCIUTCIIBHBIX CCTAX HaI/I6OJ'Iee qaCTbIMH
SBJIAIOTCA YI'PO3bI PACKPBITHUA U LICJIOCTHOCTHU, TO B CCTCBBIX CUCTCMAX Ha IMEPBOC MECTO BEI-
XOJIUT YyIpo3a 0TKa3a B 00CITyKHBaHUHU.

YnaneHnass yrpo3a — MOTCHIIMAIBHO BO3MOXKHOE MH(GOPMAIMOHHOE pa3pyIIaroniee
BO3JICHCTBHE Ha PACTPEICICHHYIO BBIYHCINUTEILHYIO CETh, OCYIIECTBIIIEMas IPOrPaMMHO
110 KaHaJIaM CBSI3U. ITO OIpeJeicHNe OXBAaThIBaeT 00€ 0COOSHHOCTH CETEBBIX CUCTEM — pac-
MIPEICIICHHOCTh KOMITBIOTEPOB M pacmipeneeHHoCTs nHpopmaruu. [TosTomy nipu paccMoT-

PEHHUH BOMIPOCOB MHGOPMAIIMOHHON 0€30IMaCHOCTH BBIYMCIUTEIBHBIX CETEH paccMarpuBa-
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I0TCSI IBa TIOJIBUJIa YAQJICHHBIX YTPO3 — 3TO yJIaJ€HHBIE YIPO3bl HA HHOPACTPYKTYPY H MPO-
TOKOJIBI CETU U YAAJICHHbIE YTPO3bl HA TEJIEKOMMYHHUKAIIMOHHBIE CITY>KObI. [lepBbie HCTOmb-
3YIOT YS3BUMOCTH B CETEBBIX ITPOTOKOJIaX U HHOPACTPYKTYPE CETH, a BTOPHIC — YSI3BUMOCTH
B TEJICKOMMYHUKAIIMOHHBIX CITykK0aX.

[{enu ceTeBol 6€30MMaCHOCTH MOT'YT MEHSITHCS B 3aBUCUMOCTH OT CUTYaIlMH, HO OCHOB-
HBIC T[] OOBIYHO CBSI3aHBI C 00ECTICUCHUEM COCTABJISIFOIINX «HH(POPMAIIMOHHON Oe30rmac-
HOCTH»: LIEJIOCTHOCTHU JaHHBIX; KOH(PUICHIIMATbHOCTH JaHHbBIX; JOCTYITHOCTU JJAHHBIX.

[{enocTHOCTh TaHHBIX — OJIHA U3 OCHOBHBIX lieJiel HH(POPMAIIMOHHON 0€30MacHOCTH
CeTel — MpeArnoaraeT, 4To JaHHbIC He ObUTM WU3MEHEHBI, TOAMEHEHBI WM YHHYTOXXCHBI B
MPOIECCE UX MEpPEadH IO JIMHUAM CBA3U, MEXKIY y3JaMHU BBIYMCIUTEIBHOM ceTH. LlemocT-
HOCTb JIAHHBIX JIOJIPKHA FapaHTUPOBATh UX COXPAHHOCTh KaK B CIydae 3JI0HAMEPEHHBIX JIeH-
CTBUM, Tak U ciyudaiiHocTel. OOecreueHrne eTOCTHOCTH JIaHHBIX SIBJSICTCS OOBIYHO OJTHOM
U3 CaMbIX CIIOKHBIX 33][a4 CETeBOU O€30MaCHOCTH.

KoHduneHunaibHOCTh JAHHBIX — BTOpas TJaBHas 1eJib ceTeBOi Oe3omacHocTH. [Ipu
MH()OPMAITMOHHOM OOMEHE B BBIYMCIHUTEIBHBIX CETAX OOJBIIOE KOJWYECTBO MH(POPMAIIUH
OTHOCHUTCSI K KOH(UICHIINAIBHOM, HapUMep, JTuuHasi uHGopMaIus Mojab30BaTeeH, yueT-
HbIE 3anmucyu (MMEHA U MapoJjn), TaHHBIE O KPEIUTHBIX KapTax U Jp.

JIOCTYITHOCTh TAHHBIX — TPEThS 11€7b 0€30MACHOCTH JIAaHHBIX B BBIUUCITUTEIHHBIX CE-
TaX. OyHKIUAMY BBIYUCITUTEIBHBIX CETEH SIBJISFOTCS COBMECTHBIN JTIOCTYN K amllapaTHbIM U
MPOTPaMMHBIM CPEACTBAM CETH M COBMECTHBIN JOCTYT K JaHHbIM. Hapymienne nndopmaru-
OHHOM 0€30MaCHOCTH KaK pa3 M CBs3aHa C HEBO3MOXHOCTBIO pean3aluy dTuxX QyHkiui. B
JIOKAJIbHOW CETH JIOJHKHBI OBITh TOCTYIHBI: TPUHTEPHI, CEPBEPHI, paboUure CTAaHIINH, JaHHBIC
MoJib30BaTeNel u Ap. B T1o0abHBIX BEIUUCTUTENBHBIX CETAX JOKHBI ObITh JOCTYITHBI UH-
(hopMalMOHHBIEC PECYPCHI M Pa3JIMYHBIC CEPBUCHI, HAITPUMEP, TOUYTOBBIN CEpBEP, CEPBEP 10-
MEHHBIX UMEH, Web-cepBep u Jp.

[Ipu paccMoTpeHnH BOIIPOCOB, CBS3AHHBIX ¢ MH(GOPMAIIMOHHON 0€30MMaCHOCTHIO, B CO-
BPEMEHHBIX BBIUHUCIUTEIBHBIX CETAX HEOOXOIUMO YUUTHIBATh CAEAYyIONNe (PaKTOPHI:

— TJI00AJIbHYIO CBSI3aHHOCTB;

— Pa3HOPOAHOCTh KOPIMOPATUBHBIX MH(POPMAIIMOHHBIX CUCTEM;
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— pacIpoCTpaHEHNE TEXHOJIOTUN «KIMEHT/CEPBEPY.

[TprMeHHUTEIBHO K CUCTEMAaM CBSI3U INI00abHAS CBA3aHHOCTH 03HAYAET, YTO PeUb UJIET
O 3allUTe CeTel, MOJb3YIOIIMXCS BHEUIHUMHU CEpBHCAMU, OCHOBAHHBIMM Ha IPOTOKOJIAX
TCP/IP, u npenocTaBisIONMX aHAJOTHYHBIE CEPBUCH BOBHE. BechbMa BEpOATHO, UTO BHEIII-
HHUE CEPBUCHI HAXOJATCS B APYIMX CTPaHaX, IOATOMY OT CPEJCTB 3alUThl B JAHHOM ClIy4ae
TpeOyeTcs ciieJoBaHUE CTaHIapTaM, IPU3HAHHBIM Ha MEXTyHApOIHOM ypoBHe. Harronans-
HbIE IPaHULbl, 3aKOHBI, CTAHAAPTHI HE JIOJKHBI IPEMSITCTBOBAThH 3aIUTE NOTOKOB JAHHBIX
MEXly KIIMEHTaMU U cepBepamu. M3 akTa ri1o06anbHOM CBA3aHHOCTH BBITEKAET TAK)KE MEHb-
mast 3G GHeKTHBHOCTh Mep (DHU3UUECKON 3aIUTHI, 001IIee YCIOKHEHUE MPOOIIEM, CBI3aHHBIX C
3aIUTON OT HECAHKIIMOHUPOBAHHOT'O IOCTYIIa, HEOOXOIUMOCTb MTPUBJICUEHUS JIUISl UX pellie-
HUS HOBBIX IIPOTPaMMHO-TEXHUYECKHUX CPEJICTB, HAIIPUMED, MEKCETEBBIX IKPAHOB.

Pa3HOpOoAHOCT anmapaTHBIX U MPOrpaMMHBIX TUIATGOPM TPeOYeT OT U3rOTOBUTENEH
CPEICTB 3alIUThl COOJIIO/ICHUS ONPEAEIEHHON TEXHOJIOITMYECKON AUCHUIUIMHBL. BaxkHbl He
TOJIBKO YHCTO 3AIIUTHBIE XapAKTEPUCTUKH, HO U BO3MOKHOCTb BCTPAUBAHUS ITUX CHCTEM B
COBPEMEHHBIE KOPIOPATUBHBIE UH(OPMAIIMOHHBIE CTPYKTYphl. Eciy, Hanpumep, NpoayKT,
IpeHa3HauYeHHBIN 17151 KpUNITOTpaduuecKon 3alIUThl, CIOCOOEH (PyHKIMOHUPOBATH UCKITIO-
yutenbHO Ha iatgopme Wintel (Windows+Intel), To ero npakrnueckast i(ppuMEHUMOCTbD BbI-
3bIBAET CEPHE3HBIE COMHEHMUS.

KopnoparuBubie HHPOPMAIIMOHHBIE CUCTEMBI OKa3bIBAIOTCS Pa3HOPOIHBIMH €IIE B
OJIHOM Ba)KHOM OTHOILIEHHH — B Pa3HbIX YACTAX ITHUX CHUCTEM XPaHATCS U 00pabdaThIBatOTCA
JAHHBIE PAa3HOM CTENEHW BAXKHOCTU M CEKPETHOCTU. VCIONb30BaHMS TEXHOJIOTUH «KIIH-
€HT/CepBEP» C TOUKH 3pEHUsT HHPOPMALIMOHHON 0€30MaCHOCTH UMEET CIEAYIOIINE 0COOEH-
HOCTH:

— KaX[blil CEpBUC MMEET CBOIO TPAKTOBKY TIJABHBIX ACIEKTOB MH(MOPMALMOHHON
0€301acHOCTH (IOCTYMHOCTH, IIEJIOCTHOCTU, KOH(MUICHIIMATIBHOCTH);

—  Ka)/Ibli CEpBUC UMEET CBOIO TPAKTOBKY MOHATUH CyObEeKTa U 00BEKTa;

—  KaX[IbIil CepBUC UMEET CIelM(PUIECKUE YTPO3bI;

—  KaXIbIl CEPBUC HYKHO I10-CBOEMY aJIMUHUCTPUPOBATH;

cpeacTBa 0€30MacHOCTH B KaXKAbli CEpPBUC HYKHO BCTPAauBaTh M0-0COOOMY.

3
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2 Cnenuguka cpeacTB 3alIUThl B KOMIILIOTEPHBIX CeTAX

Oco0EeHHOCTH BBIYUCIIUTENIBHBIX CETEHN U, B IEPBYIO OUYEPEIb, II100aTBHBIX, IPEAOTIpe-
ACNAI0T HEOOXOIUMOCTh HCIOJB30BaHUS CHEIU(PUUIECKHX METOJOB U CPEICTB 3allUTHI,
HaIpumep:

—  3aIlIWTa MNOAKIOYEHUHN K BHEIIHUM CETAM;

— 3aIlXUTa KOPIOPATHUBHBIX NOTOKOB JAHHBIX, IIEPEIABAEMBIX IO OTKPBITHIM CETSM;

— 3aIlMTa MOTOKOB JIAHHBIX MEX]y KJIMEHTAaMU U CEpPBEPAMH;

— obecnieueHne 6€30MaCHOCTH pacIpeAeICHHON TPOrpaMMHON Cpebl;

—  3alUTa BaXKHEHIIMX cepBHCOB (B mepByIo ouepens — Web-cepruca);

ayTCHTH(PUKAINAS B OTKPBITBIX CETSX.

Borpocsl peasivzaiuy Takux METOJIOB 3alIUThHI OyAyT PacCCMOTPEHBI Jlajiee.

U B 3akiiroueHUE PACCMOTPUM €lle OJIHY 0COOCHHOCTh MH(DOPMAIIMOHHON Oe30MmacHo-
CTH, CBSI3aHHYIO C BBIYUCIIUTEIILHBIMU CETsIMU. B mocieanee BpeMs Bce yeTue npocMaTpuBa-
€TCs HE3aITUIIIEHHOCTh BHIYMCIUTEIBHBIX CETEH OT rI100AIbHBIX aTakK.

Hcropuuecku nepBoil T7100aIbHOM aTakoil Ha KOMITBIOTEPHBIE CETU CUMTAETCA pac-
npoctpaneHue Bupyca Moppuca (4 Hosa6pst 1988) B cetu «Arpanety, koraa npumepHo u3 60
000 koMIBEIOTEPOB B ceTH ObLTO 3apakeHo okoJio 10% (mpumepno 6 000). HexonTpomupye-
MBI TIPOIECC PACTIPOCTPAHECHUS BUPYCa IPUBEI K OJIOKUPOBKE CETH.

3a mocJieIHKE JIBa TOJla KAK MUHUMYM YCIEITHBIMU ObLINA TPH TJI00ATBHBIE aTaKU:

1) 21 oxtsa0ps 2017. Cets «Internety. 3amnanupoBanHas DoS-ataka Ha MHTepHeT. B
MOMEHT aTaku Harpy3ka Ha EBpomnelickuii cermeHT MHTEpHETa Bo3pocia Ha 6%.

2) 25 smBaps 2018. Cets «Internety. dnem-uepss «SQL. Slammery. Hekortpomupy-
€MBII TPOIIEeCC pacpOCTpaHEHUsI BUpyca IPUBEI K MEepPErpy3Ke KaHaJoB MepeIaun JaHHBIX
B 0. Kopee. Harpy3ka Ha EBponeiickuii cermeHT HTepHETa BOo3pociia mpuMepHo Ha 25%.

3) 12 aBrycra 2019. Cetb «Internety. CeteBoii uepBb «Lovesany.

VYcnemnmnpie ra00anbHbIE CETEBBIE aTaku, 0€3yCIIOBHO, SIBJSIOTCS CAMBIM Pa3pyIlv-

TCJIBbHBIM SABJICHUCM, KOTOPOC MOXKET HpOHBOfITH B COBPCMCHHBLIX CCTHAX.
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3 BeiBoabl o Teme 3.1

1) OcHOBHOI 0COOCHHOCTBIO JHOOO0H CETEBOM CUCTEMBI SIBJISCTCS TO, YTO €€ KOMIIO-
HEHTBI PaCIPECIICHbI B IPOCTPAHCTBE W CBS3b MEXAY HUMH (PU3UYECKH OCYIIECTBIIACTCS
TIPY TIOMOIIY CETEBBIX COCMMHECHMN (KOAKCUATBHBIM KaOeb, BUTAs Mapa, OMTOBOJIOKHO H T.
I1.) ¥ IPOTPaMMHO — IIPH TIOMOII MEXaHU3Ma COOOIICHUH.

2) Bce ynpapnstomnye cooOIeHus U TaHHbIC, TepechliIacMble MEXTy 00bEeKTaMu pac-
IpEIeICHHON BBIYUCIUTEILHON CUCTEMBI, IIEPEAAIOTCS 10 CETEBBIM COCTUHEHUSM B BHJIC
IIAKETOB OOMEHa.

3) VYnaneHHas yrpo3a — MOTCHIMAIBHO BO3MOXKHOE WH(GOPMAIMOHHOE pa3pyliaro-
1ee BO3CHCTBHE Ha pacIpe/IeICHHYIO BRIUUCIUTEIBHYIO CETh, OCYIIECTBIISIEMAas MPOTrpam-
MHO I10 KaHaJIaM CBSI3H.

4) llenu cereBoil 0€30MACHOCTH MOT'YT MEHSTBHCS B 3aBUCHMOCTH OT CHUTYAaIlMH, HO
OCHOBHBIE 11€JTH OOBIYHO CBSI3aHBI C 00€CTICYCHUEM COCTABJISIOMINX MH(DPOPMAIIMOHHOM 0e3-
OITACHOCTH.

5) OCOOCHHOCTH BBIYUCIMTEIbHBIX CETEH U, B IICPBYIO OUepelb, MI00ATbHBIX, IPEI-
ompenensieT HeoOX0IUMOCTh UCIIOIh30BaHUS CICITUPUICCKAX METOJAO0B M CPEJICTB 3aIUTHI,
TaKUX KaK ayTeHTHU(HUKAIMS B OTKPBITBIX CETSX, 3aIUTa MOIKIIOYCHUN K BHEITHUM CETSIM,

3allluTa ITIOTOKOB JAHHBIX MCKAY KIMCHTAMMU U CCPBCPAMMU U 1IP.
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Tema 3.2. CereBble MOAETH NEPEeAAYH JAHHBIX

1 IoHsITHE NPOTOKOJIA MEePeAaYd JAHHBIX

O6men nnpopmanueit Mexay IBM Ha GoNbIINX pacCTOSHUSX BCEra Kazajcs Oosee
BaXHOW 3a/1auyeil, yeM JoKanbHbIi oOMeH. [loaTomy eMy yaensnoch 0oJbllie BHUMAHUSA U,
COOTBETCTBEHHO, BEJIOCH OoJbliee (PMHAHCUPOBAHUE BO MHOTUX cTpaHax. OMH U3 HEMHO-
TUX OTKPBITBIX MPOCKTOB TI0 MCCIICAOBAHHUIO BEIYUCIUTEIBHBIX CETeH, PMHAHCHUPOBABIIIHIACS
BoeHHBIM BenoMcTBOM CIIIA, u3Becten nmox HasBanueM cetb ARPA — Advanced Research
Projects Agency. C camoro Hayajia B paMKaX 3TOTO MPOEKTa BEIUCh paObOTHI 10 00bETUHE-
HUIO PECYPCOB MHOTHX BBIYHUCIUTEIBHBIX MAIIMH pa3mudHoro tumna. B 1960-1970-e¢ rompt
MHOTHE Pe3yJIbTaThl, OJy4eHHbIE NMPHU dKcruryaTanuu cetu ARPA, Obu1i ommyOIMKOBaHbI B
OTKPBITOM MeyaTu. ITO OOCTOSATENBCTBO, @ TAKXKE TOT (PAKT, UTO MOUTH BCE CTPAHBI 3aHSIIUCH
MPAKTUYECKU CJIETBIM KOMMMPOBAHUEM HE TOJIBKO anmapaTHOW apXUTEKTYphl aMEPUKaHCKUX
MallluH, HO U 6a30BOr0 MPOrpaMMHOI0 0OecreueHus, 00yCIOBIIA CUIILHOE BIUSHUE CETU
ARPA Ha MHOTHE Apyrue C€TH, UMEHHO IMOTOMY IIPUHATO CUNTATh, 4TO ceThb ARPA saBns-
€TCsl IPEAIECTBEHHUIEH 3HAMEHUTOW BCEMUPHON KOMIIBIOTEpHOU ceTu HTEpHET.

OcHOBHOI 3a7a4eil ceTeBOM OOIECTBEHHOCTH SIBUJIACh pa3pabOTKa MPOTOKOIOB 00-
MeHa uH(popmalmei. 9Ta 3a7a4a COBEPILICHHO CIPABEAJIMBO MPEICTABISIACE BaXKHEHIIEH,
MOCKOJIBKY HAaCTOSITENIbHO TPEOOBAIOCH 3aCTaBUThH MMOHUMATh IPYT APyra KOMIBIOTEPHI, 00-
JaJaBUIMe Pa3IMYHON apXUTEKTYPOU U MporpaMMHbIM o0ecrieueHueM. [lepBonayanbHO pas-
PabOTYNKU MHOTOYHMCIICHHBIX KOPIIOPATUBHBIX CETEH JOTOBAPUBAINCH O BHYTPEHHUX IPO-
TOKOJIaX MH(GOPMAIIMOHHOTO 0OOMeHa B cBoux ceTsx. Hukakoi ctanaaptusamuu e 6but0. Ho
yke B 70-€ rojipl cieliMaiicTaM CTalo COBEPUIEHHO SICHO, YTO CTaHAapTU3ALMs HE0OX0auMa
1 Hen30exHa. B 9Tu Tojb1 1€ OYpHBIN Mpoliece CO3/JaHusi MHOTOYHCIICHHBIX HAIMOHAb-
HBIX U MEXKIYHApPOJHBIX KOMUTETOB U KOMUCCHUI MO CTaHJIapTU3aIlMK TPOTPaMMHBIX U afl-
MapaTHBIX CPEJICTB B 00JIACTH BHIUUCIUTEIILHOM TEXHUKU U MHPOPMAIITMOHHOTO OOMEHa.

B o6mmem ciyuae mpoTokos ceTeBoro ooMeHa nHpopmarmein MOKHO OTIPEIEIUTh, KaK

nepedeHb (hopMaToB NepeaBacMbIX OJOKOB JAHHBIX, a TAKXKE MPABUI UX 00pabOTKU U CO-
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OTBETCTBYIOUINX JAeHCTBUM. [pyrumMu cioBaMu, MpOTOKOJI 0OMEHA JaHHBIMH — 3TO MOAPOO-
Hasi UHCTPYKLHSI O TOM, KaKOro THIa HH(pOpMaIus MepeaaeTcs Mo CETH, B KAKOM IMOPSIIKE
o0OpabaTkIBalOTCS TaHHBIE, a TaKKe Ha0Op MpaBUil 0OPaOOTKHU 3TUX JTAHHBIX.

YenoBek — orepaTop KOMIBIOTEPA, BKIFOUEHHOTO B CETh, TEM WJIM WHBIM CIOCOOOM,
HanpuMep, ¢ MOMOIIBIO IPOrpaMM-TIPUIIOKEHUH, POPMUPYET U NEPETAET O CETU COO0OIIIEe-
HUS, IpeAHA3HAYEHHBIE IS APYTUX JIIOJIEN UM KOMIIBIOTEPOB. B OTBET OH TakXe 0KUIAeT
HOCTYIUIEHUs cO00IIeHUs. B 3TOM cMbIciie cooOlieHne npeacTapisieT coO00M JJOTHYECKH 3a-
KOHYEHHYIO OPLHIO HHPOPMALUK, ITPETHA3HAYEHHYO AJIs TOTPEOIeHNs KOHEUHBIMU MOJIb-
30BaTesIMH — YEJIOBEKOM WJIM MPUKIAAHON mporpammoi. Hampumep, 3TO MOXeT ObITh
Habop andaBuTHO-IM(DPOBOI U rpaduveckoil nHGOPMAITUN HA SKpaHe WK (Pailil [eIUKOM.
Ceifuac coOOIIEHHS] HEPA3PBIBHO CBS3BIBAIOT C MPUKIAIHBIM YPOBHEM WJIM, KaK €ro ee
Ha3bIBAIOT, YPOBHEM MPUIIOKEHHUI CETEBBIX IMPOTOKOJIOB.

Coo011eHns MOTYT IPOXOAUTH JOBOJIBHO CJIOKHBIN IYTh 110 CETSAM, CTOSITh B OU€pEIX
Ha nepegavyy wid oOpaboTKy, B TOM 4YHUCIE, HE TOXOAUTh 10 apecara, O YeM OTIPABUTEIb
TaK)K€ J0JKEH ObITh YBEIOMIIEH CHEIIMAIHBIM COOOIIICHUEM.

[lepBoHa4YaJIbHO BBIYMCIUTEIBHBIE CETH ObUIA CETAMH KOMMYTAIIMH COOOIIEHUNA. DTO
OBLIO OINpaB/iaHO, MOKa COOOIIEHHUS ObUIM CPaBHUTEIIBHO KOPOTKUMH. Ho mapainnensHo ¢
STUM BCETJa CyIIECTBOBAIM 3aJlauM Mepeladll Ha pacCTOsIHUE OOJBIINX MacCUBOB MH(OP-
Mauuu. PenieHue 3Toi 3a/1auu B CETSIX ¢ KOMMYTaIMel cooOIIeHuit siBisieTcss Hed(pPeKTrB-
HBIM, TTOCKOJIBKY JIJTMHBI COOOIICHUH MMEIOT OOJIBIION pa3dopoc — OT OYEHb KOPOTKHUX 0
OYEHb JUIMHHBIX, YTO XapaKTEPHO JIJIsl KOMIIBIOTEPHBIX CETEH.

B cBsi3u ¢ 3TUM OBLIO MPEAJIOKEHO Pa30MBATh JJIMHHBIE COOOIIEHNUS HA YacTU — Ma-
KEThI U IIepe1aBaTh COOOLICHUSI HE IIeJIMKOM, a TaKeTaMH, BCTABJISASA B IPOMEXKYTKAX MMaKeTh
apyrux cooOeHnuit. Ha mecte Ha3HaueHus cooOleHus: coonparorcs u3 nakeros. Koporkue
COOOMIEHUS TIPU ATOM OBUIH BBIPOXKJIEHHBIM CIIy4aeM MakKeTa, PaBHOTO COOOIICHHUIO.

B Hacrosiiee Bpemsi NOYTH BCE CETH B MUPE ABJISIFOTCS CETAIMUA KOMMYTAallMU TAKETOB.
Ho cioco6oB 0OMeHa makeTaMu TOKe MOXKET ObITh MHOYKECTBO. DTO CBSI3aHO CO CTpaTeruei

MMOATBCPKACHUA IIPABUJIBHOCTH IICPCIadH.
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2 lIpyHIUNBI OPraHU3aIuu 00MeHA TAHHBIMHU B BHIYHCIUTEIBHBIX CETAX

CymiecTBYIOT JiBa MPUHIIMIIA OPTaHU3AIMU OOMEHA JAaHHBIMU:

1) YcraHOBIIeHHE BHPTYaJIbHOTO COCIUHEHHS C IMOATBEPKIACHHEM IIpUEeMa KaXI0To
nakera.

2) Ilepemaua nararpamm.

1) YcraHoBIIeHHWE BUPTYaIBHOTO COCIUHEHUS WIH CO3JaHHE BHUPTYaJbHOTO KaHasa
SBIsIeTCS OoJiee HAJSKHBIM crocoOomM ooMeHa uHdopMmanueit. [ToaTtomy oH Gosee mpesarno-
YTUTEJICH IPU NIepeiaue TaHHbIX Ha OOJbIIIKE pAcCTOSHUA U (MJIH) TI0 (PU3MUYECKUM KaHajaM,
B KOTOPBIX BO3MOJKHBI TOMeXH. [Ipu BUPTyaibHOM COSAMHEHUH ITyHKT MpreMa HHGOPMAaITHH
YBEJIOMJISIET OTIIPABUTENS O IPABUIILHOM WJIM HEMPABUIIBHOM MpUEMe Kaxa0ro nakera. Eciu
KaKOM-TO MaKeT MPUHAT HEMPABWIBHO, OTIPABUTENH TTOBTOPSET €T0 mepeaavy. Tak JTATCS
710 TEX TOp, TIOKa Bce coolIieHne He Oy et ycnemHo nepenano. Ha Bpems nepenaun nudop-
Mallid MEXIy ABYyMsl MyHKTaMUd KOMMYTHUPYETCA KaHall, TOJI00HBIA KaHAly Mpu TeiaepoH-
HOM pa3roBope. BUpTyanbHBIM €ro Ha3bIBAIOT IIOTOMY, YTO B OTJIMYHE OT TeJIe(hOHHOTO KOM-
MYTHUPOBAHHOI'O KaHajla 0OMEH nH(OpMaIuei MoKeT UATH M0 Pa3InYHBIM PU3UYECKUM ITy-
TSM JaKe B TIPOIECCE MEePEAaYu OJJHOTO COOOIICHNUS.

2) Tepmun gatarpamMma 0Opa30BaH 110 aHAJIOTHH C TSPMHUHOM TeJIerpaMMa. AHAJIOTHS
3aKJIFOYAETCS TOM, YTO KOPOTKHE MAKEThl — COOCTBEHHO JaTarpaMMBbl — IIEPECHUTIAIOTCS ajipe-
caTy 6e3 MOATBEPKACHUS MOTYyUYCHUS KaXa0i 3 HuX. O MOJydeHUH BCETO COOOIIEHUS TIe-
JUKOM JIOJI’KHA YBEIOMUTb 11eJieBas Mporpamma.

3 Tpauncnoptublii nporokoa TCP u moneas TCP/IP

3a BpeMs pa3BUTHS BEIYHCIUTEILHBIX CETEH OBLITO MPEAJIOKEHO U PEATH30BAHO MHOTO
MIPOTOKOJIOB 0OMEHA TAaHHBIMU, CAMBIMU yJIAYHBIMHU U3 KOTOPBIX SIBUIUCH CEMENCTBO MPOTO-
koJioB TCP/IP (Transmission Control Protocol/Internet Protocol — nmpoTokon ynpaBieHus mne-
penayeit/MexXceTeBOM MPOTOKOII).

TCP/IP — 510 HaOOP MPOTOKOJIOB, COCTOSIIINI U3 CICIYIONNX KOMITIOHEHTOB:

— MexcereBoi potoko (Internet Protocol), o6ecnieunBaromuii aapecanuro B CETIX

(IP-appecaruio);
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— MeXceTeBoM mpoTokosn ympasieHus coobmenusmu (Internet Control Message
Protocol — ICMP), xotopslii o0ecrieunBaeT HU3KOYPOBHEBYIO MOJICPKKY HpoTokona [P,
BKJIIOYas Takve (PYHKIMH, KaK cOOOIIeHusI 00 ommOKax, KBUTAHIIMH, COJICUCTBUE B MapIil-
pyTH3ALMH U T. 11.;

— TpoTOKOJ pazpemieHus agpecoB (Address Resolution Protocol — ARP), BeimmoHs-
IOLUH MTpeoOpa3oBaHue JTOTUYECKUX CETEBBIX aJIpECOB B allllapaTHBIC, a TaKKe OOpaTHBIN
emy RARP (Reverse ARP);

— TPOTOKOJ Mojib3oBaTeNbekux gararpamMm (User Datagramm Protocol — UDP);

— TpOTOKOJ yrparieHus nepenadeit (Transmission Control Protocol — TCP).

[Iporokon UDP obecrnieunBaet nepenady makeToB 0€3 MPOBEPKH JOCTABKH, B TO BPEMsI
kak npotokosn TCP TpeOyeT ycTaHOBJIEHHS] BUPTYaIbHOIO KaHajda U COOTBETCTBEHHO MO/I-
TBEPIKIACHUS JOCTABKHU MAKETa C MOBTOPOM B CIIy4ae OIMIHUOKH.

OTOT HAbOp MPOTOKOJIOB 0Opa3yeT camylo paclpOCTPAHEHHYIO MOJIEIh CETEBOTO 00-
ME€Ha JaHHbIMU, nofyunBInyto HazBanue — TCP/IP. Moaens TCP/IP uepapxudeckas u BKIIO-
yaeT yeTsipe ypoBHs (Tabmura 3.2.1).

[IpuknagHOi ypOBEHb ONPEAEISIET CIOCO0 OOIIEHUS MOJIb30BATEIbCKUX MPUIIONKE-
HUil. B cucteMax «KJIMEHT-cepBep» MPUII0KEHUE-KIIUEHT JOJIKHO 3HATh, KaK MOChUIATh 3a-
poc, a NPUJIOKEHUE-CEPBEP NOKHO 3HATh, KAK OTBETUTH HA 3alpoc. DTOT YPOBEHb 0Oec-
neyrBaeT Takue npotokoisl, kak HTTP, FTP, Telnet.

TpaHcnOpTHBIN YPOBEHBb MO3BOJISIET CETEBBIM MPUIIOKEHUSAM MOJIy4aTh COOOIIECHUS 110
CTPOTO OMPEICICHHBIM KaHajlaM ¢ KOHKPETHBIMU MapaMeTpaMH.

Ha cereBoM ypoBHE ONPEAEIISIIOTCS aIpeca BKIFOYEHHBIX B CETh KOMITBIOTEPOB, BbIJIE-
JISIFOTCS JIOTUUECKUE CETU U MOJICETH, PEATTU3YETCS MapIIPyTU3AIUs MEKY HUMH.

Ha xananbHOM ypoBHE omnpejensercs aapecanus GU3ndecKux UHTEpPencoB CETEBbIX
YCTPOUCTB, HAITPUMEP, CETEBBIX MJIaT. K 3TOMY YpOBHIO OTHOCSTCS IPOTPaMMbI yIIPaBICHUS

(Y3UYECKUMU CETEBBIMU YCTPOIMCTBAMU, TaK Ha3bIBaeMbI€, APAUBEPHI.
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Tab6muna 3.2.1 — Mozenb cereBoro oOMeHa JaHHBIMU

YpoBensn HasBanme DyHKUHUSA
4 [Ipuknaguon IIpunoxkenus nonp3oparesneil, cozgaHue COOOIICHUIA
3 TpancriopTHbIN JlocTaBka naHHBIX MEXIy IpOrpaMMaMH B CETH
2 CeteBoit Anlpecaniis U MapIIpyTH3auUs
1 KananpHsrit CereBble anmnapaTHbIe CPEACTBA U UX JpaiBephl

Kak yxe oTmeudanoch paHee, B CETSIX ¢ KOMMYyTalueil naketos, a mojaens TCP/IP ot-
HOCHUTCS K TaKuM, JUIsl TIEpeIad Mo CeTu coolmieHue (ChopMHpOBaHHOE HA MPUKIIATHOM
ypOBHE) pa30uBaeTCs Ha MAKEThl WM JaTarpaMmsbl. [lakeT wim nararpamma — 3T0 4acTh CO-
oO1eHus ¢ J00ABJIEHHBIM 3aroJIOBKOM IaKeTa WK JaTarpaMMBl.

Ha TtpancmopTHOM ypoOBHE K I0JIE3HON MH(pOpMAIK J00aBISIE€TCs 3aTr0JI0BOK — CIIy-
xeOHas undopmarus. st ceTeBoro ypoBHs mosie3HOM nHGOpMaIiei BIsIeTCs YKe MaKeT
WJIU JaTarpaMMa TpaHCIOPTHOTO ypoBHs. K HUM 100aBiseTCs 3aroJi0OBOK CETEBOTO YPOBHS.

[Tomyuyennsiii 670K gaHHBIX HaszbiBaeTcs [P-makerom. Ilone3Hoi Harpy3koi juist Ka-
HaJIbHOTO YpOBHS sBisieTcs yxke [P-maker. 3aeck nepes nepenayeid 1o KaHally K HEMY J0-
0aBISAIOTCS COOCTBEHHBIH 3aroJIOBOK U €111€ 3aBepIInTeib. [lomyunBimiics 0J0K Ha3bIBaCTCS
kaapoM. OH U nepenaercs mo CETH.

[lepenanublii IO ceTH Kaap B MyHKTE Ha3Ha4YeHUs IpeoOpazyercss B 0OpaTHOM IO-
pAIKE, IPOXO/Isl IO YPOBHSIM MOJIENIN CHU3Y-BBEPX.

4 BeiBoabI IO TEME 3.2

1) TIIportokoi cereBoro ooOMeHa uHpopMaIueil — 3To epedeHs GopMaToOB MepeaBa-
€MBIX OJIOKOB JTaHHBIX, a TAK)KE MTPaBUII X 00pabOTKH M COOTBETCTBYIOIIUX JACHCTBUI.

2) TIpoTokoi oOMeHa JaHHBIMH — 3TO MOAPOOHAsS MHCTPYKIUSA O TOM, KaKOT'O THIIa
uH(popManusl nepesaeTcs Mo CETH, B KAKOM MOpsiAKe 00padaThIBalOTCS JaHHBIE, a TaKXKe
Ha0op MpaBuI 00PaOOTKU ITUX JaHHBIX.

3) B HacrosIiee Bpems IOYTH BCE CETH B MUPE SABIISAIOTCS CETIMH KOMMYTAIlMH TTaKe-
TOB.

4) CyuiecTBYIOT J1Ba MPUHIIMIIA OPraHU3alMi OOMEHA JaHHBIMU: YCTAaHOBJICHHUE BUP-
TyaJbHOTO COCIMHEHHUS C TOATBEPKIACHUEM MpHeMa KaXJAoro Iakera W mepeiada jaaTa-

rpamMm.

10
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5) Tlpu BEpPTyaabHOM COSAMHECHHH ITyHKT IIpHeMa HH(pOpMAaIHK YBEOMIISIET OTIIpa-
BUTEJI O MPABWIBHOM WJIM HENMPABUIBHOM IMPHEME KAXKIOrO Makera. BupTyalbHbIM €ro
HA3BIBAIOT MTOTOMY, YTO B OTJIMYHUE OT TeIE(POHHOTO KOMMYTHPOBAHHOTO KaHaia OOMEH HH-
dbopMarueit MOKET UATH MO PANUYHBIM (PU3UUECKUM MYTSAM Jake B MpoIecce Mmepeaadn
OJIHOTO COOOIIEHUS.

6) Ilpu mepenade maTarpaMMbl KOPOTKHE MTAKETHI MIEPECHUTAIOTCS apecaTty 0e3 mo/I-
TBEPKIACHUS MOTYUYEHUS KaXKI0W U3 HUX, a O IOJIYYEHUH BCETO COOOIIEHHUSI LIETUKOM JIOJKHA
YBEJIOMUTH LI€JIEBAs IPOrpaMma.

7) TCP/IP — 310 HabOP MPOTOKOJIOB, COCTOSIIHH M3 CIICTYIONUX KOMITOHEHTOB: MEX-
ceteBoit mpotokoi (IP), MexcereBoit mpoToko ynpasienus coodmenusmu (ICMP), nmpoto-
KoJ1 pa3penienus ajgpecoB (ARP), mporokoin nmons3oBatenbckux gatarpamm (UDP) u npoto-

kon ynpasienus nepenaueit (TCP).

11



WNudopmannonnas 6e30macHOCTb
Paznen 3. MadopmanrionHast 6€301MacHOCTh BRIYUCIUTEIbHBIX CETCH

Tema 3.3. MozaeJsb B3auMoaeicTBus OTKPBITBIX cuctem OSI/ISO

1 CpaBHeHue ceTeBbIX Mojeel nepexayu 1anabix TCP/IP u OSI/ISO

B xoHnue 80-x rogoB HaOMr0aICsA NOJUIMHHBIA OyM, BBI3BAHHBIN pa3paboTKoi Mex-
OYHAPOJHOW OpraHU3alMi MO0 CTaHAAPTU3aUUMUd KOMMYHUKALIMOHHBIX IPOTOKOJOB —
(International Standard Organization). Pazpaborannas [SO cnenudukaius, Ha3BaHHAsS MO-
JIENTBbI0 B3auMo1ecTBHS OTKpPHITHIX cucTteM (OS] — Open Systems Interconnection), 3amosio-
HUJIa Hay4Hble myOiuKkanuu. Kaszanock, 4To 3Ta MOJeIh 3aliMEeT MepBOe MECTO U OTTECHUT
mupoko pacnpocrpanuBiimiics TCP/IP. Ho storo e npouzonuio. OgHON| U3 TPUYUH 3TOTO
SABHJIACh TIIaTeNbHas mpopaboTka mpotokonoB TCP/IP, ux ¢yHKIMOHATIBHOCTh U OTKPHI-
TOCTh K HApallIUBaHUIO (PYHKIIMOHAIBHBIX BO3MOKHOCTEH, XOTsI K HACTOSIIIEMY BPEMEHH J10-

CTaTO4YHO OYCBHAHO, YTO OHHU MMCIOT U MHOXXECTBO HEJOCTATKOB.

Tabmuna 3.3.1 — CpaBHUTEIIbHAS CXeMa YPOBHEBBIX Mojieien nmporokonoB OSI u TCP/IP

FMooene OS5I MFMoagene TIZRPAIR
Mpriknan Hor MprknanaHoR
Chpplication) CAapplication)

MNpeacTaeHTENBHBIFA
fPresentation)

CEeEaHC OB B
(Sessian)

TpaHCNoOpTHBIA TpaHcnopTHbIA
CTransport) CTranspaortl
CeTesoR
(Metwoaork)
KaHanbHBIA KaHanbHbI A
(Data Link? (Data Link?
T HEHYdE KA THEHdE CH KA
(Phwsicall (Physicall

MHoroypoBHEBOE TPEACTABICHUE CPEJCTB CETEBOTO B3aMMOJICUCTBHUS MMEET CBOIO
cnenu(uKy, CBSI3aHHYIO C TeM, YTO B Mpoiiecce 0OMeHa COOOIIEHUIMU y4acTBYIOT ABE CTO-
POHBI, TO €CTh B JJAHHOM CIlTydyae HE0OXOJIMMO OPraHU30BaTh COTJIACOBAHHYIO PabOTy JIBYX
«Hepapxuii», paboTalMUX Ha pa3HbIX KommbloTepax. O0a ydacTHHKa CETEeBOTO OOMEHa
JOJDKHBI TIPUHATH MHOXKECTBO CoTJaneHuil. Harmpumep, oHl JO/HKHBI COTIAcOBAaTh YPOBHU
u (GopMy DIEKTPUUYECKUX CHUTHAJIOB, CIIOCOO OMpeaeieHus JIMHBI COOOIICHHH, JOTOBO-

PUTBCSI O METOAAX KOHTPOJIA ITOCTOBEPHOCTH WM T. M. JpyrumMu ciioBamH, COTJIALICHUS
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JIOJKHBI OBITH IPUHSTHI I BCEX YPOBHEH, HAUMHAS OT CAMOTO HU3KOTO — YPOBHS TIepeIaun
OUTOB — 10 CAMOT'0 BBICOKOTO, PEAJTU3YIOIIEr0 CEPBUC IS MOJIb30BATENEH CETH.

2 XapakTepucTuka ypoBHei mogeau OSI/ISO

Mogenp B3anMoaelcTBhs OTKPBITHIX cucteM (Open System Interconnection, OSI)
ONpENEIIIET PA3JINYHbIE YPOBHU B3AMMOJICUCTBUSA CUCTEM B CETAX C KOMMYTAIMEN MTaKETOB,
JaeT UM CTaHJapTHHIC UMEHA U YKa3bIBACT, Kakue (YHKIUU JOJDKEH BBITOHSITH KaXKIIbIi
YPOBEHb.

Mopnens OSI 6bu1a pa3paboTaHa Ha OCHOBAaHUU OOJIBIIOTO OMbITA, OTYYEHHOTO MPHU
CO3/TaHUM KOMITBIOTEPHBIX CETEH, B OCHOBHOM TJI00AIbHBIX, B 70-€ TOJIBI.

B mopenu OSI cpenacTsa B3auMOAECUCTBUS AENSTCS HA CEMb YPOBHEM: MPUKIAIHOMU,
MPEICTABUTENbHBIN, CEAHCOBBIN, TPAHCIIOPTHBIN, CETEBOW, KaHaJIbHbIN U (pu3nueckuil. Kax-
I YPOBEHB UMEET JIEJIO C ONPEAECIEHHBIM aCIIEKTOM B3aUMO/JICHCTBUS CETEBBIX YCTPOMCTB.

1) dwusunueckuii ypoBeHb UMEET JCJO C Mepeaadeii OMTOB 1Mo (PU3MUECKUM KaHaIaM
CBSI3U, TAKUM, KaK KOAKCUAJIbHBIA Ka0elb, BUTas Mapa, ONTOBOJIOKOHHBINA Ka0enb uin mud-
POBOI TeppUTOpHANIbHBIN KaHall. K 3ToMy ypOBHIO UMEIOT OTHOIIICHHE XapaKTEPUCTUKU (HH-
3UYECKUX CPEJI IEPENAUM TAHHBIX, TAKME KaK MOJI0Ca MTPOMYCKaHUs, IOMEX03aIIUIICHHOCTD,
BOJIHOBOE CONIPOTHUBIIEHUE U JPYTHE.

OnHoll U3 3a/1a4 KaHAIBHOTO YPOBHS SIBJSIETCS MPOBEPKA JOCTYIMHOCTH CPEJbI Mepe-
nauu. Jlpyras 3ajaya KaHaJIbHOTO YPOBHS — peayin3aliysl MEXaHU3MOB OOHApYKEHUS U KOp-
pekimu omuOoK. J[J1s 3TOro Ha KaHaJTFHOM YPOBHE OUTHI TPYIIIIUPYIOTCS B HA0OPHI, Ha3bIBA-
emble kaapamu (frames). KanaiabHbIi ypoBeHBb 00ECIIEYMBAET KOPPEKTHOCTD MEpEaun Kaxk-
JOTO Kajpa.

2) CeteBOil YPOBEHb CIIY’KHMT Il 00pa30oBaHHUS CAMHON TPAHCIIOPTHON CHCTEMBI,
00BbEIUHSIONICH HECKOJIBKO CETEH, MPUYEM ITH CETH MOTYT UCTIOJIB30BaTh pa3IUYHbIC TPHUH-
MBI TIepeIauu COOOIIEHUN MEeX Ty KOHEYHBIMU y3JIaMU U 00J1aaTh TPOU3BOJIbLHON CTPYK-
Typo# cBsizeil. BHyTpur 01HOM CeTH JOCTaBKa JaHHBIX 00ECIIEYNMBACTCS KAHATHHBIM YPOBHEM,
a BOT JIOCTaBKOM JAHHBIX MEXIY Pa3JIMUYHBIMU CETSIMU 3aHUMAETCSI CETEBOM YPOBEHB, KOTO-

PBIN ¥ OIEPKUBACT BO3MOXKHOCTh MPABWIILHOTO BEIOOPA MapIIpyTa rnepeaqn COOOIICHUS
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JlaKe B TOM ClTy4dae, KOI/ia CTPYKTypa CBSI3e MEXAy COCTABIISIIOLIMMU CETSIMU UMEET XapakK-
T€p, OTJIMYHBINA OT IPUHATOTO B MPOTOKOJIAX KAHAJIBHOTO YPOBHS.

3) Certu coemUHSIOTCS MEXKIY COOOM CreUaIbHBIMU yCTPOUCTBAMHE, HAa3bIBACMBIMH
MapIIpyTuzaropamMu. MapuipyTuszatop — 3TO yCTPOMCTBO, KOTOPOE coOupaeT HHPOPMAIUIO
O TOIOJIOTMM MEKCETEBBIX COCIMHEHUN U IMEPECHUIAET MAKEThl CETEBOT0 YPOBHS B CETh
HazHayeHus. UToObl mepeaaTh COOOIICHNE OT OTIPABUTEINS, HAXOIAIIErocs B OJHOM CeTH,
NOJIy4YaTeN0, HaXOASAIIEMYCSl B OPYTrOMl CETH, HYKHO COBEPIIUTH HEKOTOPOE KOJIUYECTBO
TPAH3UTHBIX MEPEIad MEKY CETIMH.

4) TpaHCTIOPTHBIH yYpOBEHb OOECIIEYMBACT MPHUIOKCHHUSIM WM BEPXHHM YPOBHSIM
CTEKa — IIPUKJIAJJHOMY U CEAaHCOBOMY — IIepejauy JAHHBIX C TOM CTENEHbIO HAJEKHOCTH, KO-
Topasi uM Tpedyetcsa. Moaens OSI onpeaenser naTh KJIacCOB CEPBHCA, MPEIOCTABISIEMBIX
TPAHCIOPTHBIM YPOBHEM. ODTU BUJbI CEPBUCA OTIMYAIOTCA KAaueCTBOM IMPEAOCTABIIIEMbBIX
YCIIyI: CPOYHOCTBIO, BO3MOXXHOCTBIO BOCCTAHOBJICHUS IIPEPBAHHOM CBS3H, HAIUYUEM
CPEIICTB MYJbTUIUIEKCUPOBAHUS HECKOJIBKUX COEAMHEHUN MEXIY Pa3IuyHbIMHU MPHUKIAI-
HBIMU NPOTOKOJIAMHU Yepe3 OOIIMIA TPAaHCHIOPTHBIN MPOTOKOJI, a TJIaBHOE — CIIOCOOHOCTHIO K
O0OHapy’KEHHIO U UCIIPABIICHUIO OIIUOOK NEPEIauu, TAKUX KaK UCKaKEHHE, TOTeps U Ay OIu-
pOBaHUE NAKETOB.

5) CeaHCOBBIN YpOBEHb 00CCIICUMBACT YIPABICHUE THATOTOM: (PUKCHPYET, KaKas u3
CTOpPOH SIBJISIETCS aKTUBHOM B HACTOSAILIMN MOMEHT, MPEJOCTABISET CPEACTBA CUHXPOHHU3A-
1uu. [locneHue Mo3BOJIAIOT BCTABIISITH KOHTPOJIBHBIE TOYKH B JJIMHHBIE TIEpeiayu, YTOObI B
clly4ae 0TKa3a MOKHO ObLIIO BEpHYThCS Ha3aJl K MOCIEAHENH KOHTPOJIbHOM TOUKE, a HE Hauu-
HaTh Bce cHayana. Ha mpakTuke HEMHOTHE PUJIOKEHUS UCTIONIb3YIOT CEaHCOBBIM YPOBEHbD,
Y OH PEJIKO pealln3yeTcs B BUJI€ OTACIBbHBIX IPOTOKOJIOB, XOTS (PYHKIIMU 3TOTO YPOBHS 4acTO
00BEIUHSIOT ¢ (PYHKIMSAMU IPUKIAJTHOTO YPOBHS U PEATU3YIOT B OJTHOM ITPOTOKOJIE.

6) IIpencraBUTENbHBIN YPOBEHH UMEET JIEJIO ¢ (POPMOU TPEACTABICHHUS TIepeIaBae-
MOi1 o ceTu nHGOpMaIUH, HE MEHSISI IIPU ITOM €€ COJepKaHMs. 3a CUET YPOBHS MPEICTaB-
JeHust “tHpopMalus, nepeaaBaeMas IpUKIaJHbIM YPOBHEM OJIHOM CHUCTEMBbI, BCET/Ia MOHATHA

MPUKIIAIHOMY YPOBHIO Apyroil cucteMbl. C MOMOILBIO CPEICTB JAHHOTO YPOBHS MPOTOKOJIBI
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IIPUKJIAIHBIX YPOBHENU MOTYT IIPEOIOJIETH CUHTAKCUYECKHE Pa3INyus B IIPEACTABICHUN JaH-
HBIX WIH K€ pa3iinuus B KOJIax CUMBOJIOB, HarpuMep, B kogax ASCII u EBCDIC. Ha stom
YPOBHE MOXET BBIMOIHIATHCS MH(PPOBaHUE U TemndpOBaHUE TaHHBIX, O1arogapsi KOTOPOMY
CEKPETHOCTh OOMEHA JJAaHHBIMHU 00ECIICUNBACTCS Cpa3y JJs BCEX MPUKIAAHBIX ciayk0. [Ipu-
MEpPOM TaKOI'o MPOTOKOJa siBsieTcs npotokos Secure Socket Layer (SSL), koTopslii o0ec-
MEYMBACT CEKPETHBIN OOMEH COOOIICHUAMH ISl TPOTOKOJIOB MPUKIATHOTO YPOBHS CTEKa
TCP/IP.

7) IlpuknamHO¥N ypOBEHb — 3TO HAOOP Pa3HOOOPA3HBIX MIPOTOKOJIOB, C MOMOIIBIO KO-
TOPBIX TOJIB30BATENN CETH MOIYYaIOT JOCTYT K pa3esiieMbIM pecypcaM, TaKUM Kak (paitisl,
IPUHTEPHI UITU TUIEpTEKCTOBbIE Web-CTpaHuUlIbl, a TAaKKe OPraHU3yIOT COBMECTHYIO paboTy,
HaIlpyuMep, ¢ MOMOIIBIO IMPOTOKOJIA JIEKTPOHHOM NOoYThl. ENMHNIA TaHHBIX, KOTOPOM OIle-
pUpYeT NPUKIAAHONW YPOBEHb, 0OBIYHO HA3bIBAETCS COOOIICHUEM.

®ynkunu Beex ypoHer Mozaenu OSI MOryT ObITh OTHECEHBI K OJHOM U3 ABYX TPYIIIL:
00 K (PYyHKUHUSAM, 3aBUCAIIUM OT KOHKPETHOW TEXHUYECKON peam3alu CEeTH, JU00 K
GyHKIUSAM, OPUEHTUPOBAHHBIM Ha pabOTy € MPUIIOKEHUSIMHU.

Tpu HIOKHUX YPOBHS — (PU3NUECKUM, KAHAJIBHBINA U CETEBOU — SIBIISIIOTCSA CETE3aBUCH-
MBIMH, TO €CTh IPOTOKOJIBI ITUX YPOBHEU TECHO CBSI3aHBI C TEXHUYECKOU pealln3aluen CeTH
Y UCMOJIb3yeMbIM KOMMYHHUKAIIMOHHBIM 000PYIOBaHHEM.

Tpu BEepXHUX YPOBHS — NPUKIIATHOM, TPEACTABUTEIIBHBIMN U CEAHCOBBIN - OPUEHTUPO-
BaHbI Ha MPUJIOKEHUS U MaJIO 3aBUCIT OT TEXHUUYECKUX 0COOEHHOCTEH nmocTpoeHus cetu. Ha
MPOTOKOJIBI 3TUX YPOBHEN HE BIMSIOT Kakue Obl TO HU ObLIO U3MEHEHHs B TOIOJIOTUN CETH,
3aMeHa 000pyAOBaHMS WM MEPEX0]] Ha APYTYIO CETEBYIO TEXHOJIOTHIO.

TpaHCTIOPTHBIN ypOBEHB SBISETCS MPOMEKYTOUHBIM, OH CKPBIBA€T BCE JeTalN (PyHK-
LMOHUPOBAHMS HIJKHUX YPOBHEH OT BEPXHUX. DTO MO3BOJISET pa3padaThIBATh NPUIIOKEHHUS,

HE 3aBUCSIIHNE OT TEXHUYECKUX CPEJICTB HEMOCPEICTBEHHOM TPAHCTIOPTUPOBKU COOOIIICHUIA.
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Tabmuna 3.3.2 — Pacnpenenenue ¢hyHKIui 6€30MacHOCTH
@yHKINA 0€30IIACHOCTH Yposens OSI

1]12|3|4]5]6
AyTeHTU(UKALHS - |-
YipagieHue JO0CTYIOM -
KoHbuIeHIIMATbHOCT COSTMHCHHUSI +
KoHbuaeHIIHaTbHOCTh BHE COSAUHEHHS | -
W3buparenpHas KOHOUICHIMATBHOCTD | -
KonduaenumansHOCTh Tpaduka + |-
11en0CTHOCTD C BOCCTAHOBIICHHEM - |-
IlenocTHOCTH 6€3 BOCCTAHOBIICHHS - |-
V36upaTebHast IIeI0CTHOCTD - - |-
11en0CTHOCT BHE COCTUHEHHS - |-+
Heotkazyemoctb -l - -] F

«+» — TaHHBIA YPOBEHb MOXET MPEIOCTaBUThH (HYHKIINIO O€30MaCHOCTH;

+ [+

+ |+ + [+

+ [+ [+ |+
.

1

1

L
++|+]

+ [

+I

+ [+
1
1

||+ ||+ ]+~

+
1

«-» — TAaHHBIA YPOBEHb HE MOIXOIUT JJIS MIPEAOCTABICHUS (PYHKITUU O€30TTaCHOCTH.

Cronb monpobnoe paccmotpenue mojenn OSI/ISO cBsizaHo ¢ Tem, 4TO Mpu paspa-
00TKE CTaHJIapTOB M CICNU(PUKALUU IO CETEBOM 0€30MaCHOCTH CHEIUAIUCTBI OPUEHTUPY-
IOTCSl Ha ATy MEPCIEKTUBHYIO MOJielb. Tak B «OOMIMX KPUTEPUIX» MPUBOJAUTCS pacrpeie-
neHue GyHKIHA 0€30MaCHOCTH MO YPOBHSIM 3TAIOHHOW cemuypoBHeBoM Moaenu OSI.

3 BuiBojbI 110 TeMe 3.3

1) Mopuens B3auMoaeCcTBUS OTKPHITBHIX cucteM (Open System Interconnection, OSI)
ONpPENEIIIeT PA3INYHbIE YPOBHU B3aMMOJICUCTBUSA CUCTEM B CETSAX C KOMMYTAIMEN MTaKETOB,
Jae€T UM CTaHJapTHhIE UMEHA M YKa3bIBaeT, Kakue (DYHKIIUU JOJDKEH BBIMOJHATH KaXK bl
YPOBEHb.

2) MHOroypoBHEBOE MPEACTABICHUE CPEICTB CETEBOrO B3aWMOJCHCTBHS HMECT
CBOIO CTieU(UKY, CBI3aHHYIO C TEM, UTO B Mpoliecce 0OMeHa COOOIIEHUSIMU YUYaCTBYIOT JBE
CTOpPOHBI, TO €CTh B JAaHHOM Clydyae HEOOXOJMMO OpraHM30BaTh COTJIACOBAHHYIO paboTy
JIBYX «HepapXuii», pabOTAIOIINX HAa Pa3HbIX KOMITbIOTEpaX.

3) B momenu OSI cpenctBa B3aMMOICHCTBHS JEISTCS Ha CEMb YPOBHEH: MPUKIIA-
HOH, MIPEJCTaBUTEIIbHBIN, CCAHCOBBIN, TPAHCIIOPTHBIN, CETEBOM, KaHAIBHBIN U (PU3HUCCKHUH.
Kaxnaplii ypoBeHb HUMEET €70 C OIpPEICTICHHBIM AacCleKTOM B3aUMOJCHCTBUS CETEBBIX
YCTPOUCTB.

4) ®yukuu Bcex ypoBHer mozenu OSI MoryT ObITh OTHECEHBI K OJHOM M3 JBYX
rpyIi: Ju60 K QYHKIUSAM, 3aBUCAIIIUM OT KOHKPETHON TEXHUUECKOM peanu3aluu CeTH, J100

K (YHKITUSIM, OpPUEHTHPOBAHHBIM Ha Pa00Ty C MPUIIOKEHUSIMH.
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5) Tpu HIWKHUX YPOBHS — PUINICCKUH, KAHATBLHBIA U CETEBOM — SIBIITIOTCS CETE3aBH-
CUMBIMH, TO €CTh IIPOTOKOJIBI ATUX YPOBHEN TECHO CBS3aHBI C TEXHUYECKOW peau3aiuen
CETHU U UCIOJIb3yEeMbIM KOMMYHHKAIIMOHHBIM 000PYIOBAaHUEM.

6) Tpu BepXHHX ypOBHS — IMPUKJIATHOHN, IPEICTABUTEIIBHBIN U CEaHCOBBI — OPHEH-
TUPOBAHBI Ha MPWIOKEHUS U MaJIO 3aBUCIT OT TEXHUYECKHX OCOOEHHOCTEH MOCTPOCHMS
CETH.

7) TpaHCHOPTHBIN YpOBEHb SIBISCTCS MPOMEKYTOYHBIM, OH CKPBIBACT BCE JCTAJH

(YHKIMOHUPOBAHUS HUKHUX YPOBHEH OT BEPXHUX.
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Tema 3.4. Anpecanus B rj100aJ1bHBIX CETAX

3.4.1. BBenenne

1 OcHnoBbl IP-nipoToKo1a

OpHOM U3 TIAaBHBIX MPOOJIeM MOCTPOEHUS TTI00aTBHBIX CeTel SABIsIeTCs mpoliaema af-
pecaruu. C 0JIHOM CTOPOHBI, TOCTOSIHHOE paciIupeHue raodanbHoi cetu HTepHeT npuBesno
K HEXBATKE YHUKAJIbHBIX aJIpECOB JJIs BHOBb MOJKIIFOYaeMbIX y3JI0B. C Ipyroil CTOpOHBI, CU-
CTeMa ajJpecaliii B TAKUX CETAX JOJKHA OBITh 3alllUIIeHa OT BO3MOXHOTO BMEIIATEIHCTBA
3JI0YMBIIUICHHUKOB, CBSI3AHHBIX C MOJMEHON aIpecoB U peanu3anueid 00X0IHbIX Mapluipy-
TOB Iepeladyu COOOIIECHUI.

Anpecarust coBpeMeHHoro Mutepaera ocHoBaHa Ha nipotokodie [P (Internet Protocol),
HCTOPHUS KOTOPOTO HEPA3PBIBHO CBS3aHA C TPAHCHOPTHBIM NPoTOoKOoaIoM TCP.

Konuenuust npotokosna [P mpeacraBisieT ceTb Kak MHOXKECTBO KOMIIBIOTEPOB (XO-
CTOB), MOAKJIFOYEHHBIX K HEKOTOPOil nHTepceTu. UHTEepceTh, B CBOIO OYEpE/Ib, pacCMaTpUBa-
€TCSl KaK COBOKYITHOCTh (PM3MUYECKHUX CETEH, CBA3aHHBIX MapluIpyTuzaTtopaMu. Ouszndyeckue
O0O0BEKTHI (XOCThI, MAPLIPYTU3ATOPBL, [TOICETH ) UACHTU(DULUUPYIOTCS PU TOMOLIH CHEHAIIb-
HbIX [P-anpecoB. Kaxaplii [P-anpec mpencraBnsier coboil 32-OMTOBBIM MAECHTU(DUKATOP.
IIpunsro 3anuceiBath [P-anpeca B Bue 4-X IECATUUHBIX YUCEN, PA3AEIECHHBIX TOUYKAMMU.

Jlst aToro 32-x 6urtoBslil IP-anpec pazouBaercs Ha yeTkipe Tpynnsl o 8 6uT (1 6aitT),
MOCJIE Yero KakIbld OalT ABOMYHOIO CJIOBAa MPEOOPA30OBBIBACTCS B JECATUYHOE YHUCIO IO

M3BECTHBIM IpaBuiiaM. Hampumep, IP-agpec:

10010011 | 10000111 ( 00001110 ) 11100101

peoOpa30BbIBAETCS YKa3aHHBIM CIIOCOOOM K CIEAYIOIIEMY BUILY:
147.135.14.229.
2 Kiacepl aipecoB BHIYHCIUTEILHBIX ceTeil

Kax b1l agpec sBisieTcsi COBOKYITHOCTBIO ABYX UAEHTHU(PUKATOpOB: cetu — NetlD, u
xocta — HostID. Bce Bo3MOkHBIE ajipeca pa3aesieHbl Ha S KJIIACCOB, CXeMa KOTOPBIX MPUBE-

neHa Ha pucyHke 3.4.1
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Knacca |0 MNetlD HostID

Knacc B 1|0 MNetlD HostID
Knacec C 1|11(0 MNetlD HostID
KnaccD |1 (1 |1]|0 Multicast Address
Knacc E 111|110 JapeszepErpoEaHD

Pucynok 3.4.1 — Knaccsl IP agpecos

N3 pucyHKa BUAHO, UTO KJIACCHI CETEH OMPEETSAIOT, KAK BO3MOKHOE KOJIMYECTBO ITUX
CeTeM, TaK U YUCIIO XOCTOB B HUX. [IpakTHUeCKU MCTIOIB3YIOTCS TOJIBKO NIEPBhIE TPH Kiacca:

1) Kiacc A ompenencH A ceTel ¢ YucaoM XocToB 10 16777216. Ilox mome NetID
oTBeneHo 7 ourt, nox moJie HostID — 24 Oura.

2) Kiacc B ucnons3yercst i cpennemacintadubix cereit (NetlD — 14 6ut, HostID —
16 6uT). B kaxm0i Takoi ceTh MOXKeT OBITh 10 65 536 XOCTOB.

3) Kiacc C npumensiercs 1t HeObompimx ceter (Netld — 21 6ut, HostID — 8 6ur) ¢
YHCJIOM XOCTOB 10 255.

3 Cucrema 10MEHHBIX HMEH

Bo Bpemena, korna ARPANET cocrtosiyia U3 J0BOJIBHO HEOOJIBIIOTO YKCIa XOCTOB,
Bce OHU ObuTM nepeunciienbl B ogHoM daiine (HOSTS. TXT). OroT daiin XxpaHusics B ceTe-
BOM uH(popmarmonHom 1eatpe Crandopackoro uccneaonarenbckoro HHCTUTYTa (SRI-NIC
— Stanford Research Institute Network Information Center). Kaxxapiit ammuamrCcTpaTOp caiita
noceutasl B SRI-NIC nomnonHeHus ¥ U3MEHEHHUsI, TPOUCIICNINE B KOH(PUTYpALIMH €r0 CH-
cteMbl. [lepronuecku aAMUHUCTPATOPHI IEPEMUCHIBAIIN ATOT (hailJl B CBOM CUCTEMBI, TJI€ U3
Hero reHepupoBaiu ¢aiin /etc/hosts. C poctrom ARPANET st0 crano upes3BbryaitHo 3aTpya-
nutenbHbIM. C miepexogom Ha TCP/IP coBepiieHcTBOBaHNE STOTO MEXaHHU3Ma CTaJI0 HEOO-
XOJIMMOCTBIO, TTOCKOJIBKY, HAIPUMEP, KaKON-TO aMUHUCTPATOP MOT MIPHUCBOUTH HOBOW Ma-

[IMHE UMS YK€ CYILIECTBYIoIIel. PerenreM 3Toil mpo0sieMbl SIBUJIOCH CO3/IaHUE JIOMEHOB,
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WJIY JIOKAJIBHBIX TTOJIHOMOYHUH, B KOTOPBIX aJIMUHHUCTPATOP MOT MPUCBAUBATh UMEHA CBOUM
MalluHaM U YIPaBIsATh JaHHBIMH aJIpecallii B CBOEM JJOMEHE.

1) JloMeH — rpymma y3JI0B CeTH (XOCTOB) OOBbEIMHEHHBIX OOIIUM HMEHEM, KOTOPOE
118 yT0OCTBa HECET OMPEICIICHHYIO CMBICIIOBYIO Harpy3ky. Hanpumep, 1omeH «ru» oobeau-
HSIET y3Jibl Ha TeppuTopun Poccuu. B Golsiee mMpokoM cMmbIciie MoJ TOMEHOM IMOHUMAETCs
MHOKE€CTBO MaIllMH, KOTOPbIE aJIMUHUCTPUPYIOTCA U MOJJEPKUBAIOTCA KaK OJHO IIEJOE€.
MoXHO cKa3aTh, YTO BCE MAIIMHBI JIOKAJTLHOW CETH COCTaBIIAIOT JOMEH B OOJbIIEH ceTH,
XOTS MOKHO M Pa3Ae/IuTh MAIIMHbI JOKAJIbHOW CETH Ha HECKOJIbKO JIoMeHOB. [1pu nokito-
yeHuH K MIHTepHeTY TOMEH J0MKEeH OBITh TOMMEHOBAH B COOTBETCTBUHU C COTJIAIICHUEM 00
MMEHaxX B 3TOM ceTh. IHTepHET OpraHu30BaH Kak Hepapxus AOMEHOB. Kaxaplil ypoBEHb
HepapXuu sIBISIETCS] BETBbIO YpOBHs root. Ha ka)x1oM ypoBHE HaXOAUTCSI CEPBEP UMEH — Ma-
[IIMHA, KOTOpasi COACPKUT MHPOPMAIIUIO O MAITMHAX HU3IIETO YPOBHS U COOTBETCTBUU MX

nmeH [P-agpecam. CxeMa nocTpoeHus: nepapxuu JOMEHOB IPUBE/ICHA HA pUCYHKE 3.4.2.

¥poeeHe root

I I I
com BepxHWA ypoBEHb
arpa Qowv {others)
I I
sun BTopo# ypoEEHb
{others) star
I I
garth NokaneHoe agMHMHWCTRMPOBAHKME
VENUS mars
I I

FIHAMEHAY3NbHBIE #0CTE M NOACETH

{others) moon

server hostl hostz
Pucynok 3.4.2 — CtpykTypa UMEH 10OMEHOB

20



WNudopmannonnas 6e30macHOCTb
Paznen 3. MadopmanrionHast 6€301MacHOCTh BRIYUCIUTEIbHBIX CETCH

Homen xopHeBoro ypoHs opmupyetcs InterNIC (ceTeBbiM HH(DOPMAIITMOHHBIM IICH-
TpoM cetu HTEepHET).

JIOMEHBI BEpXHETO YPOBHS UMEIOT CIICTYIOIINE BETBH:

— edu — obpa3oBarebHbBIC YUPESIKICHHUS;

— g0V — MpaBUTEIIHCTBECHHBIC YUPEIKICHIS;

— arpa— ARPANET;

— COM — KOMMEpPYECKUE OpraHH3aIlNY;

— mil — BoeHHBIC OpraHu3anuy;

— Int — MeXTyHApOAHBIC OpraHU3AIINY;

— 0rg — HEKOMMEPYECKHE OpTraHU3allHH;

— net — cereBble HH(GOPMAIIMOHHBIE IIEHTPHI.

Hauunas ¢ Becubl 1997 x HUM 100aBMIIHCEH €lie 7 TOMEHOB:

—  firm — ¢upmb!l 1 HanpaBICHUS UX ACSITEIHHOCTH;

— store — ToproBbie PUPMBIL;

— web — 06bexThI, cBa3anHBEIE ¢ WWW;

— arts — oObeKTHI, CBSI3aHHBIE C KYJIBTYPOU U MCKYCCTBOM;

— reC — pa3BIICYCHUS U OT/BIX;

— info — uadopmanMoOHHBIE YCITyTH;

— NOM — mpouwue.

OTH MMEHa COOTBETCTBYIOT THIIAM CETEH, KOTOPHIC COCTABISIOT JaHHBIC JIOMEHBI.
Kpome 3Toro0, K JTOMEHaM BEPXHETO YPOBHS OTHOCATCSI JOMEHBI M0 reorpaduyeckoMy MmpH-
3HaKy, Y KOTOPBIX MPEJICTABICHNE Ha3BaHUS CTPAHBI ABYXOyKBEHHOE.

— it — Wranus;

— Jp — Snonus;

— kr—Kopes;

— Nz — Hogas 3enanaus;

— ru—Poccus;

— se — [IIsenus;
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—  su— osBmmit CCCP;

— tw — TaiiBanb;

— UK — Arrms/Upnannus;

— US — CoenunHennele HITartsr.

YiieHsl OpraHu3anui Ha BTOPOM YPOBHE YIIPABISIIOT CBOMMM CepBepaMu uUMeH. Jlo-
MEHBI JIOKAJIbHOTO YPOBHS aIMUHUCTPUPYIOTCS OpraHu3alusIMu. JIOKaJIbHbIE JOMEHBI MOTYT
COCTOSITh U3 OJTHOTO XOCTa WUJIM BKJIIOUATh HE TOJBKO MHOKECTBO XOCTOB, HO M CBOM MOJAJI0-
MEHBL.

Nwms nomena obpaszyercs «CKICUBAaHUEM» BCEX JJOMEHOB OT KOPHEBOTO J0 TEKYIIETO,
MEePEUYMCIICHHBIX CIIpaBa HaJleBO M pa3jelieHHbIX Toukamu. Hampumep, B umenu kernel.
generic. edu:

edu — COOTBETCTBYET BEpXHEMY YPOBHIO,

generic — rmokassIBacT Noaa0MeH edu,

kernel — siBisieTcst mMeHeM xocra.

MpbI OJ0NIIN K OYEHb BaXKHOMY MOHSTHIO — ONPEACIICHUIO CITY>KObI UIMEH JIOMEHOB
(wmu ciry>x6a nomenHbIx iMeH) — DNS (Domain Name Service).

Kak yxe Obuto mOoKa3aHO paHee ajpecainusi B ceTH (CETEBOM ypOBEHb) OCHOBaHa Ha
npoTokoie [P, Torga kak /st yno0cTBa aAIMUHUCTPUPOBAHUSI CETEN U MoJib3oBaTeseH (mpu-
KJIaJIHOW YPOBEHB) B BBIUMUCIUTEIBHBIX CETSIX BBEJEHBI MMEHA JIOMEHOB, HECYIIIUE OMpe/ie-
JIEHHYIO CMBICJIOBYIO Harpys3Ky.

2) Cnyx0a TOMEHHBIX UMEH KaK pa3 W MpeaHa3Ha4YeHa IS ONPEICIICHUs COOTBET-
CTBHS MEXIYy IOMEHHBIM HMEHEM X0CTa U ero peasibHbIM [P-anpecom u Hao6opoT. 1o cyTw,
cepep (DNS-cepBep), mpeaoCcTaBIsIONUN MOIH30BATEISAM CETU ITY YCIYTy XpaHUT 0azy
JTAHHBIX 00 ATUX COOTBETCTBUSIX.

Ucropus pa3zButus cetn MaTEpHET MokasbiBaeT, uto DNS-cepBep siBisieTcs 00beKTOM
aTaK CO CTOPOHBI 3JI0YMBIIIJIEHHUKOB, TOCKOJIBKY, BBIBES U3 CTPOSI ITOT CEPBEP WIIH U3MeE-
HUB JJaHHBIE €r0 0a3bl MOKHO, HAPYIIUTh padboTy ceTu. [IpoGiembl nHpOpMaIIMOHHOM 0€3-

OMAaCHOCTH, CBA3aHHBIE C UCTIONb30BaHueM DNS-cepBepoB, Oy1yT pacCMOTpEHBI Jajiee.
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4 BbiBoabI 110 Teme 3.4

1) Anpecanus coBpemeHHoro MHTepHeTa ocHOBaHa Ha mportokojie [P (Internet
Protocol).

2) Konnenmus npotokoina [P mpencraBiiseT ceTh Kak MHOKECTBO KOMITBIOTEPOB (XO-
CTOB), IOJIKJIFOYEHHBIX K HEKOTOpOU uHTEpceTH. IHTEpCceTh, B CBOIO 0OUepe/ib, paccMaTpuBa-
€TCs1 KaK COBOKYITHOCTh (DM3UYECKUX CETEH, CBSI3aHHBIX MapIIPyTH3aTOPaMHU.

3) dusudeckre 00BEKTHI (XOCThI, MAPIIPYTH3ATOPBI, ITOJACETH) UACHTHDHUIIUPYIOTCS
npu nomotnu crneruanbHbix [P-anpecos. Kaxawiii IP-anpec npeacrasnser coboit 32-6uto-
BBIY UACHTU(PUKATOD.

4) |IP-anpec 3amuchiBacTCsA B BUAC 4-X JECATUYHBIX YHCEIN, PA3JICICHHBIX TOYKAMH.
Jlns atoro 32-x outoBbiid IP-aapec pazOuBaeTcs Ha yeTbipe rpymnmbl o 8 6ut (1 6aifT), mocie
9eTo KKl 0alT JBOMYHOTO CJIOBA MPE0OPa30BBIBACTCS B ICCATHYHOE YHUCIIO.

5) Kaxaplit anpec sBIsSETCS COBOKYITHOCTRIO ABYX HacHTH(HKaTopoB: cetn — NetlD
u xocta — HostID.

6) [loMeH — rpyrma y3JIoB CeTH (XOCTOB), 00bEIUHCHHBIX OOIITMM MMEHEM, KOTOPOE
U1 yI0OCTBa HECET ONPEIETICHHYIO0 CMBICIIOBYIO Harpy3Ky.

7) Cnyx0a JOMEHHBIX HMCH IpeIHA3HAYCHA JJIs ONIPEICICHUS COOTBETCTBUS MEXKTY

JOMEHHBIM HMEHEM XO0CTa M ero peanbHbIM IP agpecom u Hao60poT.
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Tema 3.5. Knaccndpukanusi yrajieHHbIX YIPo3 B BBIYMCIUTEIBHBIX CeTAX

1 Kiacebl yaajeHHbIX YTPO3 M UX XapaKTepUCTHKA

[Ipu u3noxeHun JaHHOTO MaTepraia B HEKOTOPBIX CIIy4YasiX KOPPEKTHEE TOBOPUTH 00
YAQJIICHHBIX aTakaxX HeXKeIr, 00 YIAJICHHBIX yTP03ax 00bEKTaM BRIUUCIUTEIBHBIX CETCH, TEM
HE MEHEE, BCE BO3MOKHbBIC yIAIICHHBIE aTaKH SIBJISIFOTCS B IPUHIUIIE YIAJICHHBIMH yTPO3aMu
MH(GOPMAIIMOHHON OE30MaCHOCTH.

VY naneHHsie yrpo3bl MOKHO KJIacCU(UIUPOBATH MO CIAEAYIONIMM MPU3HAKAM.

1) Ilo xapakTepy BO3IEHCTBU:

— maccuBHbIe (kiacc 1.1);

— axTuBHBIE (kinacc 1.2).

[TaccuBHBIM BO3JEHCTBHEM Ha PACIPEIECICHHYIO BEIUUCIUTEIbHYIO CUCTEMY Ha3bIBa-
€TCSl BO3JICHCTBUE, KOTOPOE HE OKAa3bIBAET HEMOCPEICTBEHHOIO BJIMSHUSA HAa pabOTy CH-
CTEMBbI, HO MOJKET HapyllaTh €€ MOJUTUKY 0e30macHOCTH. IMEHHO OTCYTCTBHE HEMOCPEN-
CTBEHHOTO BJIMSIHUSI HAa pabOTy CETU MPUBOJIUT K TOMY, UTO MACCUBHOE YJAJICHHOE BO3CHi-
CTBHE MPAKTUYECKH HEBO3MOXKHO OOHApYXUTh. [[puMepoM macCUBHOTO TUIOBOTO Y/1aJiCH-
HOT'O BO3JCHCTBHS B BBIYMCIUTEIBHBIX CETSIX SIBISETCA MPOCIYIIMBAHWE KaHaja CBA3U B
CETH.

[Ton aKTUBHBIM BO3JEHCTBUEM Ha BBIUUCIUTEIIBHYIO CETh MOHMMAETCSI BO3CHCTBUE,
OKa3bIBAIOIIIEE HEMOCPEICTBEHHOE BIUSHUE HA paldOTy ceTu (M3MEHEHWE KOH(MUTYypaluu,
HapyIieHue paboTOCOCOOHOCTH U T. JI.) U HapyllIarollee NPUHATYIO B HEW MOJIUTUKY 0e3-
onacHOCTH. [IpakThuecku Bce TUIBI YAAIEHHBIX YTPO3 SBISIOTCA aKTUBHBIMH BO3JCHCTBU-
SAMHU. DTO CBSI3aHO C TEM, UTO B CAaMOU MPUPOJE Pa3pyLIAOIIETO BO3ACUCTBUS CONEPKUTCS
akTUBHOE Hayano. OueBUIHON OCOOEHHOCTHIO AKTMBHOI'O BO3JCHCTBUS MO CPABHEHUIO C
MACCHUBHBIM SIBJIICTCS PUHIIANIAATIbHAS BO3MOKHOCTh €r0 OOHAPYKEHMUs, TaK KaK B Pe3yJIb-
TaTe €ro OCyIIECTBICHHS B CUCTEME MTPOUCXOIST ONPEACIICHHbIE U3BMEHEeHUs. B oTinune ot
AKTUBHOTO, MPU MTACCUBHOM BO3JICICTBUM HE OCTAETCS HUKAKUX CIE0B (IIPOCMOTP UY>KOTO

COOOIIICHNST HUYETO HE MEHSIET).

24



WNudopmannonnas 6e30macHOCTb
Paznen 3. MadopmanrionHast 6€301MacHOCTh BRIYUCIUTEIbHBIX CETCH

2) Tlo nenu BO3aeHCTBUS:

— HapylieHue KoHpuAeHIInaaTpHOCTH HHpopMaluu (kmace 2.1);

— HapyIIeHHE IEeJOCTHOCTH nHpopmaruu (kmacc 2.2);

— HapylleHue T0CTYMHOCTU HH(POPMALINH, T.€. paOOTOCIIOCOOHOCTH CUCTEMBI (KJ1acc
2.3).

OTOT KJIacCU(PUKAUOHHBIN MPU3HAK SBIAETCS MPSAMOM MPOEKIUEH TPeX OCHOBHBIX
THUIIOB YTPO3 — PACKPBITHS, LIEJIOCTHOCTH U OTKa3a B OOCITYKUBAHHH.

OpHa 13 OCHOBHBIX 1I€JIEW 3JI0YMBIIJIEHHUKOB — MOJYyY€HNE HECAHKITMOHUPOBAHHOT O
nocryna K uHpopManuu. CylecTBYIOT B MPUHIUITHATIBLHBIE BO3MOXKHOCTH JOCTYIIA K WH-
(dbopmaruu: nepexsaT U UCKakeHrne. Bo3aMoKHOCTh epexBaTa HH(OpMauu 03HAYaeT MoJy-
YeHHE K Hel JI0CTyIa, HO HEBO3MOXHOCTh €€ Moaudukanuu. CieoBaTeabHO, IEpeXBaT UH-
¢dbopMaruu BesleT K HapylIeHHIO ee KoH(puaeHmanbHocTh. [Ipumepom nepexsaTta nuapopma-
LMK MOXET CIY’KUTh MPOCITYIIMBAHUE KaHaja B CETU. B 3TOM citydyae umeeTcss HECaHKIUO-
HUPOBaHHBIM OCTyn K MH(GOpMaluu 0e3 BO3MOKHOCTU €€ UCKaxeHUs. OUeBUIHO TaKXKe,
YTO HapyllIeHWEe KOH(PHUICHINATbHOCTH HH(POPMALIMH SBIISIETCS] HACCUBHBIM BO3EHCTBUEM.

B03MOXXHOCTh UCKa)KE€HHUS MH(POPMALIMM O3HAYAET JMOO IMOJHBIA KOHTPOJIb HAJ UH-
(opMalMOHHBIM TIOTOKOM MEXKY O0BEKTaMHU CUCTEMBI, TNOO BO3MOXHOCTD Iepeaadn coo0-
IIEHUNA OT UMEHU JIpyroro o0bekTa. TakuMm 00pa3oM, OYEBUIHO, YTO UCKaKEHUE MHPOpMa-
IIUU BEJIET K HAPYIIECHUIO €€ LEeJI0CTHOCTU. [JanHOe nH(pOopMalmoHHOE pa3pyllaroiee Bo3-
JIEHUCTBUE TIPEICTABIISIET COOO0M SIPKUil MpUMEp aKTUBHOTO Bo3/eicTBu. [Ipumepom ynanen-
HO yrpo3bl, LI€JIb KOTOPOW HAPYIIEHHUE LIETOCTHOCTH MH(POPMALIMH, MOYKET CIY>KUTh TUIIO-
Basl yJAJICHHAS aTaKa «JI0KHBIA 00BEKT paclpeeICHHON BEIYUCIUTEILHON CETH.

[IpyHMnuanbHO apyras Ledb MPEeciaeayeTcs 3JI0YMBIIUICHHUKOM MpPU pean3aluu
yTpo3bl 711 HapyLIeHHUsI paboTOCIIOCOOHOCTH ceTH. B 3TOM cityuae He mpeamnonaraeTcs mno-
Jy4eHUe HeCaHKLMOHUPOBAHHOTO A0CTyna K nHpopMaiuu. Ero ocHoBHas 1enb — 400U ThCH,
YTOOBI y3€J1 CeTH UM KaKOM-TO U3 CEPBUCOB MOAJECPKMUBAEMbII UM BBILLIET U3 CTPOS U IS
BCEX OCTaJIbHBIX OOBEKTOB CETH JOCTYM K pecypcaM aTakOBaHHOTO 00beKTa ObLT Obl HEBO3-
MoskeH. [IpumepoM yaneHHOM aTaku, HEeIblo KOTOPOU sIBIIsieTCA HapylIeHrue paboTocnocoo-

HOCTH CUCTEMBI, MOXKCT CIIYKUTb TUIIOBAAd YJAJICHHAA aTaKa «OTKa3 B O6CJ'Iy>KI/IBaHI/II/I».
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3) Ilo ycnoBuro Havyaia OCymeCTBICHHS BO3CHCTBHS

B BBIYMCIUTENBHBIX CETSIX MOXKHO BBIJICIUTH TPU BUJIA YCIOBUN Hayaia OCyIleCcTBIIe-
HUsl YJQJIEHHOM aTaKu:

— aTaka I10 3arpocy OT arakyemoro oobekra (kiacc 3.1);

— araka o HaCTYIUICHUIO 0)KMAAEMOT0 COOBITHS HA aTaKyeMOM 00bekTe (Kiacc 3.2);

— OesycnoBHas aTtaka (kmacc 3.3).

B nepBoM ciiyyae, 3JI0yMBIIUICHHUK OUJIAE€T MEpEeladyd OT MOTEHIMAIBHON Lenu
aTaky 3arpoca ONpPeIeJIEHHOr0 THIA, KOTOPBIM U OyAET yCIOBHEM Hayaia OCYLIECTBICHUS
Bo3neicTBUs. [Ipumepom moaoOHBIX 3ampocoB B cetu Internet ciy:xat DNS-3anpocsr. Ot-
METHM, YTO JaHHBIM TUI yJaJIE€HHBIX aTak HauboJiee XapaKTepeH ISl pacipeeIeHHbIX BbI-
YUCIUTEIbHBIX CETEM.

Bo BTOpOM ciyuae, 310yMBIITUIEHHUK OCYIIECTBIISIET OCTOSSHHOE HAOJII0ICHHE 32 CO-
CTOSTHUEM OMEPAIIMOHHON CUCTEMbI YJIaJIEHHOM 11€JIU aTaKu ¥ IPU BOSHUKHOBEHUU OIpeie-
JIEHHOTO COOBITHS B 3TOM CHUCTEME HauMHaeT BozxaeicTBue. Kak u B mpeapiayieM ciyyae,
MHUIIMATOPOM OCYIIIECTBICHHUS Havyalla aTaKy BBICTYIIAET CaM aTaKyeMbli OOBEKT.

Peanuzainust TpeThero BUa aTaky HE CBsA3aHA HU C KAKUMH COOBITUSIMUA U PEaIU3yETCS
0€3yCJIIOBHO IO OTHOIIICHUIO K I[EJIM aTaKH, TO €CTh aTaKka OCYIIECTBIISECTCS HEMEIJICHHO.

4) Tlo Hamuunio 0OpaTHOMU CBSI3U C ATAKyEMBIM OOBEKTOM:

— ¢ oOpatHoi#1 cBs3b10 (Kiacc 4.1);

— 0e3 oOpaTHOM cBsi3u (OAHOHANpaBIeHHas ataka) (kiacc 4.2).

VY nanennas ataka, OCyIeCTBIIsieMast TPU HAJTUYUH 0OPATHOM CBSI3U C aTaKyeMbIM 00b-
€KTOM, XapaKTepU3yeTcs TEM, UTO Ha HEKOTOPBIE 3aMpPOCHI, ITepeJaHHbIC Ha aTaKyeMbIi 00b-
€KT, aTaKyIoIleMy TpeOyeTcsl OJTy4YUuTh OTBET, a, CIEA0BATEIbHO, MEXK/Ty aTaKyIOIIUM U Iie-
JBIO aTaKy CYILIECTBYET 0OpaTHas CBA3b, KOTOPAs MO3BOJISIET aTaKyIOIIEMY a/IeKBaTHO pea-
TUPOBATh HAa BCE U3MEHEHUS, TPOUCXOISININE Ha aTaKyeMOM O0BEKTE.

B otnuune ot aTak ¢ oOpaTHOM CBSI3bIO yAaJIEHHBIM aTakaM 0e3 0OpaTHOW CBS3H HE
TpedyeTcs pearnpoBaTh Ha Kakue-1100 U3MEHEHUs, MPOUCXOISAIINE Ha aTAKyEMOM OOBEKTE.
ATaku TaHHOTO BUA OOBIYHO OCYIIECTBISIOTCS Mepeaadeii Ha aTaKyeMblii 00BEKT OJMHOY-

HBIX 3alPOCOB, OTBETHI HA KOTOPBIC aTaKyIoleMy He HY>KHbI. [10/J00HYI0 yIaIeHHYIO aTaKy
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MOYKHO Ha3bIBaTh OJHOHAIIPABIICHHOW yJaJIeHHOM aTakou. [IpuMepoM oIHOHANpaBIEHHBIX
aTak sIBJIIETCS] TUIIOBAsl yYJaJeHHAs aTaka «0TKa3 B 00CIIyKUBaHUN.

5) Ilo pacmonoxeHuIo CyObeKTa aTakiu OTHOCHTEIBHO aTaKyeMOro 00beKTa:

— BHyTpHcerMeHTHoe (kjiacc 5.1);

— MexcermMeHTHoe (kiace 5.2).

PaccmoTpum psiz onpeneneHuin:

A) CyObekT aTaku (WM UCTOYHHUK aTaKW) — ATO aTaKyloIlas MporpamMma WId 3J10-
YMBIIUICHHUK, HETIOCPEICTBEHHO OCYIIECTBIIAIOIINE BO3ACHCTBHE.

b) Mapmpyrtuzatop (router) — ycrpoicTBo, oOecneunBaroliee MapIipyTH3aluio ma-
KETOB 0OMEHA B TJI00AbHOM CETH.

B) Iloacets (subnetwork) (B Tepmunonoruu Internet) — COBOKYIMHOCTh XOCTOB, SIBJISI-
IOLLMXCS YACThIO II00abHOM CETH, A1 KOTOPBIX MAPLIPYTU3aTOPOM BBIJEIEH OANHAKOBBII
HOMED MOACETH. XOCThl BHYTPU OJHOM MOJICETH MOTYT B3aMMOJIEHCTBOBATH MEXKIY COOOM
HEIIOCPEICTBEHHO, MUHYS MapIIPyTH3aTOpP.

I') Cermenrt cetu — pusnueckoe oObeIMHEHNE X0CcTOB. Hanpumep, cerMeHT cetu 00-
pa3yroT COBOKYMHOCTh XOCTOB, MOAKIIOYEHHBIX K CEPBEPY IO cxeme «obmas muHay. [lpu
TaKOW CXeMe MOJIKIIFOUEHHUSI KX XOCT UMEET BO3MOKHOCTh MOJIBEPraTh aHAIHU3Y JTI0001
MAaKeT B CBOEM CETMEHTE.

C TOUYKM 3peHUs yIAIICHHOW aTaKu YpEe3BhIYAHO Ba)KHO, KAK MO OTHOUIEHUIO IPYT K
JpYTy pacroyararTcsi CyObeKT U OOBEKT aTaku, TO €CTh B OJJHOM WJIM B Pa3HbIX CETMEHTax
OHM HaxXoJsATCsA. B cmydae BHyTpHUCErMEHTHOM aTaku, Kak CJIeayeT U3 Ha3BaHUs, CYObEKT U
O0OBEKT aTaku HaXOAATCS B OTHOM cermeHTe. [Ipyu MexcerMeHTHOM atake CyObeKT U OOBEKT
aTakd HaXOATCS B Pa3HbIX cerMeHTax. /[aHHbIN KiaccuPpUKaMOHHBIA TPU3HAK TTO3BOJISIET
CYIHTh O TaK HAa3bIBAEMOM «CTEMEHH YJAJIECHHOCTU» aTaKH.

Ba)xHO OTMETUTH, YTO MEKCETMEHTHAsl yIalieHHAs aTaKa MPeACTaBIseT ropasio 00Jib-
IIYI0 OACHOCTh, YeM BHYTPUCETMEHTHAsI. TO CBSI3aHO C TEM, UTO B CIIy4ae MEKCErMEHTHOM
aTakd OOBEKT €€ U HETOCPEJACTBEHHO aTaKyIOIUH MOTYT HAaXOJUThCS Ha PACCTOSTHUM MHO-
I'UX ThICSIY KUJIOMETPOB JIPYT OT APYTa, YTO MOXKET CYHIECTBEHHO BOCIIPENSATCTBOBATH MEpPam

110 JOKaJIHu3alnnuunu CY6T>GKT3 aTaKH.
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6) Ilo ypornto momenu ISO/OSI, Ha KOTOPOM OCYIIIECTBIISETCS BO3ICHCTBHE:

— ¢dmuveckuit (kmacc 6.1);

— KaHalbHbIU (Ki1acc 6.2);

— cereBoit (kiacc 6.3);

— TpaHCHOpTHHIN (Kiace 6.4);

— CEaHCOBBIH (Kiacc 6.5);

— MpelcTaBUTENbHBIN (Kiacc 6.6);

— npukiaaHou (kmnacc 6.7).

2 BuiBoabI 10 Teme 3.5

1) CyObekT aTakd (MJIM UCTOYHHUK aTaKM) — 3TO aTaKylollas ImporpaMMa MU 3J10-
YMBIIUIEHHUK, HEMOCPEICTBEHHO OCYILIECTBIISIONINE BO3/IEHCTBUE.

2) MapmpyTu3aTop — yCTPOHCTBO, 00SCIIEUHBAOIIEE MAPIIPYTU3AIUIO TTAKETOB 00-
MEHa B I7100aIbHOM CETH.

3) IlomceTh — COBOKYIHOCTD Y3JIOB, SBJISIOIIMXCS YACThIO TII00AIBHON CETH, ISl KO-
TOPBIX MapIIPYTU3aTOPOM BBIJIEIICH OJIMHAKOBBIN HOMED MOJICETH.

4) CermeHT cetr — puzndeckoe o0ObeTUHEHUE XOCTOB. Hanpumep, cermMeHT cetu 00-
pa3yloT COBOKYITHOCTh XOCTOB, MOJIKIIFOUEHHBIX K CEPBEPY MO CXEME «00IIast IInHA.

5) VYnaneHnsle yrpo3sl KIacCUPUIMPYIOTCS MO CIICTYIONUM IIPHU3HAKAM:

— 0 XapakTepy BO3/eicTBUs (MaCCUBHBIE, AKTUBHBIE);

— IO LIETU BO3/ICUCTBUS (HapylIeHne KOH(UIEHIIMATLHOCTH, HApYIIIEHUE 11eJTOCTHO-
CTH M HapyIIEHHE TOCTYIMHOCTU UH(OPMAIIIH);

— TIO YCJIOBHIO Haydaja OCYIIECTBICHHUS BO3JICHCTBUS (aTaka IO 3alpocy OT aTaKye-
MOTO O0BEKTa, aTaKa MO HACTYIUICHUIO O’KUIAEMOTO COOBITHS Ha aTaKyeMOM OOBEKTE U O€3-
yCJIOBHAs aTaka);

— I10 HAJIMYKMIO OOpaTHOM CBSI3M C aTaKyeMbIM 0OBEKTOM (¢ oOpaTHOM u 6e3 00pat-
HOU CBSI3N);

—  TI0 PaCIOJIOKEHUIO0 CYObEKTa aTaKh OTHOCUTEILHO aTaKyeMoro 00bheKTa (BHYTpHU-
CETMEHTHOE U MEKCETMEHTHOE);

— 1o ypoBHio Mozenu ISO/OSI, Ha KOTOPOM OCYILIECTBIISETCA BO3/ICUCTBHE.
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Tema 3.6. TunoBbie yaajieHHbIE ATAKH U UX XapPAKTEPUCTUKA

1 TunoBasi ynajieHHasi aTaka

Kak y>xe Obu10 OKa3aHo paHee, pacpeieICHHbIC BHIYUCIUTEIbHBIE CETU TPOCKTUPY-
IOTCSl Ha OCHOBE OJIHMX U T€X K€ MPHUHIUIIOB, a, CJIE0BATEIbHO, UMEIOT MPAKTUYECKH OJIH-
HAKOBBIC MPOOJIEMbI 0€30MMaCHOCTH, NMPUYEM, B OOJIBIIMHCTBE CIy4aeB, HE3aBUCUMO OT HC-
MOJIb3YEMBIX CETEBBIX MMPOTOKOJIOB, TOMOJIOTHH  HHPPACTPYKTYPHI BEIYUCIUTEIHLHOU CETH.

C y4eToM 3TOro CHENHaIUCThl B 001aCTH MHGOPMAITMOHHON 0€30MaCHOCTU HCIIOJb-
3YIOT ITOHATHE TUIIOBOM YJIaJIEHHON YIpO3bI (aTakH ), XapaKTEPHOM JJIs1 TFOOBIX pacipeae/iCH-
HBIX BBIYMCIUTEIBHBIX ceTel. BBelleHe ATOro MOHATHS B COBOKYITHOCTU C OITMCAHUEM Me-
XaHW3MOB peajii3allii TUIIOBBIX YIaJICHHBIX YIPO3 MTO3BOJIIET BEIPA0OTATh METOIUKY HCCIIe-
JOBaHUsI 0€30MaCHOCTH BBIYMCIUTEIBHBIX CETEH, 3aKIIOYAIONIYIOCS B MOCIJIEI0BATEIbHOM
YMBIIIUICHHOM peau3aliuy BCeX TUMOBBIX YAAJICHHBIX YTPO3 U HAOIIOJEHHUIO 32 OBEJCHUEM
CHCTEMBI.

TurnoBas ynajieHHasi aTaka — 3TO yAJICHHOE MH()OPMAIIMOHHOE pa3pyllaoliee BO3-
JeHCTBHUE, MPOTPAMMHO OCYIIECTBIIIEMOE 10 KaHaIaM CBSI3H U XapaKTepHOE JIJIs JIF0OOM pac-
MPEJICIICHHON BBIYMCIUTEIBHON CETH.

2 YaajleHHasl aTaKa «aHAJIHN3 CeTeBOro Tpaduka»

OCHOBHOM 0COOCHHOCTBIO PacIpe/IeICHHON BEIYUCIUTEILHON CETH SBIIIETCS pacipe-
JIEJICHHOCTh €€ OOBEKTOB B MPOCTPAHCTBE U CBSA3b MEXAY HUMU MO (PU3UUECKUM JIMHUSM
cBs3u. [Ipu 3TOM BCe yrpaBIsfonIe COOOIECHUS U IaHHBIC, TIEPEChlIacMbIe MEKIY 00bEK-
TaMH BBIYUCIIUTEIBHOM CETH, TepeatoTCs M0 CETEBBIM COCIMHEHHUSM B BUJIC ITAKETOB 00-
MeHa. JTa 0COOCHHOCTh MpUBEJia K MOSBICHUIO CHEIU(DUUHOTO JIJIsi PaCHpeeICHHbBIX BbI-
YUCIUTENBHBIX CETEH TUIOBOTO YAAJICHHOI'O BO3ACHCTBUS, 3aKII0OYAIOIIETOCS B POCITYIIIHN-
BaHUU KaHaJia CBS3M, HA3bIBAEMOTO aHAJIU30M CETEBOIro Tpaduka.

AHanu3 ceTeBoro Tpaduka mo3BoJIsET:

—  WU3YYUTh JOTUKY pabOTHI pacrpeaeieHHON BBIYUCIUTEIBLHON CETH, ITO JOCTHUTa-
eTCs IyTeM IepexBaTa U aHajIu3a MakeToB 0OMEeHa Ha KaHAJbHOM ypOBHE (3HAHUE JIOTUKHU
pabOTHI CETH TTO3BOJIET HA MTPAKTUKE MOJEIMPOBATh U OCYIIECTBIATH IPYyTHUe TUIIOBBIC ya-

JICHHBIE aTaKu);
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— MEepeXBaTUTh MOTOK AAHHBIX, KOTOPHIMU OOMEHHUBAIOTCSI OOBEKTHI CETH, T. €. ylIa-
JIEHHAs aTaka JaHHOT'O THUIA 3aKJF0YaeTCs B IMOJTYYEHUU HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K
uH(popMaIi, KOTOpO 0OMEHHBAIOTCS MOJIB30BaTENU (IPUMEPOM MEPEXBAYECHHOM MIPH TIO-
MOIIH JAHHOU THTIOBOW YJAJICHHON aTaku MH()OPMAITUK MOTYT CITYKUTh UMS ¥ TIapPOJTh MTOJTh-
30Bare’is, epechliiaeMble B He3au(pOBaHHOM BHUJIE 110 CETH).

[To xapakTepy BO3J€HCTBUS aHAIIU3 CETEBOTO TpapuKa SIBISETCS TACCUBHBIM BO3JIEH-
ctBueM (kiacc 1.1). OcyiiecTBieHue TaHHOW aTaku 0e3 00paTHOM cBsi3u (knacc 4.2) Bener
K HapyIIeHUIO0 KOHPUACHIHAIbHOCTH MH(popMaluu (kinacc 2.1) BHYTpU OJHOTO CETMEHTa
cetu (kiacc 5.1) Ha kananbHOM ypoBHE OSI (knacc 6.2). [Ipu 3ToM Hauano ocyiecTBICHUS
aTaku 0€3yCJIOBHO IO OTHOIICHUIO K 11eTu aTaku (kiacc 3.3).

3 YnajieHHasi aTaka «10JIMeHA JIOBEPEHHOI0 00 beKTa)

Onnoit U3 npodsiem Oe3omacHocTH pacnpeaesneHHol BC sBnsercs HenocTtaroyHas
uneHTUGUKaIUs U ayTeHTUPUKanus (ompeeseHue MOITUHHOCTH) YAQJICHHBIX JIPYT OT
apyra 00bekToB. OCHOBHAs TPYIHOCTD 3aKJIFOYAETCS B OCYILECTBIECHUHU OTHO3HAYHOMN HUJIEH-
TU(UKaMU COOOLEHUH, TEPETABAEMBIX MKy CyOBEKTaMHU M 00bEKTaMH B3aUMOICUCTBHUS.
OOBIYHO B BBIUHUCIUTENBHBIX CETSIX 3Ta MpoOJieMa pelIaeTcs MUCIOJb30BaHUEM BUPTYallb-
HOTO KaHajia, 0 KOTOPOMY OOBEKTHl OOMEHUBAIOTCS ONpe/eIeHHOW MH(pOopMalueil, yHu-
KaJIbHO WJICHTU(PHUIMpYIOIIeH NaHHbIN KaHal. JlJig agpecanun cooOIIeHUI B pacpe/eneH-
HBIX BBIYMCIHUTENBHBIX CETSIX MCIOJIB3YETCA CETEBOM aapec, KOTOPhIM YHHKAJEH JJIsl Kax-
JI0TO 00BbEKTa CUCTEMBI (Ha KaHAIbHOM ypoBHE Mojenu OSI — 3To anmapaTHbIi aapec ceTe-
BOI'O ajJarnrepa, Ha CETEBOM YPOBHE — aJIPEC ONPENENSAETCS IPOTOKOJIOM CETEBOIO YPOBHS
(mammpumep, IP-agpec). CeTeBoit aipec Takke MOXKET UCIOJIb30BaThCS JIJIsl UICHTU(DUKAIIUN
00BeKTOB ceTh. OJJHAKO CETEBOM apec AOCTATOYHO MPOCTO MOAIETIBIBAETCSA U IOITOMY HUC-
MOJIb30BaTh €r0 B KAYECTBE €AMHCTBEHHOTO CPEJICTBA MACHTHU(PUKAIUA OOHEKTOB HEOIY-
cTuMoO. B ToM ciydae, Korja B BHIYUCIUTEILHON CETH UCIOJIb3YET HECTOMKUE aITOPUTMBbI
UICHTU(UKAIINN YAAICHHBIX 00BEKTOB, TO OKa3bIBACTCS BO3MOJKHOM THIIOBAas yaajieHHas
aTaka, 3aKJIIYarouascs B epeaade mo KaHalaMm CBSI3U COOOUIEHUH OT MMEHU MPOU3BOJIb-

HOT'0 00BEKTA WU CYOBEKTa CETH (T. €. MOJAMEHa 00bEKTa WU CYOBEKTa CETH).
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[Tonqmena moBepeHHOTO0 OOBEKTA PACIPENACICHHON BBIYMCIUTEIBHONW CETH SIBISICTCS
aKTUBHBIM BO3JIeHicTBUEM (Ki1acc 1.2), coBepIlIaeMbIM C 1IEeJIbI0 HapyIIeHUs KOHGUIECHIIUATb-
HocTH (Kiace 2.1) u nenocTHOCTH (Ki1acc 2.2) nHpopMaIii, o HACTYIUICHUIO Ha aTaKyeMOM
o0BeKTe ompenesneHHoro coobiTus (kiacc 3.2). JlanHas ynaneHHas aTaka MOXKET SIBISTHCS
KaK BHyTpHCErMeHTHOM (kiacc 5.1), Tak U MeXCcerMeHTHOH (Kiacc 5.2), Kak ¢ 00paTHOM CBS-
3b10 (Kiacc 4.1), Tak u 6e3 06paTHO# cBs3u (Knacc 4.2) ¢ aTaKyeMbIM 0OBEKTOM U OCYIIIECTB-
nsieTcs Ha ceTeBoM (kiacc 6.3) u TpancnopTHoM (kiacc 6.4) ypoBHsx mozaenu OSI.

4 YnajieHHAsl aTaKa «J10KHBIH 00bEKT»

[TpuHIIMTIHATBEHAS BO3MOXKHOCTD peai3allii JaHHOTO BUA YAAJICHHON aTakd B BBI-
YUCJIMTENbHBIX CETSAX TaKKe 00YCIIOBIIEHA HEIOCTATOYHO HAJICKHOM UACHTU(UKAIINEH ceTe-
BBIX YIPABIISIONINX YCTPOUCTB (HAIIPUMED, MapIIpyTU3aTOPOB). L{ebio TaHHOW aTaku SBIIsI-
€TCsl BHEIPEHUE B CETh JIOXKHOTO 00BEKTa IIyTeM M3MEHECHHSI MapIIPyTH3AIlUN ITaKETOB, TIe-
penaBaeMbIX B ceTH. BHeapeHue JI0)KHOTO 00BbeKTa B PaclpeeICHHYI0 CETh MOXKET OBbITh
peaTM30BaHO HABS3BIBAHUEM JIO)KHOTO MAPIIPyTa, MPOXOAIIETO Yepe3 JTOKHBIA 00BEKT.

CoBpeMeHHbIe TI00ANBHBIE CETH MPEJCTABISIOT COO00M COBOKYIHOCTH CErMEHTOB
CETH, CBS3aHHBIX MEXIy COO0OH uepe3 ceTeBble y3Ibl. [Ipu 3TOM MapIipyToM Has3bIBaeTCS
MOCJIETIOBATEILHOCTD Y3JIOB CETH, II0 KOTOPOH TaHHBIE TIEPEIAt0TCsI OT UCTOYHUKA K TIPHEM-
HUKY. Kaxaplii mMapuipyTu3aTop MMEET CIEUHUATbHYI0 TaOJUIly, HAa3bIBAEMYIO TaOJMIICH
MapIIpyTHU3alHUHA, B KOTOPOH TSl K&KIOTO ajapecara YKa3bIBaeTCs ONTUMAIBLHBIN MapIipyT.
Tabnuibl MapIIpyTU3AIUU CYIIECTBYIOT HE TOJIBKO Y MAPIIPYTU3aTOPOB, HO U Y JIFOOBIX XO-
cTOB (y3JI0B) B TJI00anbHOM cetu. s obGecrieueHust 3PpGeKTUBHON M ONTUMATBHON Mapiil-
pyTH3aIH B pacrpeaeaeHHpXx BC MpuUMEHSIOTCS ClieMaIbHbBIE YITPABIISIOMIAE TTPOTOKOIHI,
MO3BOJISIONIME MapIIpyTU3aropaMm oOMeHuBaThcsi uWHpopmaruenr apyr ¢ apyrom (RIP
(Routing Internet Protocol), OSPF (Open Shortest Path First)), yBenomisats X0CTbl 0 HOBOM
mapuipyte — ICMP (Internet Control Message Protocol), yaajieHHO yripaBisiTh MapipyTu3a-
topamu (SNMP (Simple Network Management Protocol)). DTi mpoTOKOJIBI TO3BOJISIOT y1a-
JICHHO WM3MEHATH MapIIPYTH3AIMI0 B CETH MHTEpHET, TO €CTh SBISIFOTCS IMPOTOKOJIaMHU

YIIpaBJICHUA CCTBIO.
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Peannsanuys 7aHHOM TUIOBOM yJAJIEHHOW aTaKW 3aKJIIOYAETCS B HECAHKIIMOHUPOBAH-
HOM HCIIOJIb30BAaHUU MPOTOKOJIOB YIPABJICHUSI CETHIO UISI U3MEHEHUSI UCXOJHBIX TaOJHII
MapHipyTH3alud. B pe3ynbrate yCHenmHoro W3MEHEHUs] MapuipyTa aTaKyIOIIUA MOJYIUT
MIOJTHBIN KOHTPOJIb HaJ TTOTOKOM HMH(OpMaIuu, KOTOpoii 0OMEHHUBAIOTCS OOBEKTHI CETH, U
aTaka mepeusieT BO BTOPYIO CTAUIO, CBSI3aHHYIO C IPUEMOM, aHAJIU30M U Tiepeaadeit coo0-
IIEHUH, TOTy4aeMbIX OT Ae3UH(DOPMUPOBAHHBIX OOBEKTOB BEIYUCIUTEILHON CETH.

HapsizpiBaHue JI0KHOTO MapuIpyTa — akTUBHOE Bo3nelcTBue (kiacc 1.2), coBepiiae-
Moe C JII000 U3 1eseil u3 kinacca 2, 6€3yCcia0BHO 10 OTHOIICHHUIO K 11eNn aTtaku (kiacc 3.3).
JlanHast TUTIOBasI yAQJIICHHAS aTaka MOXXET OCYIIECTBIISATHCSA KaK BHYTPH OJTHOTO CErMEHTa
(kmacc 5.1), Tak 1 MexcerMeHTHoO (Kiacc 5.2), Kak ¢ oOpaTHol cBsa3bio (kiacc 4.1), Tak u 6e3
0o0paTHOM CBSI3U C aTaKyeMbIM 00BbeKTOM (Kjacc 4.2) Ha TpaHCIIOpTHOM (Kiacc 6.3) u npu-
KJ1agHoM (kiacc 6.7) ypoBae monenu OSI.

[TosyynB KOHTpOJIb HaJ MPOXOMAIIMM TMOTOKOM HH(POPMAIMU MEXIY OObEKTaMH,
JIO)KHBIH OOBEKT BBIUMCIUTEIHPHOW CETH MOXKET MPHUMEHSTh PAa3THMYHbIE METOJBI BO3JICH-
CTBUS Ha MEPEXBAYCHHYIO HH(POPMAIIUIO, HATIPUMED:

—  CeJIeKIUs MOTOKa HH(POPMAILIUK M COXPAHEHHE €€ Ha JIO)KHOM 00beKTe (HapyIieHue
KOH(HUJIECHIIUAIBHOCTH);

—  MoauduKaus HHPOPMALINH:

a) Moau(UKalMs TaHHBIX (HapyIIeHUE 1IEJTOCTHOCTH),

0) MommduKaus UCIOJHISMOTO KOJa W BHEAPCHHUE Pa3pyIIAONIUX MPOTPAMMHBIX
CPEIICTB — IPOTrPAMMHBIX BUPYCOB (HAPYIIEHUE JOCTYITHOCTH, IIEIOCTHOCTH);

— mnoaMeHa uHdopmaluu (HapyieHue eI0CTHOCTH).

5 Ynajennasi ataka «0TKa3 B 00CTy>KHBAHUN»

OpnHOM W3 OCHOBHBIX 3aJlay, BO3JIATa€MbIX Ha CETEBYIO OMNEPAIMOHHYIO CHUCTEMY,
(YHKIIMOHUPYIOIIYIO Ha KQKIOM U3 00BEKTOB PACTIPECIICHHON BEIYUCIUTEILHOM CETH, SIB-
JsieTCsl 00ecreueHne HaJIe)KHOTO YAAJICHHOTO JIOCTYyMa ¢ JI000ro 0ObeKTa CeTH K JaHHOMY
o0BekTy. B o01miem ciyyae B CeTH Kaxblii CYyOBEKT CUCTEMBI JOJKEH UMETh BO3MOXKHOCTh
MOAKTIOYUTHCS K JTFOOOMY OOBEKTY CETH M MOJIYYUTh B COOTBETCTBHH CO CBOMMH ITpaBaMU

yIaJdeHHBIN JOCTyn K ero pecypcaMm. OObIYHO B BBIYMCIMTEIBHBIX CETAX BO3MOXKHOCTH
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MPEIOCTABIICHUS YIAIEHHOTO JOCTYyTa PEaTu3yeTcsl CIeIy oM 00pa3oM: Ha OObEKTE B ce-
TEBOM OMNEPALMOHHON CHCTEME 3aIlyCKAIOTCA Ha BBIOJHEHHUE Psii MPOrpaMM-CEPBEPOB
(manmpumep, FTP-cepsep, WWW-cepBep u T. 11.), IpeOCTaBISAIONINX YAAICHHBIA JOCTYII K
pecypcaM JaHHOTO 00beKTa. JlaHHbIE TPOrpaMMBbI-CEPBEPHI BXOIAT B COCTAB TEJIEKOMMYHU-
KallMOHHBIX CIIyKO MpeoCTaBICHUS YAAJICEHHOTO JIOCTYIA. 3ajaya CeEpBepa COCTOUT B TOM,
YTOOBI MOCTOSIHHO OKUJATh MOJyUEHUS 3ampoca Ha MOJKIIOYEHHE OT YAAJIEHHOTO 00BEKTa
U, TIOJIyYMB TaKOW 3aIpoc, mepeaTh Ha 3alpOCUBIINN 0OBEKT OTBET, B KOTOPOM JIMOO pa3-
PELINTH MOAKIIOYEHUE, 1100 HeT. [0 aHanmoruyHoi cxeme MpoOUCXOUT CO3/IaHrEe BUPTYallb-
HOTO KaHaJla CBSI3H, 10 KOTOPOMY OOBIYHO B3aUMOJIEHCTBYIOT OOBEKTHI ceTU. B 3TOM ciyuae
HEIOCPE/ICTBEHHO ONepallMoOHHasl cucTeMa o0pabaThiBaeT MPUXOISIINE W3BHE 3alpPOChl Ha
CO3J]aHME BUPTYAJIIbHOI'O KaHaja U MEpPeAaeT UX B COOTBETCTBUU C UJIEHTU(PHKATOPOM 3a-
npoca (HoMep MopTa) NPUKIATHOMY IPOLECCY, KOTOPBIM SIBISIETCS COOTBETCTBYIOLIUI cep-
Bep. B 3aBUCHUMOCTH OT pa3IMYHBIX apaMeTPOB OOBEKTOB BHIYUCIUTEIILHON CETH, OCHOB-
HBIMHU M3 KOTOPBIX SABJSAIOTCS ObicTpoaeiicTBue DBM, 00beM onepaTuBHON NaMsATH U MPO-
MyCKHAas CIOCOOHOCTh KaHajia CBSI3U — KOJIMYECTBO OJJHOBPEMEHHO YCTaHABIMBAEMbIX BUP-
TyaJbHBIX MOAKIIOYEHUN OrPAHUYEHO, COOTBETCTBEHHO, OTPAHUYEHO M YUCJIO 3alIPOCOB, 00-
pabaTbIBaeMbIX B €quHUILY BpeMeHH. C 3TOl 0COOEHHOCThIO padOThI BIYMCIUTENBHBIX CE-
Tel CBsI3aHa TUMOBAs yJaJICHHAs aTaka «0TKa3 B 0OCTy>KMBaHUM». Peanu3aiust 3Toil yrpo3bl
BO3MOYKHA, €CJIM B BBIYMCIUTENBHONW CETU HE MPEIyCMOTPEHO CPEICTB ayTEeHTU(PUKALMH
(TpoBepKH MOJIIMHHOCTH) aJipeca OTIPABUTENA. B Takoil BEIYMCIUTENHHONU CETH BO3MOKHA
nepeaada ¢ OJIHOr0 00BEKTa (aTaKyroIIero) Ha JIPyroi (araKkyemblii) OECKOHEYHOTO Yucia
AHOHUMHBIX 3aMPOCOB HA MOJKIIOYEHUE OT UMEHHU JIPYTUX OOBEKTOB.

Pe3ynbraT npuMeHeHHs 3TOH yJaJIeHHOW aTakyd — HapyIIeHWe Ha aTaKOBAaHHOM 00b-
eKTe PpabOoTOCIOCOOHOCTH COOTBETCTBYIONICH CITyKObI MPEAOCTaBICHUS YAAJICHHOTO J0-
CTYIa, TO €CTh HEBO3MOKHOCTH MOJIYUYEHUS YAAIEHHOIO I0CTYyTa C IPYTuX 00bEKTOB BBIYHC-
JUTENHHON CETH — 0TKa3 B oOcmykuBaHuu. OiHa U3 Pa3HOBUIHOCTEH ATOM TUTIOBOM ynasieH-
HOM aTaky 3aKJIF0YAeTCs B MEpPeaade ¢ OJHOrO aJpeca TAKOro KOJIMYECTBA 3alpOCOB HA ara-

KyeMbIil 00BEKT, KaKoe Mo3BoJisieT Tpaduk. B aTom citydae, eciii B cHCTEME HE TTPETyCMOT-
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PEHBI MPaBUJIA, OTPAHUYHMBAIONIUE YHCIIO IPUHUMAEMBIX 3aIPOCOB C OJHOTO OOBEKTa (aj-
peca) B €IMHUILY BPEMEHH, TO PE3YJIbTATOM 3TOM aTaKh MOXKET SBISATHCA KaK MEePernoJTHEHUE
ouepey 3aIpOCOB U OTKa3a OJTHOM U3 TEJIEKOMMYHHUKAIMOHHBIX CIIY>KO, TaK U MOJIHAsL OCTa-
HOBKA KOMITBIOTEpA M3-32 HEBO3MOYKHOCTH CUCTEMBI 3aHUMAThCSI HUUEM JIPYTUM, KpoMe 00-
paboTku 3anpocoB. M mocnenHel, TpeTbe pasHOBUAHOCTBIO aTaKM «OTKa3 B OOCITyKUBa-
HUW» SIBIIACTCS TIEpe/ada Ha aTaKyeMblid OOBEKT HEKOPPEKTHOTO, CIICIMAIBHO MOA00paH-
HOTO 3ampoca. B aToMm ciiydae nmpu Hanmu4uu OMMOOK B yIaEeHHOM cHCTeMe BO3MOXHO 3a-
UKJIMBaHKE TIpoLIeIypbl 00paboTKH 3ampoca, nepenoyHenne 0ydepa ¢ nocaeayonmm 3a-
BHCAHHEM CHCTEMBI.

TunoBas yiajJeHHasi aTaka «0TKa3 B 00CTy>KUBaHUN SBJISICTCS] aKTUBHBIM (Ki1acc 1.2)
OJTHOHATIPABJICHHBIM BO3JIEHCTBHEM (Ki1acc 4.2), OCyIIEeCTBISEMBIM C LIEJbI0 HAPYIICHUS pa-
00TOCIOCOOHOCTH CUCTEMBI (Kitacc 2.3) Ha TpaHCHOPTHOM (KJace 6.4) v MPUKIIaTHOM (KJace
6.7) ypoBHsx moneiu OSI.

6 BoiBoabl 1o Teme 3.6

1) TwumoBas ynajieHHas aTaka — 3TO yJaJICHHOE MH(MOPMAIMOHHOE pa3pyllaroiice
BO3/ICIICTBHE, MPOTPAMMHO OCYIIECTBIIIEMOE TT0 KaHaJlaM CBSI3HM M XapaKTepHOE s JTI000H
pacnpeeeHHON BBIYMCIUTEIBHON CETH.

2) AmHanm3 ceTeBoro Tpaduka 3aKjI04acTcs B MPOCTYITMBAHUN KaHalla CBSI3H.

3) Ilo xapaktepy BO3ACHUCTBUS aHATN3 CETEBOTO TpaduKa SBJISCTCS TTACCUBHBIM BO3-
neiictBueM (knacc 1.1). OcymiecTBneHue JaHHON aTaku 0e3 o0paTHo# cBs3u (kiacc 4.2) Be-
JET K HapyIIeHUI0 KOH(pUIeHIIMaIbHOCTH MH(popmaruu (ki1acc 2.1) BHYTpH OJHOTO Cer-
MeHTa cetu (kiace 5.1) Ha kananbHOM ypoBHE OSI (kinacc 6.2). [Tpu 3ToM Havyano ocyuiecTB-
JIEHUsI aTaku 0€3yCIIOBHO MO OTHOIICHUIO K IeIM aTaku (kiacc 3.3).

4) OpHoi u3 podieM Oe3omacHocTH pacnpeaeinecHHor BC sBisieTcs HeaocTaTouHas
uaeHTUgUKaus U ayTeHTudUKanusa (onpeaeicHue MOIMHHOCTH) YIaJeHHBIX APYT OT

pyra 0ObEKTOB.
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Tabmuua 3.6.1 — OO01mas xapakTepuUCTUKA TUIIOBBIX YIaJCHHBIX aTaK

Tuno- Xapak- Henb BO3aeH- | YciaoBue Haauume | Pacmosio- | YpoBens moaesn OSI

Basi yaa- | Tep BO3- | CTBHA Hayaja o0paTHOI | KeHHe

JIeHHas1 | JelicTBuA CBSI3H cy0bexTa

aTaka aTaku

Kinacc 11 (12 (2122|2331 (32|33|41 (42 |51 |52 |61|62|63|64|65|66]|6.7
BO3JEH-

CTBHS

AHammz | + - + - - - - + - + + - - + - - - - -
CETEeBOT0

Tpaduka

Ton- - + + + - - + - + + + + - - + + - - -
MEHa J10-

BEpEH-

HOTO

o0bekTa

cetn

Buenpe- | - + + + + - - + + + + + - - + - - - -
HHE

JI0>)KHOTO

00BeKTa

Otkaz B | - + - - + - - + - + + + - + + + + + +
obciry-

JKHBa-

HUHN

5) B TOM citydae, Kor/ia B BBIUUCIIUTEIBHOM CETH UCTIOJIb3YIOT HECTOWKHE arOPUTMBI
UJEHTU(DUKAIIMN YJIaJICHHBIX OOBEKTOB, OKAa3bIBAECTCS BO3MOXKHOW THUIIOBasl yJaJeHHas
aTaka, 3aKJII0YAOIIascsa B Mepeade Mo KaHajlaM CBSI3M COOOIIEHUH OT UMEHH MPOU3BOIIb-
HOTO 00BEKTa UK CyOBEKTa CeTH (T. €. MoJAMEHa 00BEKTa UIH CYOHhEKTa CETH ).

6) IlogmeHa goBepeHHOr0 00OBEKTA PACHPECIICHHON BBIYMCIUTEILHON CETH SIBIIS-
€TCsl aKTUBHBIM BO3JICHCTBUEM (Kjacc 1.2), coBepIIaeMbIM ¢ 1IEIbI0 HapyIICHUsS] KOHPUICH-
nuansHoCTH (Kiace 2.1) u nenoctHocTH (Kiace 2.2) uHpopMaluu, 1o HACTYIIJICHUIO Ha aTa-
KYeMOM 00BEKTE OMpe e IeHHOTO coObITUs (Ki1ace 3.2). JlanHas yjaneHHas aTaka MOXET SIB-
JSATHCA KaK BHYTpUCErMEHTHOM (kiace 5.1), Tak u MeKCerMeHTHOM (kiace 5.2), Kak ¢ 00part-
HOM cBsi3bIO (Kiacce 4.1), Tak u 6e3 oOpaTHOI cBs3u (Kiacc 4.2) ¢ aTaKyeMbIM 00BEKTOM U
OCYILIECTBIISIETCS HA ceTeBOM (kiacc 6.3) u TpancnopTHOM (kiace 6.4) ypoBHsax moaenu OSI.

7) llenbio yaaaeHHOMN aTaKu «JI0XKHBINH 00BbEKT» SIBIIIETCS BHEAPCHHUE B CETh JIOIKHOTO
00BeKTa MyTeM M3MEHCHHS MapIIpyTH3aIlMu MAaKeTOB, MepeaBacMbIX B ceTH. BHenapeHue
JIO’)KHOTO OOBEKTa B PACTIPEICIICHHYIO CETh MOXKET ObITh PEATM30BAaHO HABS3BIBAHUEM JIOXK-
HOTO MapIipyTa, MPOXOASIIETO Yepe3 JTOKHBIA 00BEKT.

8) Hapsi3piBaHUWE JIOXKHOTO MaplIpyTa — aKTHBHOE Bo3neicTBue (kiacc 1.2), coBep-

nraemoe ¢ J1r000i u3 1enelt u3 kiacca 2, 6e3yci0OBHO MO OTHOILIEHUIO K LIEJN aTaku (Kjacc
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3.3). JlaHHas TUNOBas yJajieHHas aTaka MOXET OCYLIECTBIATHCSA KaK BHYTPH OJHOTO CEr-
MeHTa (kiacc 5.1), Tak 1 MeKCcerMeHTHO (Kiacc 5.2), Kak ¢ oOpaTHOM cBs3bio (Kiace 4.1),
TakK 1 0e3 00paTHOH CBSI3U C aTaKyeMbIM 00BEKTOM (Ki1acce 4.2) Ha TPaHCIIOPTHOM (Kitacc 6.3)
U nipukiiagHoM (kiacc 6.7) ypoae mojnenu OSI.

9) Ilenpro ylaJICHHOM aTaKM «OTKa3 B OOCIYXKHMBAaHUW» SBJSCTCS HapyllIeHHE pabo-
TOCTIOCOOHOCTH COOTBETCTBYIOIIETO y3J1a CETH WM CEPBUCA, TPEIOCTABIIEMOTO UM APYTUM
M0JIb30BATEIISIM.

10) TunoBas ynaneHHas aTaka «0TKa3 B 00CITY)KUBAaHHM» SIBJISICTCS aKTUBHBIM (KJ1acc
1.2) onHOHanpaBIeHHBIM BO3JEHCTBUEM (Ki1acc 4.2), OCYIIECTBIIIEMBIM C LEJIbIO HAPYIICHHUS
paborocniocobHOCTH cucTeMbl (Kiaacc 2.3) Ha TpaHCHOpTHOM (kiacc 6.4) U MPUKIATHOM

(xmacc 6.7) ypoBusix moaenu OSI.
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Tema 3.7. [IpyunHbI yCHEIIHOM peajTn3alii YIAJEHHBIX YITPO3 B BBIYMCIUTE/Ib-
HBIX CeTsX

1 IlpyyMHBI yCTIeNIHON peau3aliu yIaJeHHbIX YIPO3 B BHIYHCIUTEIbHBIX Ce-
TAX

[IpuMeHUTENBHO K BEIYMCIUTEIBHBIM CETSAM, YTOOBI JIMKBUIUPOBATH YIPO3bl (yAaJIeH-
HBIE aTaKH), OCYLIECTBIISIEMBIE IO KaHAJIAM CBSI3U, HEOOXOIUMO JTMKBUAUPOBATH PUYKHBI,
UX MOPOXKIAtoNIKe. AHAIN3 MEXaHU3MOB PeaM3allii TUTIOBBIX yAAJICHHBIX aTak MO3BOJISET
c(hOopMyIUpPOBATh MPUYHUHBI, IO KOTOPHIM JIaHHBIE YAAJICHHbIE aTaKW OKa3aJuCh BO3MOX-
HBIMHU.

1) OtcyTcTBHE BBIICICHHOTO KaHANa CBS3H MEXIY OOBEKTAMH BBIYHCIUTEIHHOM
cetu. JlanHas npuurHa 00yCIABIMBAET TUIIOBYIO YAAICHHYIO aTaKy «aHaJIW3 CETEBOro Tpa-
¢uka». Takasg araka mporpaMMHO BO3MO>KHA TOJIBKO B CIIy4ae, €CJIU aTaKyOUUH HaXOAUTCS
B CETH C (M3NYECKU NIMPOKOBEIIATEIBLHON Cpeloil epeaun JaHHbIX KakK, HallpuMep, BCEM
M3BECTHAs U MOJy4YHUBIIIas MUPOKOe pacipocTpaneHue cpena Ethernet (o6mas «mmnHay). Ta-
Kasi aTaka HeBO3MO)KHA B CETsIX ¢ TomoJoruei «3se3na» (Token Ring), koTopas He sBisieTcs
IIMPOKOBEIIATEIbHOM, HO U HE UMEET JOCTaTOYHOI'O PACIpOCTpaHEHUs. AHAIU3 CETEBOIO
TpaduKa NpOrpaMMHBIMU CPEICTBAMH MPAKTUYECKU HEBO3MOXKEH, €CIIN Y KaXKI0r0 00bEKTa
CUCTEMBI CYIIECTBYET Ui CBSA3M C JIIOOBIM JAPYTUM OOBEKTOM BBIJENEHHbIN KaHai. Cieno-
BaTENbHO, MPUYMHA YCIieXa TUMOBOW YAAJICHHOM aTaky 3aKI0YaeTcsl B IIMPOKOBEUIATENb-
HOM cpese mepenayu JaHHBIX WM OTCYTCTBHE BBIACJIEHHOTO KaHajla CBSA3M MEXAYy OOBEK-
TaMU CETH.

2) Henocrarounas naeHTudUKanms 00bEKTOB U CyObEKTOB CETH HEOJHOKPATHO YTIO-
MUHAJIUCh TPU PACCMOTPEHUU YIAJICHHBIX yrpo3 MHGOPMAIMOHHON 0€30MacHOCTH. JTa
MpUYMHA TPEIONPENEseT TAKUE TUITOBBIE YAAJIEHHBIE aTaKH KaK «JI0KHBIIA 00BEKT» U «I10]I-
MEHa JJOBEPEHHOI'0 00BbEKTa», @ B HEKOTOPBIX CIIy4asiX U «OTKa3 B OOCITY>KUBAHUI.

3) BsaumogpeiicTBre 00BEKTOB O€3 YCTAHOBIJICHHS BUPTYaJIbHOTO KaHAJIA — €Ile OJHA
MPUYMHA BO3MOXKHBIX YIrpo3 HHPOpMaMOHHON 6e3onacHOCTH. OOBEKTHI pacipeieIeHHbIX
BBIUHUCIUTENLHBIX CETEH MOTYT B3aUMOIEHCTBOBATh IBYMsI CIOCOOAMM:

— C HCIIOJIb30BAHUEM BUPTYAJILHOI'O KaHalla,
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— 0e3 UCIoNIb30BaHUs BUPTYAIbHOTO KaHaa.

[Ipu cozmanny BUPTYyaTbHOTO KaHAJIa O0BEKTHI BRIYUCIUTEILHON CETH OOMEHHUBAIOTCS
JMHAMUYECKU BhIpabaThIBaeMOM KITH0YEBOM HH(MOpMAaIel, O3BOISIONIEH YHUKAIBHO UCH-
TAQHUIMPOBATH KaHAJ, TEM CAMBIM TTOITBEPKAACTCS MOITMHHOCTH 00HEKTOB HH(POPMAITHOH-
HOTO OOMEHa JpyT nepes APYroM.

OpHako OMMOOYHO CUMUTATh PACTIPENCICHHYIO BBIYMCIUTEIBHYIO CETh 0€30MacHOi,
Ja’Ke €CJIM BCE B3aUMOJICHCTBUE OOBEKTOB MTPOUCXOIUT C CO3/IaHNEM BUPTYAIbHOTO KaHAaa.
BuptyanbHbiii KaHa SBISETCS HEOOXOAMMBIM, HO HE IOCTATOYHBIM YCJIOBHEM O€30MacCHOTO
B3aUMOICUCTBHS. Upe3BhIYaifHO BaXHBIM B JJAHHOM CITydae CTAaHOBHUTCSI BBIOOp ajiropuTMa
UJEeHTU(UKAIIMY TIPU CO3/IaHUM BUPTYAJILHOTO KaHaja. Tak, HampuMmep, OTCYTCTBHE KOH-
TPOJIS 32 BUPTYAIbHBIMU KaHAJIAMU CBSI3U MEXKTY OOBEKTaMH CETU MOXKET IMTPUBECTHU K HAPY-
HIEHUIO pabOTOCIIOCOOHOCTU CUCTEMBI ITyTeM (hOPMUPOBAHUS MHOKECTBA 3allPOCOB Ha CO-
3JIaHU€ COEIMHEHNS (BUPTYaIbHOTO KaHalla), B pe3ysIbTaTe Yero-iroo nepenoHiIeTcs YuCIio
BO3MOKHBIX COCIMHEHUH, TOO0 cucTeMa, 3aHsiTas 00pabOTKOM OTBETOB Ha 3aMpOChl, BOOOIIE
nepecraet (yHKIIMOHUPOBATH (TUIOBAs yJaJIeHHAs aTaka «0TKa3 B 00CIIyKUBaHUWY). B nan-
HOM CJIy4ae yCreX yJIaJeHHOW aTakd BO3MOXKEH M3-3a OTCYTCTBUS KOHTPOJIS MIPU CO3TaHUU
COCIMHEHMUS, T. €. OJIUH y3eJ aHOHUMHO WJIM OT UMEHHU JPYTOro y3Jia ceTu (hOpMHUpPYET MHO-
’KECTBO 3aIIPOCOB, & CUCTEMA HE UMEET BO3MOKHOCTU (PUIILTPOBATH MOIOOHBIE 3aMPOCHI.

4) OTcyTCTBHE B paclpe/ie]ICHHBIX BBIYMCIUTEIbHBIX CETSIX BO3MOXKHOCTH KOHTPOJIS
3a MapIIpyTOM COOOIICHHH — eIIle O/Ha U3 BO3MOYKHBIX IPUYHH YCIICIITHON peanu3aluy yaa-
JICHHBIX yTP03 UH(HOPMAIIMOHHON O€30TTaCHOCTH.

Ecnu B BBIYMCIHTENTBHBIX CETSAX HE MPEAYCMOTPEHBI BO3MOXKHOCTH KOHTPOJIS 3a
MapIIpyTOM COOOIIEHHUS, TO apec OTIPABUTEINS COOOIIEHUSI OKa3bIBACTCSI HUYEM HE TMOJ-
TBepxkKAeH. Takum 0O6pazoM, B cucteme OyAeT CYIIeCTBOBATh BO3MOKHOCTh OTIPABKU CO00-
IICHUS OT UMEHHM JIF000TO 00bEKTa CUCTEMBI, @ UMEHHO, ITyTEeM yKa3aHHUs B 3ar0JIOBKE CO00-
IIEHUS 9yKOT0 ajpeca OTIpaBUTENs. TakxKe B TAKMX CETAX Oy/1eT HEBO3MOKHO OTIPE/ICITHUTh,
OTKyJa Ha CaMOM JeJie TPHIIO COOOIICHHE, a, CIeA0BATEeIbHO, BRIYUCIUTE KOOPIUHATHI
aTakytromero. OTCyTCTBUE B BBIYMCIIUTEILHON CETH KOHTPOJISA 32 MapIIPyTOM COOOIICHUN

MMOPOKAACT KaK HCBO3MOKHOCTb KOHTPOJIA 3a CO3AaHUEM COGHHHGHHﬁ, TaK 1 BO3MOKHOCTb
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AHOHMMHOW OTIPABKU COOOIIEHUS, CIIEIOBATEIHHO, SBIIIETCS MPUINHON ycIrexa TaKuX yaa-
JICHHBIX yTPO3, KaK «MIOJAMEHA JTOBEPEHHOTO O0BEKTA» U «JIOKHBIA OOBEKT CETH.

5) OrtcyTcTBUE B paclpe/IeICHHBIX BRIYUCIUTEIBHBIX CETSX MOJIHON MH(POPMAITUHU O
ee 00bEeKTax TaKKe SIBIACTCS MOTEHIUAIbHOW MPUYMHON yCIexa yAAJICHHBIX yIrpo3, MO-
CKOJIbKY B pacIpe/ielIeHHOM CUCTEME C Pa3BETBIEHHOUN CTPYKTYpoOM, cocrosiieil u3 00ib-
III0T0 YuCiia 00bEKTOB, MOKET BOSHUKHYThH CHTYaITWs, KOT1a JUIs JOCTYTa K OMPEACIICHHOMY
O00BEKTY CUCTEMBI Y CYObEKTa B3aMMOJICHCTBUSI MOKET HE OKa3aThCsl HE0OX0IMMOM UHMOP-
Manuu 00 uHTepecyrIieM oobekTe. OOBIMHO Takol HegocTaromel nHpopmarmeit 06 00b-
€KTe SIBJISIETCS €To ajipec. B 3ToM ciydae oCylecTBIsSeTCA MMPOKOBENIATEIbHbBIN 3aMpOC B
CEeTh, HA KOTOPBIA pearupyeT UCKOMBIN y3en. Takas cutyaiusi xapakTepHa OCOOEHHO s
cetu UHTEpHET, pu paboTe B KOTOPOM MOJIB30BATENh 3HACT JOMEHHOE UMS y3Jia, HO JIs
coeIMHEHUs ¢ HUM HeoOxoauM [P-aapec, mosToMy npu BBOAE JOMEHHOTO UMEHHU OIEpaliy-
OHHas cucTemMa GOpMHUPYET 3aIpoc K cepBepy JoMeHHBIX uMeH. B orBeT DNS cepBep co06-
maer [P-agpec 3anpammBaemoro ys3na. B Takoil cxeMe CyliecTByeT BO3MOKHOCTb BbIIAYH
JI0°KHOTO OTBETA HA 3aIPOC MOJIb30BATEINS, HAIPUMED, ITyTeM nepexBata DNS-3anpoca nosb-
30BaTeiid U BeIgadei 1okHoro DNS-oTBeTa.

B cucrteme ¢ 3aJ10)KEHHON B HEE HEOIPEAEIEHHOCTHIO CYIIECTBYIOT ITOTEHINAIBHBIC
BO3MOKHOCTH BHECEHHUSI B CUCTEMY JIO)KHOTO OOBEKTA U MOJyYEHHUE JTOKHOTO OTBETA, B KO-
TOPOM BMECTO UH(OPMALIMH O 3aMPalIIBAEMOM 00bEKTE Oy 1eT MHPOPMALIHS O JIOKHOM 00b-
EKTe.

[Ipumepom pacnpeaeneHHON BRIYUCIUTEIBHON CETH C 3aJI0KEHHOW HEOIIPEIEIIEHHO-
CTBIO siBJIsieTCs ceTh HTepHeT. Bo-niepBbIX, y y3710B, HAXOISIIUXCS B OTHOM CETMEHTE, MO-
KET He ObITh HHPOPMAIIMK 00 anmapaTHbIX aapecax APYT apyra. Bo-BTOpbIX, MPUMEHSIOTCS
HETIPUTOAHBIC ISl HETIOCPECTBEHHOM apecaluy JOMEHHbIE UMEHA Y3JI0B, UCIIOIb3yEeMbIe
JUIsl y100CTBA MOJIb30BaTeNeH Mpu 00pallleHUH K yAJICHHBIM CUCTEMaM.

6) OTcyTCTBHUE B pacrpeieICHHBIX BBIYUCIUTEIBHBIX CETAX KPUIITO3AIIUTHI COOOIIIe-
HUM — MOCJIETHSIST U3 pacCMaTPUBAEMBIX B JAHHOW TeMe MPUYUH ycrexa yJIaJeHHBIX yIpo3

nH()OPMAITMOHHON 0€30MaCHOCTH.
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[TockonbKy B BBIYMCIUTENBHBIX CETSX CBSI3b MEXIY 00BEKTaMU OCYIIECTBISETCS IO
KaHaJlaM CBSI3H, TO BCEr/la CYIIECTBYET MPUHIMIHAIIbHASL BOBMOXKHOCTD ISl 3JI0yMBIIIICH-
HUKa MPOCIyIIaTh KaHAI U MOJyYUTh HECAHKIIMOHUPOBAHHBIN TOCTYI K MH(OpMAIIUHU, KO-
TOpPOIl 0OMEHUBAIOTCS IO ceTU ee a0oHEeHTH. B ToM citydae, eciiu mpoxoasias mo KaHaity
uHpopmalus He 3ammndpoBaHa U aTaKyONMi KaKUM-I100 00pa3oM MoJydaeT JOCTYI K Ka-
HaJTy, TO YJaJICHHas aTaka «aHaju3 CeTeBOro Tpaduka» sBiserca HanbOosee 3hPeKTHUBHBIM
crioco0om noiydenus naopmanuu. OueBuaHa U IPUUMHA, JEIal0NIas 3Ty aTaKy CTojib 3¢-
(beKkTUBHOI. DTa MpUYUHA — Mepejada 1o ceTH HezamudpoBaHHOW HHPOPMALIUU.

2 BwiBoBI IO TEME

1) ba30BbIM IPUHITUIIOM OOecIieueHUsT HHOOPMAITMOHHOW 0€30MaCHOCTH JIJIS JIFOOBIX
00BEKTOB MH(OPMAIIMOHHBIX OTHOLLIEHUH sIBJsieTCs O00phOa HE ¢ yrpo3amu, SBISIIOUIUIMUCS
CJIEJICTBUEM HEIOCTATKOB CHCTEMBI, a C MPUYMHAMH BO3MOXKHOTO yCTiexa HapyIIeHUH WH-
(hopMallMOHHOM 0€30MacHOCTH.

2) TlpuuuHBI YCIENIHOW peaTu3aliy yIAJICHHBIX YIPO3 B BBIYACIUTEIBHBIX CETSX:

— OTCYTCTBHUC BBIACJIICHHOI'O KaHalla CBA3HW MCKIAY 00BEKTaMU BBIYHCIIMTEIILHOMN

CeTH;
— HEeJIO0CTaTOYHas UACHTU(UKAIMSI O0BEKTOB U CyOBEKTOB CETH;
— B3aUMOJICUCTBHE OOBEKTOB O€3 yCTAHOBIICHUS BUPTYaIbHOTO KaHAA;
— OTCYTCTBHE KOHTPOJISI 32 BUPTYAJIbHBIMH KaHaJaMU CBS3U MEXAYy OOBEKTaMHu
CeTH;

— OTCYTCTBHE B PaCHPEICTICHHBIX BBIYUCIUTEIbHBIX CETAX BO3MOXKHOCTU KOHTPOJIS
3a MapuIpyTOM COOOIIEHUI;

— OTCYTCTBHE B PaCMPEICICHHBIX BBIUMCIUTEIIBHBIX CETAX MOJHOW MH(pOpMAIKU O
ee 00BeKTax;

— OTCYTCTBHUC B paCHIpCACIICHHBIX BBITUCIUTCIIBHBIX CCTAX KPUIITO3AINUTHI COO6H.I€-

HUU.
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Tema 3.8. [IpyHIUNBI 321U THI pacnpeleJeHHbIX BbIYMCIUTEIbHBIX ceTel

1 IIpuHUMIIBI IOCTPOEHUS 3AIMIEHHBIX BHIYUCIUTEIbHBIX ceTeil

B npeapinymux Temax ObUTH PaCCMOTPEHBI OCHOBHBIE YTPO3bl HHPOPMAIIMOHHOM 0e3-
OMACHOCTU B PaCIpEAEIICHHBIX BBIYMCIUTEIBHBIX CETAX M MPUYHUHBI, CIEICTBHEM KOTOPBIX
OHH SIBJISIFOTCA.

B naHHO# TeMe pacCMOTPUM MPUHLMIIBI TIOCTPOEHUS 3aIUIIEHHBIX BEIYUCIUTEIBHBIX
cetell. [[puHIUIIBI TOCTPOEHUS 3aIUIICHHBIX BEIYUCIUTEIBHBIX CETEH MO0 CBOEH CYTH SIBJISI-
I0TCS MPaBUJIAMU MIOCTPOCHMSI 3AIUIIIEHHBIX CUCTEM, YUUTHIBAIOIINE, B TOM YHCIIE, ICHCTBUS
CyOBEKTOB BBIUMCIUTEIHHON CETH, HAMPaBJICHHbIE HA o0ecrieueHrne nHHOPMalMOHHON Oe3-
OIACHOCTH.

HamomuauM, 4T0 0JTHUM 13 0A30BBIX MPUHIIUIIOB 00ecTieueHs] THHOPMAIIMOHHON 0e3-
OMACHOCTU ISl JIIOOBIX OOBEKTOB MH(OPMAIIMOHHBIX OTHOIICHHN sBIsieTCsl O0phOa HE ¢
yTPO3aMHU, SIBJISIOIMMHUCS CJIEICTBUEM HEOCTATKOB CUCTEMBI, a C IPUYMHAMU BO3MOXHOTO
ycrexa HapylieHud nHpopMarmoHHOM 6€301aCHOCTH.

[Tepeuncnum ycTaHOBIIEHHBIE paHee IPUUKHBI yCIieXa yAaJeHHbIX yTpo3 HHpopMalu-
OHHOM 0€30IaCHOCTH:

1) OtcyTcTBHE BBIICICHHOTO KaHajla CBSA3H MEXKAY OOBEKTaMH BBIUYUCIHTEIBHOM
CETH.

2) Henocrarounas naeHTH(GHUKAIUS 00BEKTOB U CyOBEKTOB CETH.

3) BsaumojeiicTBre 00bEKTOB 0€3 YCTAaHOBJICHHS BUPTYaJIbHOTO KaHAA.

4) OTCcyTCTBUE KOHTpOJIS 33 BHPTYAJIbHBIMH KaHAJaMU CBS3U MEXKIY OOBCKTaMHU
CETH.

5) OtcyTcTBHUE B pacpe/ieICHHBIX BEIMUCIUTEILHBIX CETIX BOZMOXKHOCTH KOHTPOJIS
3a MapuIpyTOM COOOIIEHUM.

6) OTcyTcTBUE B paclpeIeICHHBIX BEIYUCIUTEIBHBIX CETSIX MOJTHONW WH(POPMAIIMU O
ee 00bEKTax.

7) OTcyTCTBUE B pacrpe/IeTICHHBIX BBIYUCIUTEIBHBIX CETAX KPUIITO3AIIUTHI COOOIIIe-

HUU.
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Jlst yeTpaHeHus: IepBOM MPUYUHBI («OTCYTCTBUE BBIJICIIEHHOTO KaHAA...») WUealb-
HBIM ClTy4aeM ObLIO Obl YCTAHOBJICHHE BBIJICIICHHBIX KAHAJIOB CBSI3M MEXKYy BCEMHU OOBEK-
tamu ceTd. OTHAKO 3TO MPAKTUYECKH HEBO3MOXKHO M HEPAIMOHAIBHO, B IIEPBYIO OYEPE/b,
W3-32 BBICOKOW CTOMMOCTH TaKOW TOMOJIOTUY BBIYMCIUTEIBHON CETH.

CymiecTBYIOT JABa BO3MOXKHBIX CIOCO0a OpraHU3alMKU TOMOJIOTMH pacIpe/iesieHHON
BBIYHMCIIUTEIILHON CETH C BBIJICIICHHBIMU KaHaJaMu. B mepBoM cirydae Kaxaplii 0OBEKT CBsI-
3bIBACTCS] (PU3MUYECKUMHU JIMHUSIMH CBSI3M CO BCEMU 00bEKTaMu cucTeMbl. Bo BTOpoMm citydae
B CICTEME MOXET HCII0JIb30BAThCSA CETEBOM KOHIIEHTPATOP, Yepe3 KOTOPBIN OCYIIECTBIIACTCS
CBSI3b MEKY 00BEKTaMU (TOTIOJIOTHS «3BE3/1a»).

[IpeumyiecTBa ceTu ¢ BBIICJIEHHBIM KaHAJOM CBSI3M MEXKIY OOBEKTaMHU 3aKIII04a-
FOTCSL:

— B Iepefave COOOIIEHUN HAMPSMYI0 MEXKIYy UCTOYHUKOM U MPUEMHUKOM, MUHYS
OCTaJIbHbIE OOBEKTHI CUCTEMBI;

— B BO3MOXKHOCTHU UJACHTU(PHUIIMPOBATH OOBEKTHI PACTIPEEICHHON CUCTEMbl Ha Ka-
HaJHLHOM YPOBHE MO WX ajapecam 0e3 HMCIOJIb30BAaHMS CICIHAIBHBIX KPHUITO-aJTOPUTMOB
mudpoBaHus Tpaduka;

— B OTCYTCTBHH HEONPENEIEHHOCTH UHPOPMALIUU O €€ 00BEKTaX, MOCKOJIbKY KaXK-
TIbIA OOBEKT B TAKOW CHCTEME U3HAYAIbHO OJTHO3HAYHO HICHTH(DUIIMPYETCS U 001a/1aeT moJ-
HOU uHpOpMaIHEl 0 APYyTUX 00BEKTaX CUCTEMBI.

Henocratku ceTu ¢ BbIJIETICHHBIMY KaHATaAMHU:

- CIIO)KHOCTH peali3allii ¥ BBICOKHE 3aTPAThl Ha CO3/IaHHCE;

~  OTPaHUYEHHOE YUCJIO 0OBEKTOB CUCTEMBI (3aBUCUT OT YMCJIA BXOJIOB Y KOHIICHTpA-
TOpa).

ANBTEpHATUBOM CETSAM C BBIJICIICHHBIM KaHAJIOM SIBIISIFOTCS CETU C MIMPOKOBEIIATEIb-
HOM Tepeaydeii JaHHBIX, HAJeKHAs UISHTU(DUKAIMS OOBEKTOB B KOTOPBIX MOXKET 00eCTIeqH-
BaThCsl MCITOJIB30BAHUEM CICIIUANTBHBIX KPHIITO-KApT, OCYIIECCTBISIOMMX MH(poBaHUe Ha
KaHAJIbHOM ypOBHE.

OTMeTuM, 9TO CO3/IaHHUE PACIIPEACIICHHBIX CHCTEM TOJBKO C MCIIOJIb30BAHUEM IIIHPO-

KOBENIATEILHON Cpe/ibl Mepeiaul WM TOJBKO C BBIJICICHHBIMU KaHallaMu HEd(P(HEKTHUBHO,
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MIOATOMY MPEACTABISACTCS MPABWIbHBIM MPU MOCTPOCHUU PACHPEAEIECHHBIX BHIYUCIUTEb-
HBIX CETeH ¢ pa3BETBICHHON TOMOJIOTUEN U OOJIBIIUM YHCIIOM OOBEKTOB UCIIOJIb30BATh KOM-
OWMHMPOBAHHBIC BAPUAHTHI COCAMHEHUN 00BHEKTOB. J[J1s1 oOecmeueHus CBsI3u MEXAy 00BeK-
TaM# OOJIBIIION CTENIEHU 3HAYMMOCTH MOYKHO HCIIOJIh30BaTh BBIJICICHHBIA KaHal. CBs3b Me-
HEee 3HAYMMBIX 00BEKTOB CUCTEMbI MOXKET OCYIIECTBIIATHCS C UCIOIB30BAHMEM KOMOMHAIIUN
«00111as1 IIUHAY» — BBIJEICHHBIN KaHaI.

be3onacHas pusnyeckas TOMonIorusi ceTH (BbIICICHHBIN KaHal) sBIETCS HEOOX0IU-
MBIM, HO HE JIOCTaTOYHBIM YCJIIOBUEM YCTPAHEHUS PUUYUH YTPpo3 HH(DOPMaIIMOHHOM Oe3omac-
HOCTH, TIO9TOMY HEOOXOIMMBI JOTIOJTHUTEIBHBIC MEPHI TT0 TIOBBIIIEHUTO 3alTUIIICHHOCTH 00h-
€KTOB BBIUHMCIUTENIbHBIX ceTel. JlanbHelee NOBBIIEHUE 3AIIUIIEHHOCTH BBIYUCIUTEIb-
HBIX CETEU CBSA3aHO C UCIOJIb30BAHUEM BUPTYaIbHBIX KaHAJIOB, 00€CTICYMBAIOIITUX JOTIOJIHH-
TEJbHYIO UACHTU(DUKALINIO U ayTEHTU(PUKAIINIO 00BEKTOB BBIUUCIUTEIBHONU CETH.

J{1s1 mOBBIIEHUS 3aIUIIIEHHOCTH BBIYMCIUTEIBHBIX CETEN IPU YCTAHOBJIEHUU BUPTY-
aJIBHOTO COEAMHEHUSI HEOOXOAMMO UCMOJIb30BATh KPUMNTO-AITOPUTMBI C OTKPBITHIM KIIFOUOM
(paccmoTpum panee). OMHON U3 Pa3HOBUIHOCTEN MIM(PPOBAHUS C OTKPHITHIM KIIOYOM SIBJISI-
eTcs nudpoBasi HOAMKUCH COOOIIEHUN, HATIEAKHO UACHTUUIMPYIOIIas OOBEKT paclipe/iesieH-
HOW BBIYMCIIUTEIBHON CETU U BUPTYaJIbHbIA KaHAII.

OTCcyTCTBHE KOHTPOJIS 32 MaPIIPyTOM COOOIIIECHUS B CETH SIBIIACTCS OAHOW U3 MPUYUH
ycrexa yAaJIeHHbIX yrpo3. PaccMOTpuM oMH U3 BapUaHTOB YCTPAHEHUS STON MPUUYUHBI.

Bce cooOmienus, nepepaBaeMble B pacTpeIeICHHBIX CETSIX, MPOXOAAT MO IEMOYKe
MapIIpyTHU3aTOPOB, 3a/aueii KOTOPHIX SBISIETCS aHAIU3 aJipeca Ha3HaueHUs, BHIOOP OMTH-
MaJIbHOTO MapIipyTa U nepeaada mo 3TOMy MapiipyTy MakeTa Wik Ha APYrod MapiipyTusa-
TOP WJIM HETIOCPEACTBEHHO a0OHEHTY, €CJIM OH HAIMPSIMYIO MOJKIIOYEH K JaHHOMY y31y. UH-
dbopmarusi 0 MapuIpyTe nepeaadn CooOIIEHUST MOKET ObITh UCTIOJIb30BaHA ISl UICHTU(U-
Kalliy UCTOYHUKA 3TOT0 COOOIIEHHUS C TOYHOCTBIO JI0 TIOACETH, T. €. OT IEPBOI'0 MapIIPyTH-
3aTopa.

3agavy MPOBEPKHU TMOJIMHHOCTH ajpeca COOOIICHUS MOXHO YaCTUYHO PEIIMTh Ha

ypoBHE Mapiipytuzatopa. CpaBHHBas ajpeca OTIPABUTENS, YKa3aHHbBIE B COOOIIEHUH C al-
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PECOM TIOJICETH, U3 KOTOPOH MOIYYEHO COOOIIEHNEe, MAPIIPYTHU3aTOP BBISBIISET TE€ COOOIIIE-
HUS1, Y KOTOPBIX 3TH IMapaMeTphl HE COBIAIAIOT, U COOTBETCTBEHHO, OT(OUIILTPOBBIBACT TAKHUE
COOOLICHMUS.

KoHTposb 32 BUPTyaJIbHBIM COCTMHEHHEM MOXKHO PacCMaTpUBaTh KaK MPUHITUI TI0-
CTPOEHHS 3alIUIIEHHBIX CUCTEM, TIOCKOJIbKY B 3TOM CIIydae OINpEAeIIAIOTCS Te MpaBuia, uc-
X0/ W3 KOTOPBIX CUCTEMa MOTJIa Obl MO0 MOCTAaBHTH 3alpoc B o4epenb, Tubo Het. s
NpelIoTBpAIICHUs] TaKOM aTakh KaK «OTKa3 B OOCIYyXMBAaHWUW», BBI3BAHHOM <«JIABUHOW»
HaIpaBJICHHBIX 3aIIPOCOB Ha aTaKyeMbIH y3ell 11eJ1ecO00pa3HO BBECTU OTPaHUYCHHS Ha TO-
CTAaHOBKY B OUY€peab 3alPOCOB OT OAHOTO 00BekTa. OUEeBUAHO, UTO JaHHAS MEpa MMEET
CMBICII B T€X CIIy4asx, KOrjia HaJeKHO pelieHa rnpobieMa uieHTuGuKanum oobeKTa — OTIpa-
BHTEJIA 3a1poca. B IpOTHBHOM ciTydae 3JI0yMBINIICHHUK MOKET OTIIPABIISATH 3aIIPOCHI OT Uy-
KOTO UMCHHU.

J1J1s1 TOBBINIEHUS 3aIUIIIECHHOCTH PACTIPEICIICHHBIX BHIYMCIUTENBHBIX CETEH 1eeco-
00pa3HO MPOEKTUPOBATH UX C MOJHOCTHIO ONpe/eaeHHON nHpopMmalreit o ee 00bEKTaxX, YTO
MO3BOJIUT YCTPAHUThH MIECTYIO U3 YKa3aHHBIX MPUYWH YCIENTHOW peanu3aiiy yaaJeHHbIX
yIpo3.

OpnHako B BRIYHUCIUTEIBHBIX CETSAX C HEOMPEACICHHBIM U IOCTATOYHO OOJIBIITNM YHC-
J0M 00BEKTOB (HampuMep, HTEpHET) CIPOEKTUPOBATH CUCTEMY C OTCYTCTBHEM HEOTpeie-
JICHHOCTH TIPAKTUYCCKHA HEBO3MOXKHO, & OTKA3aThCS OT aJTOPUTMOB yIaJICHHOTO TTOMCKA HE
MIPEICTABIISIETCS] BO3MOYKHBIM.

W3 cymiecTBYOMMX ABYX THIIOB aJTOPUTMOB YAAIEHHOTO TTOUCKA (C UCTIOJIb30BAaHUEM
WH()OPMAITMOHHO-TTIOMCKOBOTO CEPBEPA U C MCIIOJIH30BAHUEM ITUPOKOBEIIATEIBHBIX 3aIpo-
COB) OoJiee 6€30MaCHBIM SIBIIETCS AITOPUTM YIaJICHHOTO TTOMCKA C UCTIOb30BaHHEM HHDOP-
MaIMOHHO-TIOUCKOBOTO cepBepa. OaHaKo i 0oJibiiei 0€30MacHOCTH CBI3b 00BEKTa, Gop-
MUPYIOIIETO 3aMpoc ¢ CEPBEPOM, HEOOXOAUMO OCYIIECTBIIATH C MOAKIIOUEHUEM 110 BUPTY-
anpbHOMY KaHaity. Kpome 3Toro, 00beKThI, MOAKIIOUEHHBIC K TAHHOMY CEPBEPY, U CaM CEpBEP
JOJHKHBI COZIEP)KATh 3apaHee OMpPEEICHHYIO0 CTaTHYECKYH0 KITIOYEBYIO MH(OPMAIINIO, HC-
MOJIb3yEMYIO TIPH CO3JaHUM BUPTYAIbHOTO KaHaja (HampuMep, 3aKpbIThIN Kpurnrorpadude-

CKHUH KIJTIOY).
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2 BoiBoabI 1o Teme 3.8

1) TIpuHOMTIBI TOCTPOCHUS 3aIIUIICHHBIX BBIYACIUTEILHBIX CETEH 110 CBOCH CYTH SIB-
JSFOTCS TpaBUJIaMU MTOCTPOEHHUS 3aAIUMIIEHHBIX CHCTEM, YUYNUTHIBAIOLIME, B TOM YHUCIE, ACH-
CTBUSI CyOBEKTOB BBIYMCIUTEIBHON CETH, HAalpaBJICHHbIE Ha oOecrieueHne HHGOPMaIMOH-
HOW O€30MaCHOCTH.

2) CymiecTBYIOT JiBa BO3MOXKHBIX CITIOCO0A OpraHHW3aIMy TOTOJIOTUU PacIpe/eICH-
HOW BBIYMCIIUTEIBHON CETH C BBIJCJIEHHBIMH KaHalaMU. B mepBoM citydae KaXJIblii 0ObEKT
CBSI3bIBAETCS (PU3NUECKUMU JIMHUSIMU CBSA3H CO BCEMU 00bEKTaMU cUCTEMBL. Bo BTopoMm ciy-
4yae B CUCTEME MOKET HCIOJIb30BATHCS CETEBOM KOHIIEHTPATOP, Y€pe3 KOTOPBIN OCYIIECTB-
JISIETCS CBSI3b MEXKY OObEKTaMHU (TOTIOJIOTHSI «3BE37Ia»).

3) bBesonacHas pu3udeckas TOMOJIOTHS CETH (BbIICICHHBIN KaHAIT) SBJISCTCS HEO0XO-
JUMBIM, HO HE JOCTaTOYHBIM YCJIOBHUEM YCTPAaHEHHS MPUYHUH Yyrpo3 HHPOpMaMOHHON Oe3-
OIACHOCTH.

4) Jlnsi TOBBIMICHUS 3alIUIIEHHOCTH BBIYUCIUTEIBHBIX CETCH TPU YCTAHOBJICHUU
BUPTYaJIbHOIO COEIMHEHUS HEOOXOAMMO HCIOJb30BaTh KPUITO-aITOPUTMBI C OTKPBITHIM
KITFOUOM.

5) OpHol U3 pa3HOBUIHOCTEH MU(POBAHUS C OTKPBITHIM KJIFOUOM SIBJISIETCS II(PO-
Basi TIOJIMKCH COOOIIECHUM, HAJIEKHO UACHTUPHUITUPYIOINIAs OOBEKT pacIpeIeICHHON BbIYHC-
JIUTEIBHON CETH U BUPTYAJIbHBIA KaHAaJ.

6) 3amauy NpOBEpPKH MOIIMHHOCTH aJpeca COOOIICHHSI MOYKHO YaCTUYHO PEIIUTh Ha
YPOBHE MapLIpyTHU3aTopa.

7) g mpenoTBpaIieHUs TUTIOBOM aTaK! «O0TKa3 B 00CITy )KUBaHUMY, BBI3BAHHOU «J1a-
BHHOI» HaIpaBJIEHHBIX 3alPOCOB Ha aTaKyeMbIi y3el 11eJ1eco00pa3HO BBECTH OTpaHUUYEHUS
Ha MTOCTAaHOBKY B OYE€PE/Ib 3alPOCOB OT OJAHOTO OOBEKTA.

8) 1y MOBBIMICHHUS 3AIIUIIICHHOCTH PACIIPEICIICHHBIX BEIYMCIUTEIILHBIX CETEH TIeITe-

COo00pa3HO MPOEKTUPOBATH UX C MOJTHOCTHIO ONpeeIeHHON nHpopMaIuei o ee 00beKTax.
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