WNudopmannonnas 6e30macHOCTb
Paznen 1. MadopmanrionHast 6€301MacHOCTh U YPOBHU €€ 00€CTIeueHUs

Tema 1.1 IlonsiTue «uHpopMannoHHasi 0€30MMACHOCTH

1 IIpo6aema uHgopManMOHHOI 6€30MACHOCTH 0011IeCTBA

NudopmarmonHas 6€30MacHOCTh SBISETCS OJTHON M3 MPOOJIeM, C KOTOPOM CTOJIKHY-
JIOCh COBPEMEHHOE 00OILIECTBO B MPOLIECCE MACCOBOIO UCIOJIb30BAHUS aBTOMATU3UPOBAHHBIX
CpeACTB ee 00paboOTKH.

[Tpobnema nHGOPMATMOHHOM 0€30ITaCHOCTH 00YCIIOBJICHA BO3PACTAIOIICH POJIBIO WH-
(dbopmariuu B 061ecTBeHHOM >k13HU. COBpeMEHHOE 00111€CTBO Bee O0JIee MPUOOPETACT UEPTHI
UH(OPMAIIMOHHOTO OOIIEeCTBA.

C nmonsitueM «uH(MOpPMaIMOHHAsT 0€30MaCHOCTh) B Pa3IMYHBIX KOHTEKCTaX CBSI3aHBI
pasznuuHbie onpenencHus. Tak, B 3akoHe PO «O0 ydyactun B MEXTyHapOJHOM UH(POpPMAIIU-
OHHOM OOMe€He» HH(OpMalMOHHasi 0€30MaCHOCTh ONPEAEIIAETCA KaK COCTOSHUE 3allUIIEeH-
HOCTH MH(QOPMAMOHHOU cpebl 00LIecTBa, o0ecreunBaroliee ee GopMUpPOBAHUE, UCIIOJIb-
30BaHME U PA3BUTHUE B MHTEpECaX TpaxaaH, opraHusanuii, rocynapctsa. [logoOHoe ke orpe-
neneHue aaercs U B Jloktpune nHpopmaiimoHHoit 6e3onacHoctu Poccutickoit denepanuu,
r7Ie yKa3bIBaeTcCs, YTo MH(MOpPMAIMOHHAs 0€30MaCHOCTh XapaKTepPU3yeT COCTOSHUE 3alllu-
IIEHHOCTH HallMOHAJIBbHBIX HHTEPECOB B MH(OPMAIIMOHHOM cdepe, OnpeIesieMbIX COBOKYII-
HOCTBIO COATaHCUPOBAHHBIX UHTEPECOB JINYHOCTH, OOIIECTBA U TOCY1apCTBA.

O0a »TH ompeseNieHrs paccMaTpuBalOT MHPOpPMAIMOHHAs 0€30MacCHOCTh B HAIIHO-
HaJIbHBIX MaclITadax v MO3TOMY UMEIOT OUYE€Hb IIIMPOKOE MOHSITHE.

Hapsigy ¢ aTuM XapakTepHO, YTO MPUMEHHUTENIBHO K Pa3InuHbIM chepaM AesTeNIbHO-
CTH TaK WX MHAY€ CBSA3aHHBIM C MH(OpMaIuel MoHsATHE «MHPOpMaIMOHHAs 0€3011aCHOCTh
MpUHUMaET 0oJiee KOHKpeTHbIe ouepTanus. Tak, Hanpumep, B «KoHnenuuu nuapopmanoH-
HOH 0€301acHOCTH CeTel CBs3M 00IIero moiab3oBaHus Poccutickoit denepanumy» JaHbI J1Ba
ONpENEICHUS 3TOTO MOHATHS.

1) HudopmanmonHas 6€30MacHOCTb — 3TO CBOMCTBO CeTel CBsA3M OOIIETro MoJIb30Ba-
HUS TPOTUBOCTOSTH BO3MOKHOCTH PEAIM3aIlUU HAPYIIUTENIEM yTrpo3bl WH(POPMAITMOHHOM

0€30IacHOCTH.
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2) HudopmarmonHas 0€30MacHOCTh — CBOMCTBO CETEH CBS3HM OOIIETO MOJIh30BaAHUS
COXpaHSTh HEM3MEHHBIMU XapPAKTEPUCTUKU HH(POPMAIMOHHON OE30MaCHOCTH B YCIOBHSIX
BO3MOYKHBIX BO3JCUCTBUN HAPYIIUTEIS.

Heobxoammo mMeTh B BUIy, YTO MPU PACCMOTPEHHH TPOOIeMbl MHGOPMAITMOHHON
0€30MacHOCTH HapyUIUTENlb HE0O0s3aTeIbHO SBISETCS 3J0yMBIIUIEHHUKOM. Hapyimmrenem
nH()OPMAITMOHHON 0€30ITaCHOCTH MOXKET OBITh COTPYIHHK, HAPYIIUBIITNI peKuM HHPOpMa-
[IMOHHOW O€30MaCHOCTH WM BHEIIHSS Cpeja, HalpuMep, BbICOKas TeMIlepaTypa, MOXKET
IPUBECTH K COOSIM B pabOTE TEXHUYECKUX CPEJICTB XpaHEHUsI MH(OPMAIUH U TIp.

2 llonsiTHe «uH(pOPMALIMOHHAS 0€30MACHOCTH)»

Chopmynupyem ciaeayroliee onpeaesiecHue «MHGOPMaIlMOHHON 0€30IMacCHOCTH.

NudopmarmonHas 6€30MacHOCTh — 3TO 3alIUIIEHHOCTh HHPOPMAIUU U TIOI/ICPKUBA-
1o111el ee MHPPACTPYKTYPHI OT CIIyYaWHBIX WIIW MPETHAMEPEHHBIX BO3/ICUCTBUIM €CTECTBEH-
HOTO WJIM MCKYCCTBEHHOT'O XapaKTepa, KOTOPhIE MOTYT HAHECTH yIIepO BIiajeibliaM MU
MOJIB30BATENSIM UH(OPMALIHH.

PaccmarpuBast uHbopmaIuio Kak ToBap MOKHO CKa3aTh, YTO HaHECEHUE yiiepOa UH-
(dhopmanuu B 11eJIOM IPUBOAUT K MaTepHalbHbIM 3aTpaTaM. Hanpumep, packpbITHe TEXHOJIO-
TUU U3TOTOBJICHUS OPUTHMHAIBLHOTO MPOAYKTa MPUBEIET K MOSBICHUIO aHAJIOTUYHOTO TPO-
IyKTa, HO OT APYTrOro MPOU3BOJUTENA, U, KaK CIEACTBUE, BIAJEICL TEXHOJIOIMH, & MOKET
OBITH U aBTOP, MOTEPSIOT YACTh PHIHKA U TIP.

C npyro#i CTOpOHBI, paccMaTpuBas MH(POpMaIUIO Kak CyOBEKT yrpaBlieHUs (TEXHOJIO-
r'Usl IPOU3BOJICTBA, PACIIMCAHHE IBUKEHHUS TPAHCIIOPTA U TIP.), MOXKHO YTBEPKAaTh, UYTO U3-
MEHEHHUE €€ MOKET MPUBECTH K KaTaCTPO(YHUUECKUM MOCIEACTBUAM B OOBEKTE YIPABICHUS —
IIPOU3BOJICTBE, TPAHCIIOPTE U JP.

MMeHHO MOATOMY MPHU ONpPENETIEHUH MOHATHS «MH(POPMALIMOHHAsA 0€30MacHOCTh) Ha
MEPBOE MECTO CTABUTCS 3alIUTa UHPOPMALIUU OT Pa3IMYHBIX BO3JIEUCTBUM.

[ToaToMy mox 3amuToi HHGOPMAIIMKI TOHUMAETCS KOMILIEKC MEPOIIPUSTUH, HAIIpaB-

JIEHHBIX Ha o0ecrnieueHrue NHHOPMAIIMOHHONW 0€30MacHOCTH.
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Cornacno ['OCTy 350922-96 3ammuTa uHpOpMAIIH - 3TO ACSITEIbHOCTD, HAIIPABJICH-
Hasl Ha IPeJOTBPALICHUE YTEUKH 3alUIaeMoil HH(OpMaluy, HECAHKIIMOHUPOBAHHBIX U HE-
MpeHAMEPEHHBIX BO3JICUCTBUI HA 3alIUIIAEMYI0 HHPOPMAIHUIO.

Pemenne npoOiaembl nHGOPMALMOHHONW OE30MACHOCTH, KaK MPaBUIIO, HAUMHAETCS C
BBISIBIICHUS CyOBEKTOB MH(POPMAIIMOHHBIX OTHOIIEHUH U MHTEPECOB 3TUX CYOBEKTOB, CBS-
3aHHBIX C UCIIOJIb30BAHUEM MH(POPMAITMOHHBIX CUCTEM. JTO 00YCIOBICHO TEM, UTO JIJIS pa3-
HBIX KaTeropuil CyObEKTOB XapaKTep PEIIaeMbIX 3a7a4 MOXET CYIIECTBEHHO Pa3InyaThCsl.
Hanpumep, 3agauu, pemaeMple aIMUHUCTPATOPOM JIOKAJIBHOW CETU MO OOECIEUYEHUIO0 UH-
(dbopMalmoHHOM 6€30MaCHOCTH, B 3HAYUTEIHHOM CTENEHHN OTJIMYAIOTCS OT 3a7a4, PEIIaeMbIX
M10JIb30BATEJIEM Ha JOMAITHEM KOMITBIOTEPE, HE CBA3aHHOM CEThIO.

Hcxomst u3 3TOro, OTMETHM CIIEAYIONINE BaKHBIE BBIBOIBL:

— 3a7a4u 1o odecrne4yeHno HPOPMaIIMOHHON O€30MaCHOCTH AJIsl pa3HbIX KATErOpuil
CYOBEKTOB MOTYT CYIIECTBEHHO Pa3iINyaThCs;

— uH(pOpMaMOHHAasA O€30MACHOCTh HE CBOAUTCSA UCKIIOYUTENBHO K 3aIIUTE OT He-
CaHKIIMOHUPOBAHHOTO JTOCTyMa K HHPOPMAIIMU — 3TO MPUHIUITHAIBHO 0oJiee MHPOKOE T0-
HSITHE.

[Ipu ananusze npoOreMaTUKH, CBSI3aHHON ¢ MH(POPMAILIMOHHON 0€301aCHOCThI0, HE00-
XOJMMO YYUTHIBATh CIIeU(UKY TAaHHOTO acTieKTa 0€30MacHOCTH, COCTOSIIIYIO B TOM, YTO HH-
dbopmarionHasi 6€30MacHOCTh €CTh COCTaBHAs 4acTh MHGOPMAIIMOHHBIX TEXHOJOTUN — 00-
JIACTH, pa3BUBAIONICHCS OecrpeneeHTHO BRICOKMMH Temnamu. B o0nactu mHpopmaoH-
HOM 0€30MacHOCTH BayKHBI HE CTOJIBKO OT/IEIbHBIC PELICHHUS (3aKOHBI, yueOHbIE KypChI, ITPO-
IrpPaMMHO-TEXHUYECKHUE U3/IETHs), HaXOAIIHecs] HA COBPEMEHHOM YpPOBHE, CKOJIBKO MeXa-
HU3MBI T€HEPAllMK HOBBIX PEIICHUH, MO3BOJIAIONINE, KAK MUHUMYM, aJICKBaTHO PearupoBath
Ha yrpo3bl HHPOPMAIIMOHHON 0€30MaCHOCTH WJIU MPEABUIECTh HOBBIE YIPO3bl U YMETh UM
MPOTUBOCTOSTh.

B psne cinyuaeB nonsTue «uH(GpOpMaAMOHHAS 0€30TTaCHOCTEY TTOIMEHSIETCS TEPMHUHOM
«KOMITbIOTEpHAs 0e30MacHOCTh». B 3TOM ciyuae nH@opmaionHas 6€30MacHOCTh paccMar-

pHUBaCTCA OUCHDb Y3KO, IIOCKOJIbKY KOMIIBIOTCPHBI TOJIBKO OJHA U3 COCTABJIAIOIINX I/IH(i)OpMa-
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IIMOHHBIX cucTeM. HecMoTps Ha 3TO, B paMKax M3y4aeMoro Kypca OCHOBHOE BHUMaHUE 0y-
JET YACISATHCS U3yUYEHHUIO BOIPOCOB, CBSI3aHHBIX ¢ 00ECIeYeHUEM pekuMa MHpopMaIuoH-
HOI 0€30MaCHOCTH MPUMEHUTENHFHO K BBIYUCIUTEIBHBIM CUCTEMaM, B KOTOPBIX HH(GOpMaIs
XpaHUTCs, 00pabaThIBaeTCs U MEPEAACTCA C TIOMOIIBIO KOMITBIOTEPOB.

CoracHO OIpeeNIeHNI0, KOMITbIOTEpHasi 0€30MaCHOCTh 3aBUCUT HE TOJIBKO OT KOM-
NBIOTEPOB, HO M OT MOJJICPKUBAIOLIEH MHPPACTPYKTYPHI, K KOTOPOH MOKHO OTHECTH CH-
CTEMBI AJIEKTPOCHAOKEHUS, )KU3HE0OeCTIeueH sI, BEHTWISALIUU, CPEJICTBA KOMMYHUKAIIUH, a
TaKKe 00CITyKUBAIOIIUNA MTePCOHAIL.

3 BuiBoabI 1o Teme 1.1

1) IIpobnema nHbOpMAIIMOHHON 0€30IaCHOCTH 00YCIOBICHA BO3PACTAIOIICH POJIBIO
nHopmaiuu B o0lIecTBEHHOM xu3HU. CoBpeMeHHOEe O0IIEeCTBO Bce 0oJiee MpuoOpeTaeT
4yepThl HH(pOpMaIMOHHOTO oO1iecTBa. MHpopManroHHas 0€30MacHOCTh SBIIAETCS OJHOM U3
po0JieM, ¢ KOTOPOH CTOJIKHYJIOCh COBPEMEHHOE OOIIECTBO B MPOLIECCE MACCOBOTO UCIIOJIb-
30BaHMS aBTOMAaTHU3UPOBAHHBIX CPEJICTB €€ 00padOTKHU.

2) Wudopmanmonnas 0€30MacHOCTh — 3TO 3aUIMIICHHOCTh HHPOPMAIUH U TOJIEP-
KUBAIOIIEH €€ HHPPACTPYKTYPHI OT CIYHYANHBIX WM MpPEeJHAMEPEHHBIX BO3JCHCTBUI ecTe-
CTBEHHOTO WMJIM MCKYCCTBEHHOTO XapaKTepa, KOTOPhIE MOTYT HaHECTH yIepO BiaJenbliamMm
WM T10JIb30BATENSAIM HHPOPMAIUH.

3) HubopmanmonHas 6e30MacHOCTh HE CBOAMTCS MCKIFOYMTEIBHO K 3alUTE OT He-
CaHKIMOHUPOBAHHOI'O JIOCTyIAa K HHPOPMAIIMU — 3TO NPUHUUIHAIBHO 00Jiee HIMPOKOE T0-
HSITHE.

4) 3amaum 1Mo obecnedeHno HHOOPMAIMOHHONW OS30MacHOCTH JIJIS Pa3HBIX KaTero-
pHil cyObEKTOB MOTYT CYIIECTBEHHO Pa3IN4aThCs.

5) Ilox 3amuToi HHGOPMAIIMY TOHUMAETCSI KOMITJICKC MEPOTIPUSATHIA, HATIPABICHHBIX
Ha obecrnieueHre UHPOPMAITMOHHON OE30MTaCHOCTH.

6) 3amura naGopmanmu ('OCT 350922-96) — 310 meATeIHOCTD, HAIPaBICHHAS Ha
MPeIOTBpAICHIE YTEUKH 3alUIaeMOoi HHPOpMaIlNU, HECAHKIIMOHUPOBAHHBIX U HETIPETHA-

MEPEHHBIX BO3/ICHCTBUI HA 3alUIIIAEMYI0 HH(POPMAITHIO.
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Tema 1.2. CocraBiasiromue HHGOPMALNOHHON 0€30IIACHOCTH

1 DocTymHocTh HH(pOPMaAIIUU

Kak yxe oTMedeHo B mpeablaylieid Teme, nH(popMaIMoHHas: 0€3001aCHOCTh — MHOIO-
rpaHHasi 00JIaCTh AESITEIBHOCTH, B KOTOPOW YCIIEX MOYKET MPUHECTH TOJIBKO CHUCTEMATHYe-
CKHMM, KOMIIJIEKCHBIN MOJIXO/I.

Ob6ecneuenre MHGOPMAIMMOHHON OE30MaCHOCTH B OOJIBITUHCTBE CIyYaeB CBS3AHO C
KOMIUJIEKCHBIM PEIIeHUEM TpeX 3aJau:

1) Ob6ecrieueHneM TOCTYITHOCTH HH(POPMAIIHH.

2) OOecrieyeHrEM TIEIOCTHOCTH HH(DOPMAITUH.

3) OGecneueHreM KOH(PHICHIIMATLHOCTH HH(POPMAIIHH.

MMeHHO 0CTYyIHOCTb, HEIOCTHOCTh U KOH()UIEHIUAIBLHOCTD SIBJISIIOTCA PaBHO3HAY-
HBIMH COCTAaBIIIOIIMMHU HHPOPMALIMOHHON 0€30MaCHOCTH.

HNHpopMalilnoHHbIE CHCTEMBI CO3AAI0TCS IS IOJTyUEHUs ONIpeIeICHHbIX HH(pOpMaLU-
OHHBIX ycayr. Eciiu o TeM Uiy MHBIM TPUYKUHAM MIPEAOCTABUTH 3TU YCIYTH MOJIb30BaTENAM
CTaHOBUTCSI HEBO3MOKHO, TO 3TO, OUEBUJIHO, HAHOCUT yIIepO BCEM MOJIb30BATENSIM.

Ponb noctynHoctr nH@OpManuu 0COOCHHO MPOSBIISETCS B Pa3HOTO POJa CUCTEMaxX
YIpaBJIEHUS — IPOU3BOACTBOM, TPAHCIIOPTOM U T. Il. MeHee IpaMaTUYHbIe, HO TAKXKE BEChbMa
HENPUATHBIE MOCIEICTBUS — U MaTepHaJIbHbIE, U MOPAJbHBIE — MOXKET UMETh JJIUTENIbHAs
HEJOCTYITHOCTh MH(POPMALIMOHHBIX YCIIYT, KOTOPBIMU MOIb3YETCS OOJIBILIOE KOJTUYECTBO JIIO-
7eil, Harpumep, MpoJaxka >KeJIe3HOI0POKHBIX U aBUAOUIIETOB, OAHKOBCKHUE YCIYTH, TOCTYI
B MH(pOpMallMOHHYIO ceTh IHTepHeT u T. 1.

JIOCTYITHOCTB — 3TO TapaHTUA MOJTy4YeHus: TpedyeMol nHdopManuu uin HHPOpMaIIH-
OHHOM yCIIYT'M MOJIb30BATEIIEM 3a OIIPENEICHHOE BPEMSI.

@dakTop BPEMEHU B ONpPENEIECHUU AOCTYIHOCTH MH(OpPMALUU B Psijie CIydaeB SIBIIS-
€TCsl OY€Hb BaYKHBIM, ITOCKOJIbKY HEKOTOPbIE BUIBI MHPOPMAITUU U HHPOPMAITHOHHBIX YCITYT
MMEIOT CMBICII TOJIBKO B ONPEIEIEHHBIM IPOMEKYTOK BpeMeHu. Hanpumep, nonydyeHue 3a-

paHeC 3aKa3aHHOT' O OmJIeTa Ha caMOJIET ITOCJIE €0 BBIJIETA TCPACT BCSIKMHM CMBICI. TOYHO Tak



WNudopmannonnas 6e30macHOCTb
Paznen 1. MadopmanrionHast 6€301MacHOCTh U YPOBHU €€ 00€CTIeueHUs

K€ MOJYYEHUE IPOrHO3a MOroJbl Ha BUEPAIIHUI €Hb HE MMEET HMKAKOIo CMBICHA, IO-
CKOJIBKY 3TO COOBITHE y>K€ HaCTyNuiI0. B 3TOM KOHTEKCTe BeChbMa YMECTHOM SIBJISIETCS TIOTO-
BOpKa: «Jlopora noxka K o0exy».

2 HenocTtHocTh HHpOPMALIUH

[enocTHOCTH MHGOPMAIIMK YCIOBHO MOAPA3ACISICTCS HA CTATUUECKYIO U TUHAMUYE-
ckyto. Cratudeckasi eJIOCTHOCTh HH(POPMAIMH TPeaojiaraeT HeM3MEHHOCTh WH(pOpMaIu-
OHHBIX OOBEKTOB OT MX UCXOAHOTO COCTOSIHUS, ONPEIENIEMOro aBTOPOM HIIM UCTOYHUKOM
uHpopmaruu. JuHaMuueckas 1eJIOCTHOCTh MH(GOPMAILIMK BKIIOYAET BOIPOCH KOPPEKTHOTO
BBITIOJTHCHUSI CIIOKHBIX IEUCTBHUM ¢ HMHPOPMAITMOHHBIMEA TTOTOKAMH, HAIIPUMEDP, aHATIN3 TIO0-
TOKa COOOIIEHUM /1JIs BBISIBIIEHNS HEKOPPEKTHBIX, KOHTPOJb MIPABMWIIBHOCTHU TIEpeIaun co00-
IIEHU, TOATBEPKICHNE OTACIBHBIX COOOIICHUH U JIp.

[{enocTHOCT SABJIAETCS BaXKHEHIIMM acleKTOM WH(OPMAIMOHHOW O€30MacHOCTH B
TeX Cclydasx, Korja uH(popMaIus UCIOIb3yeTCs IS YIIPABIEHUS pa3IMuYHbIMU MIPOIIECCAMH,
HaIpuMep — TEXHUIECKUMHU, COIIMATEHBIMU U TIP.

Tak, ommOka B ynpaBJsioONIeil mporpaMMe MPUBEIET K OCTAHOBKE YIIPaBJIsieMON CH-
CTEMBI, HEPaBUJIbHAS TPAKTOBKA 3aKOHA MOXKET MIPUBECTHU K €r0 HAPYILIEHUSIM, TOUHO TaK¥Ke
HETOYHBIN NEPEBOJI MHCTPYKIIMH 110 IPUMEHEHHIO JIEKAPCTBEHHOTr'O MperapaTa MOKET HaHe-
CTH BpeJl 310pOBbI0. Bee 3T mpuMephl WILTIOCTPUPYIOT HapyLIEHHE 1IeJIOCTHOCTH HH(pOpMa-
L[M{, YTO MOXKET MPUBECTH K KATACTPOPUUECKUM MOCTAEACTBUAM. IMEHHO TO3TOMY 1I€JIOCT-
HOCTh UH(OPMAIINU BBIIEISETCA B KAYECTBE OJJHOM M3 0a30BBIX COCTABIISIIONIMX UH(pOpMa-
LIUOHHOI 0€30IT1aCHOCTH.

[{enocTHOCTh — rapaHTus TOTO, 4TO UH(pOPMAIUs ceifdac CyIECTBYET B €€ UCXOTHOM
BU/JIE, TO €CTh MPU €€ XPaHEHUU WJIU Tepeiade He ObLJIO MPOU3BECHO HECAHKIIMOHUPOBAH-
HBIX U3MEHEHUU.

3 KonpuaeHuaabHOCTh HHPOPMALIMH

KoupunenmanbHOCTh — caMblil MpopaOOTaHHBIN y HAC B CTPAHE aCTEKT HHPOPMAIIH-
oHHOM O6e3omnacHocTU. K coxaneHuto, mpakTuyeckas peaau3alus Mep 1o 00ecne4eHuIo KoH-
(bUIEHITMATFHOCTH COBPEMEHHBIX WH()OPMAIIMOHHBIX CUCTEM B Poccum cBsi3aHa ¢ cepbes-

HBIMU TPYAHOCTAMMU.
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JocTyMHOCTE +— L|ENOCTHOCTE
WHBOpMALL MK — MHPOpHALHH

el 3

KoHOHAEHUHANEHOCTE
MHPOpHALKMK

Pucynok 1.2.1 — Cocrasinsroniyue nHGOPMAITMOHHONW 0€30MaCHOCTH

Bo-niepBbIX, cBeIeHUSI 0 TEXHUYECKUX KaHaJIaX yTeYKHW MH(OpPMALUU SIBISIOTCS 3a-
KPBITBIMH, TaK 4TO OOJIBIIMHCTBO I0JIb30BATENEH JIMIIIEHO BO3MOKHOCTH COCTaBUThH IPEI-
CTaBJICHUE O MOTEHIMAIBHBIX pUCKaX. BO-BTOpPBIX, HA MyTH MOJIb30BATEIBCKOW KPUIITOTpa-
(uu KaKk OCHOBHOT'O CpeJCTBa oOecrieueHus: KOHPUACHIIMAIBHOCTU CTOAT MHOTOUHCIICHHbBIE
3aKOHO/ATEIbHbIE U TEXHUUECKHE MTPOOIIEMbI

Kondunenunanpsaas nadpopmalus €cTb IPaKTUYECKHA BO BCEX OPraHU3aLUAX. ITO MO-
KET ObITh TEXHOJIOTHUS MIPOU3BOJICTBA, POTPAMMHBIN MPOIYKT, AaHKETHBIE JaHHBIE COTPY/I-
HUKOB U Ap. [I[puMEHUTENBHO K BBIYUCIUTEIBHBIM CUCTEMAM B 003aTEIbHOM MOPSIIKE KOH-
(uaeHIMaIbHBIMU TaHHBIMU SIBJISIFOTCS TAPOJIM IJ1s1 JOCTYIA K CUCTEME.

KonopuaeHunanbHOCTh — rapanTusi JOCTYIHOCTH KOHKPETHOW MH(OpPMAIKU TOJBKO
TOMY KPYTY JIUL, IJis1 KOTO OHA MpeHa3HauYeHa.

Hapymienne kaxmon U3 Tpex KaTeropuii NpUBOJUT K HAPYIIEHUIO HHGOPMAIIMOHHOMN
Oe3omacHOCTH B LiejoM. Tak, HapylIeHHe JOCTYITHOCTH MPUBOJIUT K OTKa3y B JJOCTYIE K MH-
(dbopmaiim, HapyleHue UEI0CTHOCTH MPUBOJIUT K (anbcupuKaui UHPOPMalUU U, HAKO-
Hell, HapyllleHNe KOH(PHUIEHIUAIbHOCTH MPUBOIUT K PACKPHITHIO HH(POPMAIUH.

Kak ye oTMeuanoch, BbIACICHUE ITUX KaTeropuil B KauecTBe 0a30BBIX COCTABIISIO-
X MH()OpPMAIMOHHONW 0e30macHOCTH O00YCJIOBIEHO HEOOXOIUMOCTBIO pean3alii KOM-
IJIEKCHOTO TOJX0/1a TIPH 00ecnedeHnr pekuMa MHQpOopMaImoHHOM Oe3omacHocTH. Kpome
3TOr0, HAPYLIEHUE OJHOM U3 ITUX KATETOPUU MOXKET IPUBECTU K HAPYIICHUIO WIH ITOJHOU
Oecrone3HocTy IByX Apyrux. Hampumep, xuiieHue maposis AJis AOCTYNa K KOMIBIOTEPY
(HapyuieHre KOHPUACHIIMAIBHOCTH) MOXET MPUBECTH K €ro OJIOKMPOBKE, YHUUTOKEHUIO
JaHHBIX (HapylIeHUe TOCTYMHOCTU MH(pOopMaIi) uiu gaibcudukanmm “HPOpMaluu, co-

JIepIKaIlencs: B MaMsITH KOMIIbIoTepa (HapylIeHHe eIOCTHOCTH HH(OopMaIum).
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3 BoiBoabI 1o Teme 1.2

1) Ob6ecneuenne HHGOPMAITMOHHON OE€30MTACHOCTH B OOJIBIIMHCTBE CIIyYaeB CBA3aHO
C KOMILUIEKCHBIM PEIICHHEM TPEX 3a]ad:

— o0ecrniedeHrneM JOCTYIMHOCTH HH(OpMAIINH;

— o0ecrnedyeHrneM HEIOCTHOCTH HH(POpMAIIUH;

— o0ecnedyeHrneM KOHGUACHINATFHOCTA HHPOPMAIIUH.

2) JloCTyMHOCTB — 3TO rapaHTHs OJXy4YeHUs TpeOyeMoi nHpopmanuu wim uapopMa-
IIMOHHOM YCJIYTH MOJIb30BaTENIEM 3a ONPEACICHHOE BPEMSI.

3) Lle’aocTHOCTH — rapaHTHsl TOTOo, YTO HH(GOPMAIIHS Ceiuac CyIIeCTBYET B €€ UCXOI-
HOM BHJIE, TO €CTh MPHU €€ XPAHCHUHN WM NIepeiade He ObII0 MPOU3BEACHO HECAHKIIMOHUPO-
BaHHBIX U3MEHEHUH.

4) KoHpuaeHIHaTbHOCTh — TapaHTUS JOCTYIHOCTH KOHKPETHON HH(pOpManuu

TOJIBKO TOMY KPYTY JIMII, JUI1 KOTOPOTO OHA MpeJHa3HA4YCHA.
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Tema 1.3. Cucrema ¢popmMupoBanusi pes;kuMa HHGOPMALMOHHOI 0€30IIaACHOCTH

1 3apayu nHpoOpMAIMOHHOH 0€30NACHOCTH 001IIeCTBA

AHanu3 0ocHOB HH(POPMAIIMOHHOM O€30MacHOCTH MOKa3all, 4To obecredeHune 6e3omac-
HOCTH SBJIAETCS 3a/1adeil kommiekcHOM. C 0/IHOI CTOPOHBI pexruMa HHPOPMAITMOHHOM, UH-
(dopMarmonHas 0€30aCHOCTb MPEAIOIaraeT, Kak MUHUMYM, 00€CIIEYEHUE TPEX €€ COCTaB-
JSIOUIUX - JOCTYIHOCTb, I[EIOCTHOCTh U KOH(PUACHIINAIBLHOCTh JaHHBIX. U yke ¢ yueToM
3TOro npodiemMy MHGPOPMALMOHHON OE30MMaCHOCTH CIEAYET pacCMaTpUBaTh KOMILIEKCHO. C
JAPYroi CTOPOHBI, HH(pOpMaAUEl 1 THPOPMALTMOHHBIMU CUCTEMAMH B OYKBAJIbHOM CMBICIIE
«TPOHU3AHBD) BCE Cepbl OOIMIECTBEHHOH AEITEIbHOCTH U BIUSHIE HHPOPMAIIK Ha 0011Ie-
CTBO BCE€ HApacTaeT, M03TOMYy obOecrieyeHre MHPOPMAMOHHON 0€30MacHOCTH TaKXKe Tpe-
OyeT KOMIUJIEKCHOTO TOAX0/a.

B 310l cBSI3M BIOJIHE 3aKOHOMEPHBIM SIBISIETCSI pACCMOTPEHUE MPOOJIEMBbI 0Oecreue-
HUSl ©THPOPMAITMOHHON 0€30I1aCHOCTU Ha HECKOJBKUX YPOBHSAX, KOTOPHIE B COBOKYIHOCTH
oOecrieunBany Obl 3aUTy UHGOPMALIMK U MH()OPMAIIMOHHBIX CUCTEM OT BPEIHBIX BO3/ACH-
CTBUH, HAHOCSIIUX yUIepO cyObekTaM MH()OPMAILIMOHHBIX OTHOILICHUH.

PaccmarpuBas npoOiemy HMH(DOpMaMOHHOW OE€30MaCHOCTH B IIMPOKOM CMBICIE,
MO>KHO OTMETHUTh, YTO B 3TOM ClIy4ae peyb UAET 00 HH()OPMAIMOHHOW 0€30MaCHOCTH BCETO
0O0IIIECTBA U €0 )KU3HEAEATEILHOCTH, IPU 3TOM Ha MHPOPMAIIMOHHYIO 0€30MaCHOCTh BO3J1a-
raeTcs 3ajada o MUHUMH3AIUU BCEX OTPULIATEILHBIX MOCIEICTBUN OT BceoOe nudop-
MaTHU3alliu U COJAEHCTBUS Pa3BUTHIO BCEr0 O0IIECTBA PU UCTIOIb30BaHUH HH(POPMALIUU KaK
pecypca ero pa3BUTHSL.

B »TOii CBA3M OCHOBHBIMH 3aJauaMH MH(OPMAIMOHHOW OE€30MacHOCTU B IIUPOKOM
CMBICJIE SIBJISIFOTCS:

- 3allMTa TOCYJApCTBEHHOM TalHBbI, T. €. CEKPETHOM U JAPYrod KOHPUACHINAIbHON
uH(pOopMauu, SBISIIOIIEICS COOCTBEHHOCTBIO TOCYAapCTBa, OT BCEX BUAOB HECAHKIITMOHUPO-
BAHHOI'O JOCTYIIa, MAHUITYJIUPOBAHUS U YHUUTOKECHUS;

~  3allMTa NpaB IPaKJaH Ha BIIaJIEHUE, PACTIOPSIKEHUE U YIIPaBIIEHUE MPUHAJIeKA-

el UM HHQpopMaImei;
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~  3almTa npaB MPEANPUHUMATENEH IPU OCYILIECTBICHUA UMH KOMMEPUYECKOU Jes-
TEJIbHOCTH,;

~  3alMTa KOHCTUTYLIMOHHBIX NPaB IpakJlaH Ha TalHy MNEPEINUCKH, MEPETOBOPOB,
JNYHYIO TalHY.

PaccmarpuBast mpo6iiemy nHPOpMAIMOHHON 0€30MaCHOCTH B Y3KOM CMBICIE, OTMeE-
THM, YTO B 3TOM CITydae pedb HIET O COBOKYITHOCTH METOJIOB M CPEIICTB 3aIIUTHI HHPOpMA-
IIUU U €€ MaTepUaIbHBIX HOCUTEJIEH, HAMPaBJIEHHBIX HAa 00ecleueHue 1EJIOCTHOCTH, KOH(PU-
JEHIIUATBHOCTU U JOCTYITHOCTH UH(POPMALIUH.

Hcxomas u3 3TOT0, BBIJCIUM CIEIYIONINE 3a1a4l HH(POPMAIIMOHHON O€301MacHOCTH

~  3allUTa TEXHUYECKUX U MPOTrPAMMHBIX CPEJICTB MH(DOPMATU3AIMH OT OUTHOOYHBIX
NEeUCTBUI NIepcoHaia U TEXHOTEHHBIX BO3JICUCTBUM, & TAK)KE CTUXUITHBIX O€/ICTBUIA;

~  3al{Ta TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB UH(POPMATU3AIUU OT MpeTHAME-
PEHHBIX BO3/ICMCTBUM.

3aMeTUM, YTO MOHATHE «KOMIIBIOTEpHAsi 0€30MaCHOCThY, KOTOPOMY TOCBSIIIEHA 00Ib-
11asi 4acTh JIAHHOTO Kypca, KaK pa3 MOoJX0IUT Mo/ onpeeieHrue nuopmamoHHoii 6e3omac-
HOCTH B Y3KOM CMBICJIE, HO HE SIBJISIETCS MOJIHBIM €€ COJIep>KaHueM, OCKOIbKY HH(pOopMaIu-
OHHBIE CUCTEMBI U MaTepHUaIbHbIe HOCUTEIN UH(GOPMAIIUU CBSI3aHbI HE TOJIBKO C KOMITbIOTE-
paMu.

2 YpoBHu popMupoBaHus pe;kuMa HHGPOPMAIIMOHHOI 0€30acHOCTH

C y4eToM M3JI0’KEHHOTO BBIJICTIUM TPHU YPOBHS (POPMUPOBAHUS pekruMa HHopmaIu-
OHHOI1 0€30MacHOCTH:

- 3aKOHOJATEJIbHO-TIPABOBO;

- aJIMUHHUCTPATUBHBIN (OpraHU3aIMOHHBIN );

-~ OPOrpaMMHO-TEXHUYECKUM.

3aKOHOIATEIBbHO-TIPABOBOM YPOBEHb BKJIIOUAET KOMILIEKC 3aKOHOAATEIbHBIX U MHBIX
MPaBOBBIX aKTOB, YCTAHABIIMBAIOIINX IIPABOBOM CTATYC CyObEKTOB MH(POPMAITMOHHBIX OTHO-
HIEHUH, CYyOBEKTOB U 0OBEKTOB 3aLIUThI, METOIbI, POPMBI U CITOCOOBI 3AIUTHI, X TPABOBOM
cratyc. Kpome TOro, Kk 3TOMy YPOBHIO OTHOCSITCS CTAaHAAPTHI U CrieU(pUKAIIMN B 001aCTH

uHpopmaImoHHoi 6e3onacHocTH. CrcTeMa 3aKOHOIATEeNbHBIX aKTOB U pa3pabOTaHHBIX Ha
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ux 0a3e HOPMATUBHBIX W OPTaHU3AMMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB JOJDKHA 00ec-
Ne4YrBaTh OpraHu3aluio 3PpQPeKTUBHOrO HaA30pa 3a UX MCIOJHEHHUEM CO CTOPOHBI IPaBo-
OXPAHUTEIHHBIX OPTAaHOB M PEATU3AIUI0 MEp CyAeOHOM 3alUTH U OTBETCTBEHHOCTH CyOB-
€KTOB MH(GOPMAIIMOHHBIX OTHOMIEHUH. K 3TOMY ypOBHIO MOYXHO OTHECTH M MOPAJIbHO-ITH-
YECKUE HOPMBI TOBEJICHUSI, KOTOPBIE CIOKUINCHh TPAOULIMOHHO WM CKJIAbIBAIOTCS IO MEPE
pacipoCTpaHEHHUs] BBIUYMCIUTEIBHBIX CPEACTB B 00mIecTBE. MOpaIbHO-3TUYECKUE HOPMBI
MOTYT OBITh PETJIaMEHTUPOBAHHBIMU B 3aKOHOJIATEILHOM MOPSIZIKE, T. €. B BUJE CBOJA Mpa-
BUJI U nipeAnucanuii. Hanbosnee xapakTepHbIM IPUMEPOM TaKUX HOPM siBiisieTcst Koaekce mpo-
(dheccroHaNBHOTO MOBEICHUS YieHOB Acconmanuu nmoias3oBareseid DBM CIIA. Tem He me-
Hee, 3T HOPMbI OOJIbIIIEH YacThiO HE SIBISIOTCS 0053aTE€IbHBIMHU, KaK 3aKOHOJIaTEIbHBIC
MEpHI.

AJIMUHUCTPATUBHBIA YPOBEHb BKIIIOUAECT KOMILJIEKC B3aMMOKOOPIAUHUPYEMBIX MEPO-
MPUATUA U TEXHUYECKUX MEpP, PEATU3YIOIIUX MPAKTUYECKUE MEXAHU3MbI 3allUTHI B MPO-
1[ecCe CO3/IaHus M KCIUTyaTallud CHCTEM 3alluThl HHPpopMauuu. OpraHu3alloOHHBIN ypo-
BEHb JIOJDKEH OXBAThIBATh BCE CTPYKTYPHBIE AIIEMEHThI CUCTEM 00paOOTKU JJAHHBIX HA BCEX
JTanax MX >KU3HEHHOTO LHUKJIA: CTPOUTENIBCTBO MOMEIIECHUW, MPOEKTUPOBAHUE CUCTEMBI,
MOHTaX Y HajlaJika 000pyI0BaHUsl, UCIIBITAHUS U MPOBEPKH, IKCILTyaTaIlUs.

[IporpaMMHO-TEXHUYECKUI YPOBEHD BKIIIOYAET TPU MOAYPOBHS: (PU3UUECKUHN, TEXHU-
YecKuil (anmapaTHbIM) U TporpaMMHbIA. OU3UYECKHI MOypPOBEHD peIIaeT 3aauu ¢ Orpa-
HUYEHUEM (U3UYECKOT0 IOCTyNa K HHGOpMAaIKi U UHPOPMAIIMOHHBIM CHCTEMaM, COOTBET-
CTBEHHO K HEMY OTHOCSTCSI TEXHUYECKHUE CPEACTBA, pPEAIU3yEMbIE B BUAE aBTOHOMHBIX
YCTPOMCTB U CUCTEM, HE CBS3aHHBIX C 00paOOTKOM, XpaHEHHEM U Tepenaueii HHGOpMaIIUn:
CUCTEMa OXPAHHOW CUTHAJIM3AINH, CUCTeMa HAOIIOACHUS, CPEACTBA (PU3UUECKOTO BOCIIpE-
MATCTBOBAHMS IOCTYIY (3aMKH, OTPakICHUS, PEIICTKH | TIp.).

CpeacTBa 3amuThl annapaTHOr0 M MPOrPaMMHOrO MOAYPOBHEH HEMOCPEACTBEHHO
CBSI3aHBI C CUCTEMOM 00paboTku nHGOPMAITIU. DTH CPEICTBA JTMOO0 BCTPOCHKI B animapaTHbIe
cpenctBa 00pabOTKH, TMOO CONMPSKEHbI C HUMHU 110 cTaHAapTHOMY uHTepdeiicy. K anmapar-

HBIM CPCACTBAM OTHOCATCA CXCMbI KOHTPOJIA I/IH(bOpMaI_II/II/I I10 YCTHOCTHU, CXCMBbI JOCTYIIA 110
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kiouy U np. K mporpaMMHBIM cpeAcTBaM 3alluThl, 00pa3yIoNMM MPOTPAMMHBIN MOIYPO-
BEHb, OTHOCATCS CIIEUAIbHOE MPOrpaMMHOE 00ecrieueHre, UCIO0Ib3yeMOoe JJIs 3alllUThl UH-
dbopmarim, HampuMep, aHTUBUPYCHBIN TakeT U mp. [IporpaMmpl 3amuThl MOTYT OBITh Kak
OTIICTbHBIC, TaK M BCTpOCHHBIC. Tak, mudpoBaHUE JAHHBIX MOKHO BBITIOJTHUTH BCTPOCHHON
B OIEpaIlMOHHYIO cucTeMmy (aiinooil mudpyromeit cucremoir EFS (Windows 2000, XP)
WJIM CHEUAIBHON MPOrpaMMoil mu@poBaHusl.

[Toguepkuem, yTo (hopmMupoBaHHe pexuMa MHGOPMAIIMOHHON OE30MacHOCTU SIBIIS-
€TCsl CJIO’)KHOM CHCTEMHOM 3ajauei, pelieHre KOTOpOil B pa3HbIX CTpaHaxX OTIMYAETCS 10
COJICP’KaHUIO M 3aBUCHUT OT TakuX (PaKTOPOB, KaK HAYYHBIN MOTEHIMAN CTPaHbl, CTENEHb
BHEJIPEHUS CPENICTB MH(POpPMATU3AIMH B KU3HB OOIIECTBA U SKOHOMHUKY, Pa3BUTHUE MTPOU3-
BOJICTBEHHO# 0a3bl, 001Iel KYJIbTYphl OOIIECTBA U, HAKOHEI, TPAAUIIUA U HOPM MTOBEJCHUS.

3 BuiBojbI 10 Teme 1.3

1) OcHoBHBIC 337auu HH)OPMAITMOHHOM OE30MaCHOCTH:

- 3allMTa TOCYJAapCTBEHHOM TaWHBI, T. €. CEKPETHOM U IPYroil KOHPUAEHINATbHON
nH(bOpMaLny, ABIAIOIIENHCS COOCTBEHHOCTBIO TOCY1apCTBa, OT BCEX BUIOB HECAHKIIMOHUPO-
BAHHOTO JOCTYIa, MAHUITYJIMPOBAHUS U YHUUTOXKECHUS;

- 3allIMTa IpaB IPaKJaH Ha BIIaJIEHUE, PACTIOPSIKEHUE U YIPABIICHUE MPUHAJIEKA-
et M uHpoOpMaIny;

- 3allMTa KOHCTUTYLUMOHHBIX NpaB Tpa)xJaH Ha TaliHy NEPEeNKCKH, NEpPEeroBOPOB,
JINYHYIO TalHY;

~  3alIMTa TEXHUYECKUX U MIPOTPAMMHBIX CPEJICTB MH(POPMATU3AIMH OT OITHOOYHBIX
NeUCTBUH TIepcoHaia U TEXHOTEHHBIX BO3JICUCTBUM, a TAK)KE CTUXUITHBIX O€/ICTBUIA;

- 3alIMTa TEXHUYECKUX U MPOTPaAaMMHBIX CPEICTB MHPOpPMATHU3AIMHN OT MPEeIHAME-
PEHHBIX BO3/ICVCTBUI.

2) Pexum nH(bpOpMAIIMOHHON 0€30MTACHOCTH BKIIFOYACT TPU YPOBHS:

~  3aKOHO/IaTeJIbHO-TIPABOBOW;

- aJIMUHHUCTPATUBHBIN (OpraHU3aI[MOHHbIN);

~  IPOTPAMMHO-TEXHUYECKUHU.
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3) 3akoHOIaTEIHHO-TIPABOBON YPOBEHb BKJIIOYACT KOMIUICKC 3aKOHOJATEIBHBIX M
MHBIX TIPABOBBIX aKTOB, YCTAHABIIMBAIOIIUX MTPABOBOM CTATyC CyOBEKTOB MHGOPMAIIMOHHBIX
OTHOIIEHUH, CYOBEKTOB M 00BEKTOB 3aIUTHI, METO B, (JOPMBI M CIIOCOOBI 3aIUTHI, HX Tpa-
BOBOM CTaTyc.

4) AIMUHHCTPATUBHBIA YPOBEHb BKIIIOYACT KOMIUICKC B3aMMO-KOOPIUHHPYEMBIX
MEPOTNPUATAN U TEXHUYECKUX MEP, PEAUIM3YIOIIMX MPAKTUYECKAE MEXAHU3Mbl 3alIUTHI B
IpolLecce CO3JJaHus U IKCILTyaTallii CUCTEM 3allIUThl HH(OPMAIUH.

5) IIporpaMMHO-TE€XHUYECKUI YPOBEHb BKJIIOYAET TPU MOAYPOBHS: (DU3MUYECKU,

TEXHUYECKUH (anmapaTHbIi) U TPOrPAMMHBIN.
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Tema 1.4 HopmaTHBHO-TIpaBOBbIE OCHOBBI HH(pOPMALIMOHHOI 0€301IACHOCTH B
POD

1 IlpaBoBbIe 0OCHOBbI HH(OPMALMOHHOW 0€30MaCHOCTH 00111eCTBA

3akoHOAaTeNnbHBIE MEpHl B chepe MHPOPMAIIMOHHON OE30MacCHOCTH HAIPaBJICHBI Ha
CO3/IaHUE B CTpaHe 3aKOHOAATEIbHON 0a3bl, YIIOPSA0YMBAIOIICH U pEerIaMeHTHPYIOLIEH To-
BeJICHHE CYObEKTOB U 0OBEKTOB MH(OPMALIMOHHBIX OTHOILIEHHH, a TakKe ONMpeAesIoneit
OTBETCTBEHHOCTh 3a HAPYILLIEHNUE YCTAaHOBJICHHBIX HOPM.

PaboTa 1o co3nannio HOpMATUBHOM 0a3bl MpeaycMaTpuBaeT pa3paboTKy HOBBIX WUITU
KOPPEKTUPOBKY CYIIECTBYIOIIUX 3aKOHOB, MOJIOXKEHUN, TOCTAHOBICHUN U MHCTPYKIUH, a
TAaKXe CO3/IaHHE JIEVCTBEHHOW CHCTEMBI KOHTPOJIS 32 UCIIOJHEHUEM YKa3aHHBIX JIOKYMEH-
ToB. HeoOxonumMo 0TMETHUTBh, UTO Takas paboTa B MOCIEIHEE BpeMs BEJETCSA MPAKTUYECKU
HEMPEPBIBHO, TMOCKOJBKY cdepa HMHPOPMAIMOHHBIX TEXHOJOTHI pa3BUBACTCS CTPEMU-
TEJIbHO, COOTBETCTBEHHO MOSIBISIOTCS HOBBIE (hOpMBbI HH(OPMAIIMOHHBIX OTHOIICHUH, CYIIIe-
CTBOBaHHE KOTOPBIX JIOJKHO OBITh OMPEEIEHO 3aKOHOIaTEIbHO.

3akoHonarenpHas 6a3a B cepe MHPOPMAIMOHHOW O€30MaCHOCTH BKIIIOYAET MaKeT
denepalibHBIX 3aKOHOB, Y Ka30B [Ipe3nnenta PO, nocranosnenuii [IpaBurensctBa PO, Mex-
BEJOMCTBEHHBIX PYKOBOISIIIIUX JOKYMEHTOB U CTaHIAAPTOB.

OcHoBOMONArarONMMHI TOKyMEHTaMu 10 uHGopMaImoHHon 6e3omacHocty B PO sB-
nsirotest Koncturynus PO u Konuenuus HargmoHaabHOM O€3011aCHOCTH.

B Koncturynuu P® rapantupyercs «TaitHa mepenucku, TeaedOHHBIX IEPETOBOPOB,
MOYTOBBIX, TeJErpaHBIX U UHBIX cOOOIIEHUI» (CT. 23, 4.2), a TaKkKe «IIpaBo CBOOOIHO HC-
KaTh, MOJy4aTh, MepeIaBaTh, IPOU3BOIUTH U PACITPOCTPAHITH MH(OPMALIHIO JIFOOBIM 3aKOH-
HBIM crtocobom» (cT. 29, u.4). Kpome 3toro, Koncrurynueir PO «rapantupyercs cBoboaa
MaccoBoi nHpopmarm» (ct. 29, 4.5), T. €. MmaccoBast uH(GopMalys J0HKHA ObITh JOCTYITHA
rpakIaHaMm.

Konnenmust HarmonansHoi Oe3oracHoctu P®, BBenennas ykaszom I[Ipesunenta PO
No24 B suBape 2000 r., ompeaessieT BakKHEHIHE 3a1a4l odecreueHrs H()OpMaIMOHHOM

6e3onacHoctu Poccuiickoit deneparum:
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- peanm3anys KOHCTUTYITMOHHBIX TIPaB U CBOOO rpakaaH Poccuiickoit deneparun
B chepe uHMOPMAIIMOHHON JeSTEIbHOCTH;

~  COBEpIICHCTBOBAHUE W 3alllNTa OTCYECTBEHHON MH(OpPMAIMOHHOW HHPPACTPYK-
Typbl, HHTETparus Poccuu B MupoBoe HHPOPMAITMOHHOE MMPOCTPAHCTBO;

- MPOTUBOJECUCTBUE yrpo3€ pa3Bs3bIBaHUS MPOTUBOOOPCTBA B MH(OpPMAIMOHHON
chepe.

Jlnst oGecnieyeHus mpas rpaxkaa B cepe nHPOPMAIMOHHBIX TEXHOJIOTUHN U pellIeHUs
3a/1a4 “HGOPMAIIMOHHOM 0€30MacHOCTH, ChOPMYIMPOBAHHBIX B KoHIIeNIIMKY HallMOHATBHOM
6e3onacHocTn P®, pazpaboTaHbl U MPOAOIKAIOT pa3padaThIBATHCS U COBEPIICHCTBOBATHCS
HOPMATHUBHBIE JOKYMEHTHI B chepe HHPOPMAIIMOHHBIX TEXHOJIOTHUH.

2 OCHOBHbBIE MOJI0KEHHUST BasKHEHIIIMX 3aKOHOIATEeIbHBIX aKkTOB P® B 00s1acTH
HHGopMALMOHHOM 0€301aCHOCTH M 3alIUTHI HHGOPMALMH

1) 3akon Poccwuiickoit @enepanuu ot 21 uronst 1993 roma Ne5485-1 «O rocynap-
CTBEHHOM TailHE» ¢ U3MEHEHUSIMU U JIONIOJIHEHUSIMH, BHECEHHBIMHU TOCIIE €r0 MPUHSTHS, Pe-
TyJIIPYET OTHOIIEHUS, BO3HUKAIOIINE B CBSI3U C OTHECEHHEM CBEICHUI K TOCYJapCTBEHHOM
TaifHe, UX pacCEeKpEeUMBaHUEM U 3aIUTON B MHTEpecax obecneueHus: oezonacHoctu Poccuii-
ckoil denepanu.

B 3akoHe onpeneneHsl CaeAyoNMe OCHOBHBIE TOHSATHUSA:

- rocyAapCTBEHHas TailHa — 3alllUIlaeMbl€ TOCYIapCTBOM CBEACHUSI B 00JIACTU €0
BOCHHOM, BHEIIHETIOJMTUYECKOM, SKOHOMUUYECKOW, Pa3BEAbIBATECIIbHOM, KOHTPPAa3BEAbIBA-
TEJIbHOW ¥ ONIEPATUBHO-PO3bICKHOM AESATEIbHOCTH, PACIIPOCTPAHEHNE KOTOPBIX MOYKET HaHE-
ctu ymiep0 6e3omacHocTu Poccutickoit denepanuuy;

~  HOCHTENH CBEJAECHUM, COCTABISIONINX TOCYJapCTBEHHYIO TaillHy, — MaT€pUaIbHbIE
O0OBEKThI, B TOM YHCJI€ (PU3UYECKUE TOJIsI, B KOTOPBIX CBEJEHHUS, COCTABJISIIOIINE TOCYyIap-
CTBEHHYIO TaliHy, HaXOJSAT CBOE OTOOpaX€HHE B BHUJIE CUMBOJIOB, 00pPa30B, CUTHAJIOB, TE€X-

HUYECKHUX PELICHUN U MPOLIECCOB;
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- CHCTEMa 3aIUThI TOCYJaPCTBEHHOM TallHbl — COBOKYITHOCTh OPI'aHOB 3allUTHI TOC-
YAAPCTBEHHOMW TailHBI, UCIIOJIb3YEMBIX MU CPEACTB U METOJOB 3alUThI CBEICHUI, COCTAB-
JIAIOMIAX FOCYAAPCTBEHHYIO TallHY, U UX HOCUTEIIEH, a TAK)KE MEPOIIPUATUH, TPOBOIMMBIX B
ATUX 1ENSX;

~  JIOCTYII K CBEJEHHUSM, COCTABIISIIOIINM TOCYJaPCTBEHHYIO TallHY — CAHKIIHOHUPO-
BAHHOE IMOJHOMOYHBIM JOJKHOCTHBIM JIMLIOM O3HAKOMJIEHHE KOHKPETHOTO JIMIA CO CBEJE-
HUSMH, COCTABJISIOIINMU TOCYJAPCTBEHHYIO TallHY;

~  rpud CEKpPETHOCTU — PEKBU3UTHI, CBUJICTEIBCTBYIOLIUE O CTEIIEHU CEKPETHOCTU
CBEJICHUH, COJEPKAILNXCS B UX HOCUTEJIE, POCTABISIEMbIE HA CAMOM HOCHUTENE U (WIH) B
CONPOBOJIUTENIBHOM IOKYMEHTAIIUN HA HETO;

—  CpelcTBa 3alUThl UHPOPMAIUU — TEXHUYECKUE, KPUTITOTpaPUUIECKUE, MPOrpPaMM-
HbIE U JIPyTU€ CPEICTBa, MpeAHA3HAYEHHBIE JIJIS 3alUThl CBEJACHHM, COCTABISAIOIINX TOCY-
JApCTBEHHYIO TaliHy, CPEJICTBA, B KOTOPBIX OHU PEaJIM30BaHbI, @ TAKKE CPEACTBA KOHTPOJIS
3¢ (PEeKTUBHOCTH 3aIUTHl HHPOPMALIUH.

3aKOHOM OIPECIICHO, YTO CPEJICTBA 3aIUTH HH(OPMAIUH JTOKHBI UMETh CepTU(hU-
KaT, YJIOCTOBEPSIIONINI UX COOTBETCTBUE TPEOOBAHUSAM IO 3AIIUTE CBEACHUI COOTBETCTBY-
IOILIEN CTENEHN CEKPETHOCTH.

Opranuzanusi cepTudUKaIMU CPEACTB 3alUThl HHGOpMaluu Bosnaraetcs Ha [ocy-
JApCTBEHHYIO TEXHHUYECKYI0 Komuccuto npu Ilpesuaenre Poccuiickoit @enepannu, Dene-
panbHYIO cinyk0y Oe3onacHoctu Poccuiickoit deneparu, MunucrepctBo o6oponsl Poc-
cuiickoit denepalvy B COOTBETCTBHUH ¢ (YHKIUSIMH, BO3JIOKECHHBIMA HA HUX 3aKOHOIATE b~
ctBoM Poccuiickoi denepannn.

2) 3akoH P® «O06 mubpopmanmu, nHGOpMaTH3aIMK U 3a1iuTe HHGopMalum» ot 20
despaist 1995 rona Ne24-D3 — sBsIETCS OJJHUM U3 OCHOBHBIX 0a30BBIX 3aKOHOB B 00J1aCTH
3aIUThl HHOOPMAILIMK, KOTOPBIM PEriaMeHTUPYET OTHOIICHUS, BO3HUKAIOIINUE TIpU (PopMHU-
POBaHUU U HMCIOJB30BaHUM WH(OpPMAIMOHHBIX pecypcoB Poccuiickoit denepanuu Ha OC-

HOBE cOOpa, HAKOILJICHUsI, XPAaHEHUsI, PAaCTIPOCTPAHECHUS U TIPEAOCTABJICHUS MOTPEOUTEIM
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JTOKYMEHTHUPOBAHHOW WH(OpMAIUK, a TaKXKe MPU CO3JaHUU U UCIIOIH30BAaHUU WH(OpMaIH-
OHHBIX TE€XHOJIOTUH, MPHU 3aIIUTEe UHPOPMALIUU U NPaB CYObEKTOB, YYaCTBYIONUIUX B MHPOP-
MaIMOHHBIX TpoIleccax U HHGHOPMaTH3AIINH.

OCHOBHBIMM 3alauaMHU CHCTEMBbI 3alIUThl MHPOpPMAIIMH, HAIICAIIMMHA OTPAKECHUE B
3akone «O0 undopmalu, HHGOpMaTU3AINHU U 3aLTUTE HHPOPMALIUI, SIBIISIOTCS:

~  NOpeNoTBpAIlCHUE YTEUKHU, XUIIEHUSI, yTPAThl, HECAHKIIMOHUPOBAHHOTO YHUUTOXE-
HUSl, UCKaXeHUs1, MoauduKkanuu (TOIIENKH ), HECAHKIIMOHUPOBAHHOTO KOMMPOBaHUs, 0J10-
KUpOBaHUs1 UHGOPMALIMU U T. II., BMEIIATEIbCTBA B MH(POpMAIUIO U MH(DOPMAITMOHHBIE CH-
CTEMBI;

~  COXpaHEHHUE MOJHOTHI, TOCTOBEPHOCTH, IIEJTOCTHOCTH UH(OpPMAIIUHU, €€ MAaCCUBOB
U TIporpaMM 00pabOTKHU JaHHBIX, YCTAHOBJIECHHBIX COOCTBEHHUKOM HJIM YIIOJTHOMOYEHHBIM
UM JIULIOM;

~  COXpaHEHHE BO3MOKHOCTH YIIPaBIEHUS PolieccoM 00paboTKH, MOIb30BaHUS UH-
(dbopmarneit B COOTBETCTBUU C YCJIOBUSIMU, yCTAHOBJIEHHBIMU COOCTBEHHUKOM WJIU BIIa/ICb-
1eM uHdopmauy;

- o0ecredyeHre KOHCTUTYIIMOHHBIX MPaB IPAXK/IaH HA COXPAHEHUE JTUYHON TaliHbI U
KOH(UIECHIIUAIBHOCTH MEPCOHAIBHON UH(pOpMAIUY, HAKaIIMBaeMou B OaHKaX JaHHBIX;

- COXpaHEHHUE CEKPETHOCTH WM KOH(GUIEHIIMAILHOCTH WH(GOPMAIIMH B COOTBET-
CTBUHM C MPaBUJIaMH, YCTAHOBJICHHBIMU JISUCTBYIOIIUM 3aKOHOJATEILCTBOM U IPYTHMU 3a-
KOHOJIaTE€JIbHBIMUA WJIM HOPMATUBHBIMU aKTaAMU;

- coOJII0/IeHHE TIPaB aBTOPOB MPOTPAMMHO-UH()OPMAITMOHHON MPOTYKIIUH, UCTIONb-
3yeMoil B ”H()OPMAIIMOHHBIX CUCTEMAX.

B cooTtBeTCTBHM C 3aKOHOM:

- uHGOpPMAILMOHHBIE PECYPCHI AEATCA Ha TOCYIAPCTBEHHBIE U HETOCYIapPCTBEHHBIC
(cT. 6,4. 1);

- ToCcyIapCTBEHHBIC HHPOPMAIIMOHHBIE PECYPCHI SABJISIFOTCS OTKPBITHIMU U 00II1E/10-
CTynHBIMU. VCKITFOUeHrEe COCTaBIIAET TOKYMEHTUPOBaHHAas: HHPOpMAIIUs, OTHECEHHAs 3aKO0-

HOM K KaTeropuu orpaHuyeHHoro pocryna (ct. 10, 4. 1);
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~  JOKYMEHTUpPOBaHHasi MHPOpMAIUS C OTPAaHHUUYEHHOTO JOCTyMa IO YCIOBUAM €€
IPaBOBOTO PEKMMa MOApa3AeNIeTCsl Ha MHPOPMAIIMIO, OTHECEHHYIO K TOCYAapCTBEHHOU
TaliHe, U KoH(puaeHuanpHyto (cT. 10, 9. 2).

3aKoH OompeeNseT NATh KaTeropHuil rocyAapCTBEHHBIX HHPOPMAIIMOHHBIX PECYPCOB:

~  OTKpHBITas oO1e0CcTynHAs MHPOpMaIIUs BO BCeX 00JIACTAX 3HAHUM U JesTeIbHO-
CTH;

- uH(oOpManus ¢ OrpaHUYCHHBIM JTOCTYIIOM;

- uH(opManus, OTHECEHHAs K TOCyJapCTBEHHOU TalHE;

- KoH(UICHIMATbHAs HHPOpMAIUS;

~ TEpCOHANbHBIE JJaHHBIE O TpaXkJaHaX (OTHOCSTCS K KaTeropuu KOH(HIEeHIUAIb-
HOI MH(POPMALIMH, HO PETIAMEHTUPYIOTCS OTACIbHBIM 3aKOHOM).

Cratpsa 22 3akona «OO0 mHpopmanuu, uHpoOpMaTH3aUUUd U 3alIUTE UHPOPMALIUN
OTIpe/IeIIsieT MpaBa U 00s13aHHOCTH CYOBEKTOB B 00JIaCTH 3aluThl MH(pOpManuu. B yactHo-
CTH, IIYHKTHI 2 1 5 00s3bIBAIOT BIaAEIblIa NHPOPMAIMOHHOM CHUCTEMBI 00ECIIeYnBaTh HEOO-
XOJUMBIN YPOBEHbB 3allUThl KOHPUIEHINAIbHON HH(OPMALIUU U OMIOBELATh COOCTBEHHUKOB
MH(}OPMAIMOHHBIX PECYPCOB O (haKTaxX HapYyUICHUS PEXUMa 3alUThl HHPOPMaLIUH.

Crnenyer OTMETUTh, YTO MPOLIECC 3aKOHOTBOPUECTBA UIET IOCTATOYHO CII0kHO. Eciu
B BOIIPOCAx 3allUThl TOCYIapCTBEHHOM TallHbI co3/1aHa OoJiee WM MEeHee HaJleXHasi 3aKOHO-
JaTeabHas CUCTEMa, TO B BOIIPOCAX 3alUTHI CIIY>KEOHOH, KOMMEpUeCKOoil 1 YacTHOU uHGOP-
Malll{ CyIIECTBYET JOCTATOYHO MHOI'O IPOTUBOPEYUI U «HECTBIKOBOK.

[Tpu pa3paboTke 1 UCTOIB30BAaHUH 3aKOHOAATEIbHBIX U APYTUX MPABOBBIX U HOpMa-
THUBHBIX JOKYMEHTOB, a TAK)K€ MPU OpraHU3alMK 3alIUThl UHPOPMALUK BaXKHO MPABUIIBLHO
OPUEHTHUPOBATKLCS BO BCEM OJIOKE JIEHCTBYIOIIEH 3aKOHOIaTEILHOM 0a3bl B 3TOM 001aCTH.

[IpoOnembl, CBA3aHHBIE C MPABUIBLHON TPAaKTOBKOW M MPUMEHEHUEM 3aKOHOAATEIb-
ctBa Poccuiickoit denepannn, mepuoIudeck BOSHUKAIOT B MIPAKTHYECKON paboTe 1o opra-
HU3ALWU 3aIIUTH THPOPMAIIUHU OT €€ YTEUKHU M0 TeXHUYECKUM KaHajlaM, OT HECaHKI[MOHHU-
POBAHHOTO JOCTYIA K MH(OPMAIIUK U OT BO3JCHCTBUI Ha Hee Mpu 00pabOTKE B TEXHUUECKUX
cpencTBax HHPOPMATU3AINH, & TAKXKE B X0 KOHTPOJIA 3P (HEKTUBHOCTH TPUHUMAEMBIX MEP

3aIIUTHhI.
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3 OTBeTCTBEHHOCTH 32 HApYLIeHNs B cepe HHPOPMAIIMOHHON 0€30MACHOCTH

HemanoBaxHasi pojib B CUCTEME MPABOBOI0 PETYJIMPOBAHMS HHPOPMALIMOHHBIX OTHO-
IIIEHUI OTBOAMTCSI OTBETCTBEHHOCTH CYOBEKTOB 3a HapyIIeHUs B cepe nHPpOopMaImoHHOMI
0€30MMacHOCTH.

OCHOBHBIMM IOKYMEHTAMH B 3TOM HalpPaBICHUU SABJISIOTCS:

- YronosHbIM Kogekc Poccuiickon denepanumn.

- Kopnekc Poccuiickoit denepaiuu 00 aAMUHUCTPATUBHBIX MTPAaBOHAPYLICHUSX.

B npunsarom B 1996 rony YronoBaom kojekce Poccuiickort denepanuu, kak Hanubo-
Jiee CUJIbHOJICUCTBYIOIIEM 3aKOHOAATENBHOM AKTE MO MPEIyNpPEKICHUIO MPECTYIUICHUN U
MIPUBJICYECHHUIO MPECTYITHUKOB U HAPYIIUTENECH K YrOJOBHOM OTBETCTBEHHOCTH, BOIPOCAM
0e3omnacHocTh UHGOPMAIIMU MTOCBSIIIEHBI CIICTYIONINE TJ1aBbl U CTAThU:

1) Crarbsa 138. Hapyurenue TaiHBI TEpENMUCKH, TeJIe(hOHHBIX MEPErOBOPOB, TOYTO-
BbIX, TeJerpadHbIX I UHBIX COOOIECHUH.

2) Cratbs 140. OTKa3 B IPEIOCTABICHUN TPaXXIaHUHY HH()OPMAIIHH.

3) Crarbs 183. He3akoHHOE TOJIyYCHHE M pas3rialicHUe CBEACHUMN, COCTABIISIONIMX
KOMMEPYECKYIO UM OAHKOBCKYIO TalHY.

4) Crates 237. CokpeiTue mHpOpMaUu 00 0OCTOATEIBCTBAX, CO3JAMOIINX OIac-
HOCTb JUISl KU3HU U 3J0OPOBbS JIHOJIEH.

5) Crarbs 283. Pa3rnaimenue rocy1apcTBEHHON TalHBI.

6) Crarbs 284. YTpara JOKYMEHTOB, COJIEPIKAIINX TOCYIaPCTBCHHYO TaliHYy.

Ocoboe BHUMaHHE YJesIeTCs KOMIBIOTEPHBIM MIPECTYIUIEHUSM, OTBETCTBEHHOCTD 3a
KOTOpbIE MPEAYyCMOTpEHA B crienuaibHoi 28 riase koaekca «lIpectymuienus B cpepe KoM-
neloTepHO nHbopmarny. ['aBa 28 BKIItOUaeT ClIeAyIOMNE CTAThU:

1) Crarbs 272. HenpaBoMepHBIi JOCTYI K KOMIIBIOTEPHON UH(POPMAIUH.

a) HempaBomepHbIil JOCTYN K OXpaHsSE€MON 3aKOHOM KOMITbIOTEpHOM MHGOpMAIIIH,
TO €CTh MH(POPMAIIMK HAa MAITUHHOM HOCHUTENE, B AJICKTPOHHO-BBIYMCIUTEILHON MaIlliHE
(OBM), cucteme 9BM uiu ux ceTH, €CJIM 3TO JCSHUE MOBJICKJIO YHUUYTOXKEHHUE, OJIOKUPOBa-

HUe, Moau(UKaINo 100 KomrupoBaHue nH(opMmaluu, HapylieHue padboTsl DBM, cuctemsr
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OBM unu ux cetr, — Haka3bpIBaeTCs MTPadoM B pazMepe OT IBYXCOT JI0 MATHCOT MUHUMAJTh-
HBIX pa3MEpPOB OIIATHI TPyJa WU B pa3Mepe 3apab0THOM MIIAThl UM MHOTO JI0X0Ja OCYK-
JICHHOTO 3a TIEPHUOJ] OT JABYX IO MATH MECSIIEB, TUOO MCIPABUTEILHBIMIA pab0TaMH Ha CPOK
OT LIECTU MECALEB 10 OJHOTO Tofa, TMOO JTUIIEHUEM CBOOObI Ha CPOK 10 ABYX JIET.

0) To xe nesHue, COBEPIICHHOE TPYNION JIMI] [0 MPEIBAPUTEILHOMY CIOBOPY WM
OpPraHM30BAHHOM TPYMIIOH, JIMOO JTUIIOM C HCIOJIb30BAaHHEM CBOETO CIYKEOHOTO MOJIOXKE-
HUs, @ PaBHO UMEIOIIUM A0cTyIl K DBM, cucreme DBM niu ux cetu, — Haka3pIBaeTCs MTpa-
¢boM B pazMepe OT MATHUCOT JO BOCBMUCOT MHUHUMAJIBHBIX Pa3MEPOB OIJIAThl TPY/a UIU B
pa3Mepe 3apabOTHOM IUIaThl WM APYTOTO J0XO0Ja OCYXKIEHHOTO 3a MEpPHOJ] OT MATU 0
BOCBMHU MECSIIEB, JTMO0 UCITPaBUTEIBLHBIMHU pabOTaMH Ha CPOK OT OJHOTO Toj/ia 110 JABYX JET,
100 apecToM Ha CPOK OT TpeX JI0 IMIECTH MECSIIEB, TU0O0 JUIIEHUEM CBOOOJIBI Ha CPOK J0
TISATH JIET.

2) Crarbs 273. Co3naHue, UCIOIB30BAHKUE M PACIIPOCTPAHECHUE BPEIOHOCHBIX MPO-
rpamm 1uist OBM.

a) Coznanue porpamm ajisi 9BM i BHeceHHe U3MEHEHUH B CYIIECTBYIOIIUE TIPO-
rpamMMbl, 3aBEJIOMO MPUBOJAIIMX K HECAHKIIMOHUPOBAHHOMY YHUUYTOXXEHUIO, OJOKHPOBa-
HUIO0, MOJU(UKAUU JTUO0 KONMUPOBAHUIO MH(POpMALMH, HapylieHuio padbotel OBM, cu-
ctembl DBM uiu ux cetu, a paBHO UCIIOIB30BaHUE JIMOO PACTIPOCTPAHEHUE TAKUX MPOrPaMM
WY MaIlIMHHBIX HOCUTEJEH ¢ TAKMMU MPOrpaMMaMU, — HaKa3bIBACTCs JIMIICHHUEM CBOOO/IbI
Ha CPOK JIO TPeX JIET co mTpadoM B pazMepe OT ABYXCOT J0 MATUCOT MUHUMAJIbHBIX pa3Me-
POB OIUJIaTHI TPyJa WU B pa3Mepe 3apa00THOM MIIAThl HJIM MHOTO JOXOJa OCY>KJIEHHOTO 32
MepUo/ OT JIBYX JO ISITH MECAIIEB.

0) Te ke nesiHUs, MOBJIEKIIINE IO HEOCTOPOKHOCTHU TSHKKHUE MOCTEACTBUS, — HAKa3bl-
BAIOTCS JIMILIEHUEM CBOOOIbI HA CPOK OT TPEX JI0 CEMHU JIET.

3) Cratbs 274. Hapymenue npaBui skciutyatanuu 9BM, cucrembl D9BM miam ux
CETH.

a) Hapymenue npaBun skcruryataiuu 9BM, cuctembl 9BM uiam ux ceTH JUIIOM,
uMeromuM aoctyn k 9BM, cucreme OBM wnm ux cetu, moBiekiiee yHUYTOKEHNE, OJIOKH-

poBaHue WM MOIU(DUKAINIO OXpaHseMoi 3akoHOM uHbopmar OBM, ecnu 3T0 nesHue
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MIPUYUHUIIO CYIIIECTBEHHBIN BpE, — HAKa3bIBACTCS JIMIIEHUEM IIpaBa 3aHUMAaTh OIpECICH-
HbIE JOJKHOCTH WJIM 3aHUMAThCS ONIPEIENICHHOM e TeIbHOCTHIO Ha CPOK JI0 TISITH JIET, TUOO
00s3aTeNbHBIMA Pa0OTaMU Ha CPOK OT CTa BOCBMHJIECATH JO JABYXCOT COpPOKa 4acoB, JUOO
OrpaHU4eHHEM CBOOOBI HA CPOK JI0 JIBYX JIET.

0) To xe nesHue, MOBIEKIIEE MO HEOCTOPOKHOCTH TSKKUE MOCIEACTBUS, — HAKa3bl-
BAETCS JIMIIEHUEM CBOOOJBI HA CPOK JI0 YETHIPEX JIET.

4 BpiBoabI o Teme 1.4

1) OcHoBoOMOMArarOIMMU JOKYMEHTaMHU 110 HH(QOpMAIMOHHON Oe3omacHocTH B PD
apisitoTcss Konerurynus PO u Konuenuus HanmoHaabHOM 0€30MacHOCTH.

2) 3akoHOMaTeNbHBIC MEPhI B chepe HHPOPMAITMOHHONW 0€30MACHOCTH HAIPABJICHBI
Ha CO3/IaHHME B CTPAHE 3aKOHOJATEIbHOU 0a3bl, yIOPAIOUYUBAIOLIEH U PErJIAMEHTUPYIOIIEH
MOBEJEHUE CYOBEKTOB U 00bEKTOB HHPOPMALIMOHHBIX OTHOLIEHUH, 8 TAKKE ONPEACIIAIONIeH
OTBETCTBEHHOCTH 3a HAPYILIEHUE YCTAHOBICHHBIX HOPM.

3) 3akon P® «O06 mHpopmanmu, nHGOpMaTH3aIMK U 3amuTe nHGopMarum» ot 20
depais 1995 rona Ne 24-D3 sgBiseTcss OJHUM U3 OCHOBHBIX 0a30BBIX 3aKOHOB B 00JIaCTH
3aIUThl HH()OPMALIMK, KOTOPBIM PErJIaMeHTUPYET OTHOIICHMS, BO3HUKAIOIIUE TIPH (popMu-
POBaHUM W HMCIOJIb30BaHUM HH(POPMAIMOHHBIX pecypcoB Poccuiickoit denepannu Ha oc-
HOBE cOOpa, HAKOTUICHHMSI, XpaHEHUsI, PACTIPOCTPAHCHHS U MPETOCTABICHHS MOTPEOUTENAM
JOKYMEHTHUPOBAHHOW MH(OpMaIIUK, a TAaKXKe MPU CO3AaHUU U UCTO0JIb30BaHUH MH(OpMAIIK-
OHHBIX TE€XHOJIOTUH, MPHU 3aIUTEe UHPOPMAIIUU U TIPaB CYyObEKTOB, YYaCTBYIONIUX B HHPOP-
MAallMOHHBIX Tpolleccax U HHGOPMaTH3AIIUH.

4) TocynapcTBeHHas TaifHa — 3alIUIIAEMbIE TOCYJAPCTBOM CBEICHHS B 00J1aCTH €ro
BOCHHOM, BHEIIHETIOJIMTUYECKOM, SKOHOMUUYECKOW, Pa3BEAbIBATEIIbHOM, KOHTPPAa3BEAbIBA-
TEJIBHOUN U ONIEPATUBHO-PO3bICKHOM I€ATEIbHOCTH, pACIPOCTPAHEHUE KOTOPBIX MOYKET HaHEe-
ctu yuepo 6ezonacHoctu Poccuiickoit @enepanuu.

5) Cucrema 3alHUThl TOCYAaPCTBEHHOM TallHbI — COBOKYITHOCThH OPTaHOB 3aIUThI FOC-
yIapPCTBEHHOM TalHbI, UCIIOJIB3YEMbIX UMHU CPEJICTB U METOJIOB 3alllUTHl CBEACHUMN, COCTAB-
JSONIMX TOCYJApPCTBEHHYIO TallHYy U UX HOCHUTEJIEH, a TaK:Ke MEPOIPHUATHI, TPOBOIUMBIX B

OTHUX LCJIAX.
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6) HemanoBaxkHasi poiib B CUCTEME MPABOBOTO PEryJIUPOBaHUS WH(OPMAIIOHHBIX
OTHOILIEHUHU OTBOJIUTCS] OTBETCTBEHHOCTHU CYOBEKTOB 3a HapyLIEHUs B cepe MHPOpMaIOH-
HOI1 O6e3omacHOCTH. OCHOBHBIMU IOKYMEHTAMH B 3TOM HaIlPaBJICHUH SIBISIOTCS:

- YronosHbi kKogekc Poccutickont denepanuu;

- Kopnekc Poccuiickoit denepanum 00 aIMUHUCTPATUBHBIX MTPaBOHAPYIICHUSX.

22



WNudopmannonnas 6e30macHOCTb
Paznen 1. MadopmanrionHast 6€301MacHOCTh U YPOBHU €€ 00€CTIeueHUs

Tema 1.5 Ctangaptbl uHpopManuoHHOI 6e3o0macHocTH: «OQ01IHe KPUTEPUID)

1 TpeOoBaHus1 6€30MACHOCTH K HH()OPMAITMOHHBIM CHCTEMaM

Cranmapt ISO/IEC 15408 «Kpurtepuu oneHku 6€30macHOCTA HHOOPMAITMOHHBIX TEX-
Honorui» (u3aaH 1 nexadps 1999 roga) oTHOCUTCS K OIIEHOYHBIM CTaHJIapTaM. JTOT MEX-
JTYHAPOJHBIA CTaHJAPT CTaJ UTOTOM TMOUTH JIECATUIIETHEN pabOThl CIIEIUATNCTOB HECKOIb-
kux ctpad. OH BOOpas B ceOsI OMBIT CYIIECTBOBABIINX K TOMY BPEMEHU JIOKYMEHTOB HAIHO-
HAJIBHOTO U MEXXHAIIMOHAJIBLHOTO MaciiTada. UMEHHO MO3TOMY 3TOT CTaHIapT OYE€Hb YacTO
Ha3bIBAIOT « OOLUIUMU KPUTEPUSIMUY.

«OO0mmue KpuTepum» SBISIOTCS METAaCTaHAApTOM, OTMPEACISIIONTUM HWHCTPYMEHTHI
OIICHKU 0€30MacHOCTH UH(POPMAIITMOHHBIX CUCTEM U TIOPSIOK UX UCTIOIB30BAHMSL.

Kak n «OpanxeBast kaura», «OO1IMe KpUTEPUU» COJIEPKAT IBa OCHOBHBIX BUA Tpe-
OoBaHMi1 0€30MACHOCTH:

- (pyHKIIMOHAJIBHBIE — COOTBETCTBYIOT aKTUBHOMY aCIHEKTY 3aIlUThI — MPEAbsIBIIsIC-
MbI€ K QYHKIHSAM O€30MaCHOCTH U PEATU3YIOIIUM UX MEXaHU3MaM;

—-  TpeboBaHMS TOBEPHUS — COOTBETCTBYIOT TACCUBHOMY ACIEKTY — MPEIbSBIIEMbIC K
TEXHOJIOTHH U MPOLIecCY pa3pabOTKH U SKCILTyaTalluu.

B otinuune ot «OpanxkeBoi KHUTHY, «O0IIME KPUTEPUN» HE COJIEPkKAT Mpeaonpeae-
JIEHHBIX «KJIACCOB Oe30macHOCTUy. Takue KJ1acchl MOKHO CTPOUTDH, UCXOJS U3 TPpeOOBaHUI
0€30IacCHOCTH, CYIIECTBYIOIMIMX JJIsl KOHKPETHOM OpraHW3allud W/ WM KOHKPETHON UHGOP-
MAalLlMOHHON CUCTEMBI.

OdeHb BaxHO, 4TO 0€30MacCHOCTh B «OOIINX KPUTEPUAX» PACCMATPUBACTCS HE CTa-
TUYHO, a B IPUBSI3KE K )KU3HEHHOMY IIUKJTY 00BEKTA OLICHKHU.

YTrpo3bl 6€30MaCHOCTH B CTAH/IAPTE XapaKTEPU3YIOTCS CICIYIONTMMU TapaMeTPaMu:

- HUCTOYHMK yTPO3bI;

- METOJI BO3JCHUCTBUSI;

~  ySA3BUMBIE MECTa, KOTOPHIE MOTYT OBITh UCITOJIH30BAHBI,

~  pecypchl (aKTUBBI), KOTOPbIE MOTYT IOCTPAJaTh.
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2 IlpuHUMN HepapXHuU: KJIACC — CeMeCTBO — KOMIIOHEHT — 3JIEMEHT

st cTpyKTypHU3alMu MpOCTpaHcTBa TpeboBaHui, B «OOMIMX KPUTEPHUSIX» BBElICHA
Uepapxus KJIacc — CEMEHCTBO — KOMIIOHEHT — JJIEMEHT.

Knaccel onpenenstor Hanbosnee oO0IIyI0, «IIPEIMETHYIO» TPYIIUPOBKY TpeOOBaHUM
(mammpumep, GyHKIIMOHATBHBIC TPEOOBAHUS MTOJOTUCTHOCTH).

CemeilicTBa B mpejenax Kiacca pa3indaloTcs 0 CTPOTOCTH U APYTUM TOHKOCTSIM Tpe-
OOBaHMIA.

KoMIoHeHT — MUHUMaIbHBIN HA0Op TpeOoBaHUM, (UTYPUPYIOMIMI KaK LIEJIoe.

DJeMeHT — HeJleNuMoe TpeOoBaHHE.

Mex 1y KOMIIOHEHTaMU MOTYT CYIIIE€CTBOBATh 3aBUCUMOCTH, KOTOPbIE BO3HUKAIOT, KO-
r71a KOMIIOHEHT caM 1o cebe HeAOCTAaTOUYEH JIJIS TIOCTIKEHUS eI O€30TacHOCTH.

[TomoOHBIM TPUHITUTT OPTAHU3AIUH 3AITUTHl HATOMHHACT MPUHITUI POTPaMMHUPOBa-
HUS C UCTIOJIb30BaHUEM OUOIMOTEK, B KOTOPHIX COAECPKATCS CTaHAAPTHBIE (4ACTO HUCIIOJb3Y-
eMble) (PYHKIMHU, U3 KOMOMHAIUMN KOTOPBIX (POPMUPYETCS AITOPUTM PELLICHHUS.

«OO011IMe KpUTepUn» IMO3BOJISIIOT C MOMOIIBIO MOJOOHBIX OMOTUOTEK (KOMIIOHEHT)
dbopMHUpOBaTh Ba BHJIa HOPMATHBHBIX JOKYMEHTOB: MPOGUIbL 3aITUTHI U 33JIaHne o 0e3-
OTTaCHOCTH.

[Ipodwmip 3ammTel TMPEACTABISIET COO0OM TUIMOBOW HaOOp TpeOOBaHUIA, KOTOPHIM
JOJKHBI YIOBJICTBOPSATH POIYKTHI H/WIJIH CUCTEMBI ONIPEACIICHHOTO Kilacca (Hampumep, ore-
paIMOHHBIC CUCTEMBI HAa KOMIIBIOTEPAX B MPABUTEIbCTBEHHBIX OPTraHU3AIINAX ).

3amanue o 6€30MacHOCTU COJIEPKUT COBOKYIMHOCTh TPeOOBaHUM K KOHKPETHOM pa3-
paboTKe, BBITIOJTHEHNE KOTOPBIX 00ECIeUnBaET JOCTHKEHUE TTOCTaBICHHBIX 1IeJieit 6e30mac-
HOCTH.

OYHKITMOHAIBHBIN MMAKET — 3TO HEOJJHOKPATHO MCIOJIb3yeMasi COBOKYITHOCTh KOMITO-
HEHTOB, O0BEAMHEHHBIX JJI JOCTHKCHHSI ONIPEICIICHHBIX 1eJIel 0€30TacHOCTH.

ba3zoBsiif mpoduite 3amMUTH JOKEH BKIIOYATh TPeOOBaHUS K OCHOBHBIM (0053aTelb-
HBIM B JIFOOOM cydae) BO3MOXKHOCTSM. [IponsBoaHbIe ipoduin moydatoTcs u3 6a30BOro
myTeM T00aBJICHHSI HEOOXOAUMBIX MTAKETOB PACIITUPEHHUSI, TO €CTh MOJ00HO TOMY, KaK co3/a-

IOTCs ITPOU3BOAHBIC KJIACChI B O6T>GI(THO-OpI/IeHTI/IpOBaHHBIX A3BIKaX MPOrpaMMHPOBAHUA].
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3 OYHKIHOHAJIbHbIE TPEOOBAHUSA

Bce ¢ynkumonanbHbie TpeOOBaHUS 00bEIMHEHBI B TPYIIIBI HA OCHOBE BBIMOJIHAEMOMN
UMHU POJIU WM OOCTy>KUBaeMoM 11eau Oe3omacHocTr. Beero B «O0MMX KPpUTEPHSIX) TPEI-
ctaBieHo 11 (QyHKIMOHANIBHBIX KJ1accoB, 66 ceMelcTB, 135 KOMIIOHEHTOB. DTO ropasio
0O0JIBIIIE, YEM YUCIIO aHATOTUYHBIX TOHITHH B «OpaHKEBON KHUTE.

«O01I1e KpUTEepUn» BKIIOYAIOT CIEAYIONIME KiIacchl (yHKIIMOHATBHBIX TPEOOBAaHUI:

1) WnpenTrduKaius 1 ayTeHTH(QUKAIIS.

2) 3amuTa JaHHBIX MOJb30BATEIIS.

3) 3Bammra QyHKIUH O0e30macHOCTH (TpeOOBAHUS OTHOCSTCS K IEJIOCTHOCTH U KOH-
TPOJIIO JAHHBIX CEPBUCOB O€30MaCHOCTH U PEAIU3YIOLIUX UX MEXaHU3MOB).

4) VmupapieHue 0€30IMaCHOCTBIO (TPeOOBaHMS ATOTO Kjlacca OTHOCATCS K yIIpaBlie-
HUIO aTpuOyTaMH U napamerpamu 0€30MacHOCTH).

5) Aynaut 6e30macHOCTH (BBISBICHHE, PETHCTPALIUs, XpaHCHHUE, aHAJIN3 JaHHBIX, 3a-
TparuBarmunX 0€30MacCHOCTh 00BEKTa OIEHKH, PearnpoBaHME HA BO3MOXKHOE HapyIICHHE
0€30MacHOCTH).

6) JlocTym K 00BEKTY OICHKH.

7) TlpuBaTHOCTPH (3aIIUTa MOJB30BATEIS OT PACKPHITHS U HECAHKIIHOHUPOBAHHOTO
MCIIOJIb30BAHUS €r0 UIECHTU(DUKAITMOHHBIX TAHHBIX ).

8) Hcnomnp3oBaHue pecypcoB (TpeOOBaHUS K JOCTYITHOCTH HH(DOPMAIIHH).

9) Kpuntorpadpudeckas noaepixka (yrpaBieHHE KIIOYaMH).

10) CBs13b (ayTeHTHU(HUKALHSI CTOPOH, YIACTBYIOIIHUX B OOMEHE TaHHBIMH).

11) ToBepeHHbIN MapIpyT/KaHai (AJIs CBSI3U C CEpBHCAMU 0€30MaCHOCTH).

Paccmotpum coneprxaHue OQHOrO U3 KJIACCOB.

Kinacc pynkunoHanbHbix TpeOoBanmil «Icmoib30BaHUE PECYPCOBY BKIIOUAET TPU Ce-
MEHNCTBA.

OTtkazoycroitunBocTh. TpeOoBaHUs ATOTO CeMEeNCTBa HAMIPaBICHBI HA COXPAHEHUE J10-
CTYITHOCTH MH()OPMAIIMOHHBIX CEPBUCOB JaXKe B Cllydae cO0s WM 0TKaza. B cranmapre pas-

JIMYA0TCA aKTUBHAsA M IIaCCHUBHasd OTKaBOYCTOﬁqHBOCTB. AXKTUBHBIN MEXaHU3M COACPIKUT
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crenuanbHble (YHKIMH, KOTOPbIE aKTHUBU3UPYIOTCA B ciay4dae cOos. [laccuBHas oTkaso-
YCTOWYUBOCTH MOPa3yMEeBAET HaJU4He U30BITOYHOCTH C BO3MOXKHOCTBIO HEUTpaIu3alnuu
OIIHOOK.

OO6cnyxrBaHue MO MPHOPHUTETaM. BrinonHeHne 3Tux TpeOOBaHUN MO3BOJSET yIpaB-
JISITh UCTOJIb30BAaHUEM PECYPCOB TaK, UTO HU3KOMPUOPUTETHBIE ONEpalliid HE MOTYT TTOMe-
1aTh BHICOKOTIPUOPUTETHBIM.

Pacnipenenenne pecypcoB. TpeOGoBaHus HapaBlieHbl Ha 3aIUTY (ITyTeM MPUMEHEHUS
MeXaHU3Ma KBOT) OT HECAaHKIIMOHUPOBAHHOW MOHOTIOJIU3AIIMH PECYPCOB.

AHaJOTHYHO U JPYTrHe KJIACChl BKIIOYAIOT HAOOPHI CEMENCTB TpeOOBaHUN, KOTOPHIE
UCHOJIB3YIOTCA 111 (POPMYIMPOBKU TpeOOBaHMI K crcTeMe 0€30M1aCHOCTH.

«OO01mMe KpUTepum» — J0CTaTOYHO MPOTyMaHHBIM U MOJIHBIIA JOKYMEHT C TOYKH 3pe-
HUA (PYHKIIMOHAJIBHBIX TPEOOBAHUI M IMEHHO Ha 3TOT CTaHAApT O€30MaCHOCTH OPUEHTHUPY-
FOTCSI COOTBETCTBYIOIINE OpraHM3allMy B Halllel cTpaHe U B iepByto ouepear PCTIOK PO.

4 TpeOoBaHusi 10BepuUsi

Bropas dopma tpeGoBanuii 6e30macHoCTH B « OOIIMX KPUTEPUIX» — TPEOOBAHUS J0-
Bepusl OE€30MaCHOCTH.

VYcranoBieHue oBepusi 0€30MACHOCTH OCHOBBIBAETCS HAa aKTUBHOM HCCIIEIOBAHUU
00BEKTa OLIEHKH.

®dopmMma npeacraBieHus TpeOOBAHUN JOBEpUs, Ta KeE, YTO U U1 (PYHKIHMOHAIbHBIX
TpeOboBaHMI (KJ1acC — CEMEHCTBO — KOMITOHEHT).

Bcero B «O6mux kpurepusix» 10 kinaccos, 44 cemeiicTBa, 93 KOMIOHEHTa TPEOOBAHUMA
JOBepUsl OE€30MACHOCTH.

Knaccer TpeboBanuii 1oBeprs 6€30MaCHOCTH:

1) Pa3pabotka (TpeOOBaHus IS MOATATHOM JAeTaTu3anny QyHKINH O€30MaCHOCTH OT
KpaTKOW crieuu(uKanuy 10 peain3alun).

2) Tlomnepka >KM3HEHHOTO MHHUKIA (TpeOOBaHHS K MOJECIU XKMU3HCHHOTO IIMKIIA,
BKJIIOUAs MOPSIOK YCTPAaHEHUsI HEOCTATKOB U 3alllUTy Cpelbl pa3paboTKy).

3) TectupoBaHnue.

4) OreHKa ysI3BUMOCTEH (BKJIFOYAst OLIEHKY CTOMKOCTH (DYHKIHIT O€30IMacHOCTH).
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5) IlocraBka u 3KCIUTyaTaIysl.

6) VYmnpapieHue KOHPUTYpAIHCH.

7) PykoBojcTBa (TpeOOBaHUS K AKCIUTYaTaI[MOHHOMN TOKYMEHTAIINH ).

8) Tlommepxkka moBepus (I MOIIACPKKH ITAMOB KU3HCHHOTO IMKJIA TOCIIE CePTH-
dbuxanun).

9) Ormenka MPOQUIIS 3aMTUTHI.

10) Ouenka 3aanus 10 OE30MacCHOCTH.

[IpumenuTenpbHO K TpeOOBaHMSIM AoBepus (s (QYHKIMOHAIBHBIX TpEOOBaHUN HE
npexycMoTpenbl) B «OOIINX KpUTEPUSIX» BBEIACHBI OLICHOYHBIC YPOBHH JIOBEPHS (UX CEMb),
coJiepKalline OCMBICIICHHbIE KOMOMHAIIUU KOMITIOHEHTOB.

CreneHb 10BEpUs BO3PACTAET OT NEPBOTO K CEALMOMY YPOBHIO. Tak, OIIEHOYHBIN ypoO-
BCHb JIoBepus | (HavanbHBIN) MPUMEHSETCS, KOT/Ia YTPO3bl HE PAaCCMaTPUBAIOTCS KaK CepPb-
€3HbIE, a OIEHOYHBIA YPOBEHb 7 MPUMEHSIETCS K CUTYAIUsIM YpE3BbIUafHO BHICOKOTO PUCKA.

5 BeiBoabI 1o Teme 1.5

1) Crangapt ISO/IEC 15408 «Kputepun OlieHKH 0€30MacHOCTH WH(POPMAIIMOHHBIX
TexHojorui» (u3nad 1 gexkadbps 1999 roga) OTHOCUTCS K OIIEHOYHBIM CTaHAapTaM.

2) «OOmmme KpUTepHH» SBJSIOTCA CTaHIAPTOM, ONPEACIISIOMNM HWHCTPYMEHTHI
OIICHKW 0€30MacHOCTH UH(POPMAITMOHHBIX CUCTEM U TIOPSAIOK UX UCTIOIB30BAHMSL.

3) «OO01me KpUTEpUm» CoCpPIKaT JIBa OCHOBHBIX BHJIa TPEOOBAHUI OC30IMACHOCTH

- (pyHKIIMOHAJIBHBIE — COOTBETCTBYIOT aKTUBHOMY aCIEKTY 3aIlUTHI — MPEAbsIBIIsIC-
MbIe K (QYHKIMSIM 0€30MacHOCTH U PEATU3YIOIINM X MEXaHU3MaM;

- TpeOOBaHMS TOBEPHUS — COOTBETCTBYIOT TACCUBHOMY ACTIEKTY — IIPEIBSBISIEMbBIC K
TEXHOJIOTHH U MPOIIeCcCY pa3pabOTKH U SKCIUTyaTallUu.

4) Yrpo3bl 0€30MaCHOCTH B CTAHAAPTE XAPAKTEPU3YIOTCS CICAYIONIMMHU TapameT-
pamu:

- HCTOYHHK yTPO3BI,

- METOJ BO3JCHUCTBUSI;

~  ySA3BUMBIE MECTa, KOTOPHIE MOTYT OBITh UCIIOJIH30BAHBI,

~  pecypchl (aKTUBBI), KOTOPbIE MOTYT IOCTPAAaTh.
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5) s cTpyKTypH3aluu MpocTpancTBa TpeOoBaHuil B « OOLINX KPUTEPUSIX» BBEACHA
Hepapxus KJIacc — CEMEHCTBO — KOMIIOHEHT — DJIEMEHT.

6) Kiaccel ompenensror Hanbolee 00IIyI0, «IPEAMETHYI0» TPYIIHPOBKY TpeOOoBa-
HUl (Hanpumep, (PyHKIHOHAJIbHBIE TPEOOBAHUS MIOIOTYETHOCTH).

7) CewmeiicTBa B mpe/ieax Kiacca pa3invatoTcsl 0 CTPOTOCTH U APYTHM TOHKOCTSIM
TpeOOBaHMIA.

8) KommoHeHT — MUHHUMAIIbHBIN Ha00p TpeOoBaHM, (GUTYyPUPYIOLIUI KaK IeJI0e.

9) DneMeHT — HefeTuMoe TpeOoBaHMe.
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Tema 1.6. CtanaapTbl HH(POPMALMOHHOM 0€30IIACHOCTH pacnpeaeeHHbIX CH-
cTeM

1 CepBuchbl 0€30I1aCHOCTH B BBIYHCIUTEIbHBIX CETHAX

B nocnennee BpeMsi ¢ pa3BUTHEM BBIUYHCIUTENBHBIX CETEN U B OCOOCHHOCTH TII00AIIb-
HOM ceTu MIHTepHET BOMpOCHl 0€30IIaCHOCTU PaCHpPEEIEHHBIX CUCTEM NMPUOOPETN 0co0yI0
3HAYUMOCTb. BaXXHOCTH 3TOr0 BOIpoca KOCBEHHO MOIYEPKUBAETCS MOSBICHUEM Uy Th IIO3XKE
«OpaHXeBol KHUIM» CTaHJapTa, nojyuusluero Hazpanue «Pexomenmanun X.800», koTo-
pBIH TOCTaTOYHO MOJHO TPAKTOBAJ BONPOCHI MH(OPMALMOHHON O€30IacHOCTH pacIpee-
JIEHHBIX CUCTEM, T. €. BBIYMCIUTEIbHBIX CETEH.

Pexomenpannu X.800 BBIAENIAIOT caeayrouie cepBUCH ((QyHKIMU) 0€300aCHOCTH U
UCIIOJIHSIEMbIE MU POJIU:

1) Ayrentudukanus. J[aHHBINA cepBHC 00€CTICUNBACT MPOBEPKY MOTUHHOCTH ITaPT-
HEPOB M0 OOIICHUIO U MPOBEPKY MOVIMHHOCTH UCTOYHHUKA JTAHHBIX. AyTeHTHU()UKALUS TapT-
HEPOB MO OOIIEHUIO MCHOJB3YETCS MPU YCTAHOBJIEHUU COEIMHEHUS U MEPUOJUYECKH BO
BpeMsi ceaHca. AyTeHTU(UKaIMs ObIBAET OJHOCTOPOHHEH (OOBIYHO KJIIMEHT JI0Ka3bIBAaeT
CBOIO MOJITMHHOCTh CEPBEPY) U JBYCTOPOHHEH (B3aMMHOI).

2) YmupapieHHE JOCTYIOM OOECIIeYMBACT 3alIUTy OT HECAHKIIMOHHPOBAHHOTO HC-
II0JIb30BAHUS PECYPCOB, JOCTYIHBIX IO CETH.

3) KoH(uaeHIMaIbHOCTh JaHHBIX O0CCIICYMBACT 3AIIUTY OT HECAHKIIMOHHPOBAH-
HOTO MoJiydeHus uHpopmanuu. OTAEIbHO BbIAEISAETCS KOH(PUIECHIUAIBHOCTh TpapuKa —
3TO 3aluTa UHPOPMAIMK, KOTOPYIO MOXKHO IMOJIyYHUTh, aHAIU3UPYS CETEBbIE IOTOKU JaH-
HBIX.

4) 1lenocTHOCTh JaHHBIX MOAPA3ACISICTCS Ha MOABHIBI B 3aBUCHMOCTH OT TOTO, Ka-
KOW TUI OOLIEHUS! UCHOJIb3YIOT MAPTHEPHI — C YCTAHOBJICHUEM COEIUMHEHUs WM 0€3 HEro,
3aIMIIAIOTCS JIM BCE JaHHBIE UITM TOJBKO OT/AENbHBIE MOJIs, 00€CIeYnBaAETCS JIU BOCCTAHOB-
JIEHUE B CIIy4yae HapyLIEHUs LEJTOCTHOCTH.

5) Heotka3zyeMocTh (HEBO3MOKHOCTh OTKA3aThCS OT COBEPIIICHHBIX JIEHCTBHIA) 00ec-
MEYMBAECT JBA BHJIa YCIYI: HEOTKA3yEMOCTh C MOJATBEPKACHUEM MOIJIMHHOCTH UCTOYHUKA

JaHHBIX 1 HCOTKA3yCMOCTD C ITIOATBCPIKACHUCM JOCTABKU.
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2 MexaHu3Mbl 0€30IMaCHOCTH

B X.800 onpeneneHsl ciaeayoIme ceTeBble MEXaHU3MbI 0€30IMaCHOCTH:

~  DJIEKTpOHHAs HKU(POBas MOMKCH;

-  MCXAaHH3M YIPABJICHUA OOCTYIIOM;

muQpoBaHue;

-  MCXAaHHU3M KOHTPOJIA HEJIOCTHOCTHU JAHHBIX,

- MCXaHH3M aYTeHTI/I(l)I/IKaHI/II/I;

-  MCXaHH3M AOIIOJTHCHHA Tpa(bI/IKa;

- MEXaHW3M YIIPABJIECHUSA MapUIPYTH3ALAEH;

- MEXaHHW3M HOTapu3aluu (3aBEpEHHUs ).

Crnenyromias TabJIMLIA MWILTIOCTPUPYET, KAKUE MEXAHU3MBI (TI0 OTAEIBHOCTH WIIA B KOM-

OMHAIMY C IPYTMMHU) MOTYT UCIOJIb30BAaThCS JJI PeaM3aluy TOW UM UHOU (PYHKIUU.

«t» MEXaHHU3M HCIIOJIB3YCTCA IJIA pCalIn3aliii HaHHOﬁ (bYHKLIHI-O 6630HaCHOCTI/I;

«-» MEXaHHU3M HE UCHOJIb3YETCA ISl peaM3aliy TaHHON (yHKUIHUHA O€30MaCHOCTH.

Tabnuna 1.6.1. B3aumocs3b QyHKIMN 1 MEXaHU3MOB 0€30M1aCHOCTH

DyHKUMHU MexaHu3Mbl
Hndg- JJlek- Yupasie- Le- AyrtenTu- | JlomosiHe- | Ymnpasiaenue | Hora-
poBa- TPOHHAasI HHUeE J0CTY- JIOCT- (ukanus | Hue Tpa- | MapmipyTH3a- | pHu3a-
HHE NOANNUCH oM HOCTh ¢uxa nuen U
AyTteHTHduKanus + + - - + - - -
apTHEPOB
AyTteHTH(uKanus + + - - - - - -

HCTOYHHUKA

Yupasnenue [o-
CTYIIOM

Kouhuaenuaib-
HOCTH

N3bupatenbHas
KOH(UICHIINAIb-
HOCTh

Kouduaenruaib-
HOCTh Tpaduka

IlenocTHOCTH CO-
CIMHCHHS

HGJ'IOCTHOCTB BHEC
COCIMHCHUA

HCOTKa3y€MOCTB
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Tak, nanpumep, «KondunenmmansHocts Tpaduka» odecneunBaetrcs «lludpona-
HUEMY, «/lononHenneM Tpadukay» u «YpaBlIeHUEM MapIIPyTU3ALIUEH.

3 AAMMHHCTPHPOBaHHE CPeACTB 0€30MACHOCTH

B pexomenpanmsax X.800 paccmarpuBaeTcs MOHATHE aAMUHUCTPUPOBAHUE CPENCTB
0€30MacHOCTH, KOTOPOE BKJIIOYAET B ce0s paclpocTpaHeHHe UHPOpMaul, HE0OXOUMON
11 paboThI CEPBUCOB U MEXaHU3MOB 0€30IIaCHOCTH, a TaKke cOop U aHau3 HHGOpPMAITUU
00 ux ¢pyHkunonupoBanuu. Hampumep, pacnpocTpaHeHne KpUnTorpaguyeckux KIrouen.

CornacHo pexomenaauusMm X.800, ycunust aJMUHUCTpATOpa CPeICTB 0€30aCHOCTH
JOJDKHBI PACIIPENEIATHCA 10 TPEM HAIPABICHUSM:

- aAMMHHUCTPUPOBAHUE UHPOPMAIIMOHHON CUCTEMBI B LIETIOM;

- aJIMUHHCTPUPOBAHHUE CEPBHCOB O€30M1aCHOCTH;

-~ aJIMUHHCTPUPOBAHHE MEXAHU3MOB OE€30MACHOCTH.

AJMUHUCTpUPOBaHNE MH(OPMALIMOHHON CUCTEMBI B I1€JIOM BKJIIOYAET OOECrieueHne
aKTyaJbHOCTHU MOJMTHKM O€30MacHOCTH, B3aUMOJACHCTBUE C JAPYTMMH aJIMUHHCTPATUB-
HBIMHU CITy’k0aMu, pearnpoBaHie Ha MPOUCXOASIIUE COOBITHUS, ayAUT U O€30I1acCHOE BOCCTa-
HOBJICHUE.

AJIMUHHUCTPUPOBAHKE CEPBUCOB O€30MACHOCTH BKJIKOYAET B €05 ONPEEICHHE 3allu-
IAEMBIX 00BEKTOB, BHIPAOOTKY MPaBHII OJI00pa MEXaHU3MOB O€30MTaCHOCTH (TP HATMYUU
aNbTEPHATUB), KOMOMHUPOBAHNE MEXAaHNU3MOB JJI PealIu3al[ii CEPBUCOB, B3AUMO/ICHCTBHE
C IPYTUMU aIMUHUCTPATOPaMU JJis1 00eCIeYeH sl COTJIaCOBAaHHOM pabOTHI.

AJMUHUCTPUPOBAHNE MEXAHU3MOB O€30MACHOCTH BKJIIOYAET:

~  yOpaBieHHE KPpUNTOrpapuyecKMMHU KIIFOUaMu (T€HEpaLys U paclpeesieHue);

- ympasieHue muppoBaHueM (YCTAaHOBKA M CUHHXPOHM3AIUS KPUNTOTpadhuIeCKux
napameTpoB);

- aJIMUHUCTPUPOBAHME YINPABIEHUS NTOCTYNOM (pacnpenenaeHue nHhopmalim, He-
00XO0MMOM 1J1 yIpaBiIeHUs — Mapojeil, CHUCKOB AOCTYIa U T. I1.);

- ympaBiieHue ayTeHTU(uKanuein (pacnpenesneHue uHdopMammu, HE0OXOAUMOMN

JUTSI Ay TEeHTU(DUKAIIAN — TTApOJIeH, KITIOUeH U T. 11.);
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~  ympaBJieHHE JO0NoJHEeHHEM Tpaduka (BrIpabOTKa U MOAepKaHUE MPaBUJI, 3a/a-
IOLINX XapaKTEPUCTUKH JTOMOJHSIIOUINX COOOIIEHUH — YaCTOTy OTIPABKH, pa3Mep U T. I1.);

- yOpaBJI€HHE MapLIpyTU3alUeil (BbIAEICHUE TOBEPEHHBIX Ty TeEMH);

~ ympaBleHHe HOTapu3anuen (pacmpocTpaHeHne WHGOPMalMu O HOTApUATbHBIX
ciyk0ax, aAMUHUCTPUPOBAHUE ITUX CITYKO).

B 1987 r. HaunoHanbHBIM LIEHTPOM KoMmmbioTepHO# Oe3zomacHoctu CIHIA Obuia
olny0suMKoBaHa MHTeprpeTanus «OpaH)KeBONM KHUTW» JJIsl CETEBBIX KOH(urypauui. [lan-
HBIH IOKyMEHT COCTOUT M3 ABYX yacTeil. [lepBas conepKuT coOCTBEHHO MHTEPIIPETALIUIO,
BO BTOPOM paccMaTpUBaIOTCs CEPBUCHI OE30MACHOCTH, CIEIU(PUIHBIE I OCOOEHHO BaX-
HBIE /IS CETEBBIX KOH(PUTYpALIUH.

HNHTepriperanys otindaercs OT caMod « OpaHKeBOM KHUTH» yYETOM THHAMUYHOCTH
CeTEeBbIX KOH(UTrypamuil. B uaTepnperanusax npexycMaTpUBaeTCs HAIUYKUE CPEACTB MPO-
BEPKU MOJJIMHHOCTH U KOPPEKTHOCTU (PYHKIIMOHUPOBAHUSI KOMIIOHEHTOB IE€PE UX BKIIIO-
YEeHUEM B CE€Th, HAJIMYKE MPOTOKOJA B3aUMHOM MPOBEPKU KOMIIOHEHTAMU KOPPEKTHOCTHU
(GYHKIMOHUPOBAHUS APYT JIpYra, a TAK)Ke IPUCYTCTBUE CPEACTB ONMOBEUICHHS aAMUHHUCTpPa-
TOpa O HEMOJIAJKaX B CETH.

Cpeau 3alMTHBIX MEXaHU3MOB B CETEBBIX KOH()UTypaluaX Ha MEPBOE MECTO BbIJIBU-
raercs Kpunrorpagus, HOMOrarolas nojiep>XxuBaTh Kak KOH(PpUIESHIINAIBHOCTb, TaK U 1ie-
J0CcTHOCTh. CIIEICTBUEM MCIOJIb30BaHUs KPUMITOTPa(PUUECKUX METOJOB SIBJIIETCS HEOOXO-
JUMOCTB peajn3alii MEXaHU3MOB YIIPaBICHUS KIIFOUaMHU.

B unrepnperanusax «OpaHkeBOH KHUTH» BIEPBbIE CUCTEMAaTUYECKH paccMaTpHBa-
eTCsl BOIpoc o0ecreyeHns: JOCTYITHOCTH HH(POPMALIUH.

CeTeBoil cepBUC MepecTaeT ObITh TOCTYIHBIM, KOTIa IPOITYCKHAsl CHIOCOOHOCTh KOM-
MYHUKAIIMOHHBIX KAHAJIOB Ma1aeT HUKE MUHUMAJIBHO JIOITYCTUMOTO YPOBHSI UJIM CEPBUC HE
B COCTOSIHUU OOCIY>KMBATh 3aMpOChl. Y IaJE€HHBIN pecypc MOXET CTaTh HEAOCTYIHBIM U
BCJIE/ICTBHE HApYIICHUS PaBHONPABUs B 00CITYKUBAaHUU MOJIb30BaTENICH.

Jlnst oGecniedeHust HempepbIBHOCTH (GYHKIIMOHUPOBAHUS MOTYT HPUMEHSITHCS CIIey-

FOIIME 3AIIUTHBIE MEPBHI:
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~ BHECEHHE B KOH(PUTypaluio TOH UM WHOW (OPMBI M3OBITOUHOCTH (PE3EepPBHOE
00opy/10BaHuE, 3allaCHbIE KaHAJbI CBS3U U T. I1.);

~  HaJIMYHUE CPEICTB PEKOH(DUTYPUPOBAHUS ISl U3OJISAIIUU U/UITU 3aMEHBI Y3JI0B WU
KOMMYHHKAIIMOHHBIX KaHAJIOB, OTKA3aBIIUX WJIH MOABEPTIINXCS aTaKe Ha JOCTYIMHOCTb;

-~ paccpenoTOYEHHOCTh CETEBOrO YIPABIIECHUS, OTCYTCTBUE €AMHON TOYKU OTKAa3a;

~ HaJIMYHUE CPEJCTB HEHTpaiIu3ali OTKa30B (OOHApYy>KEHHE OTKAa3aBIIMX KOMIIO-
HEHTOB, OLIEHKA ITOCJIEICTBUI, BOCCTAHOBJIEHUE TOCJIE OTKA30B);

~  BbIJIEJICHUE MOJACETEN U U30JISALMS TPYII [I0JIb30BATENEH IPYT OT Apyra.

4 BuiBoabI 1O TeMe 1.6

1) CrangapTel HHGOPMALNMOHHONW OE30MACHOCTH MPEAyCMATPUBAIOT CIEIYIOIIHE
CEpBUCHI OE30MACHOCTHU:

ayTeHTU(DUKaLKS;

~ ayTeHTU(UKALNS UCTOUYHUKA;

- yOpaBJIEHHUE TOCTYIIOM;

~  KOH(UICHIMAIBHOCTD;

- KOH(UAECHIMAIBHOCTh TpapuKa,

-  LEJOCTHOCTb COEMHECHMUS;

~  LEJIOCTHOCTb BHE COEUHEHUS;

-~ HEOTKa3yeMOCTb.

2) MexaHu3Mbl 0€30MaCHOCTH:

- mudpoBaHue;

~  BJIEKTPOHHAs LU(PPOBAs MOJNHUCH;

~  MEXaHM3M YIPaBJIECHUS JOCTYIIOM;

~  MEXaHHU3M KOHTPOJIS [EJIOCTHOCTH JIaHHBIX;
~  MEXaHM3M ayTeHTH(HKAIIH;

~  MEXaHM3M JIONOJHEHUs TpaduKa;

~  MEXaHM3M YIPaBJICHUS MapIIpyTU3aIIECH;

- MEXaHHU3M HOTapu3alluu (3aBEepeHHUs).
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3) AIMHHHCTpPHpPOBAHHE CPEJCTB OC30IMACHOCTH BKIIOYACT B ce0s pacmpocTpaHe-
HUEe WHPOpPMAINK, HEOOXOAUMOM 7l pabOTHl CEPBUCOB U MEXaHW3MOB O€30IMaCHOCTH, a
Takxe cOop u aHanu3 nHbopmaruu 00 ux GyHKIIMOHUpoBaHuK. Hampumep, pacipocTtpane-
HUE KpUNTOTpadhUIeCKUX KIIOUEH.

4) AIMUHHCTPATOP CPEACTB OC30MACHOCTH PEIIACT CICIYIOIINE 3a/1a4H:

- aJIMUHHCTPUPOBaHHE HHPOPMAIMOHHON CHCTEMBI B IIEJIOM;

- AAMHHHCTPUPOBAHUE CEPBHUCOB OE30MMACHOCTH;

-  AJIMHHUCTPHPOBAHUC MCXAHN3MOB 0e30IacCHOCTH.
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Tema 1.7 CrangapTsl uHpopManMOHHOI O0e3onacHocTH B PD

1 ®CTIK u ee poJs B obecniedyennun nHGpopManuoHHO# Oe3onacHocTu B PO

Tabmuna 1.7.1. PykoBogsume nokymeHTsl PCTIK

n/n

HaumenoBanue

PykoBoasmuii fokyMeHT. KOHLIENIUS 3alIUThl CPEJCTB BRIYUCIUTENFHOW TEXHUKH U aBTOMAaTU3UPOBAaHHBIX CHCTEM
0T HECAaHKIIMOHUPOBAHHOTO OCTyIA K HH(GOpManH. Y TBEpKIIEH pelieHneM npencenarens I ocrexkomucenu Poccny
ot 30.03.1992

PykoBoAsIIMiA JOKYMEHT. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K uHpopmarmu. TepMUHBI U ONpeaeIcHusI.
YTBepxknen pemennem npencenarens ['octexkomuccnn Poccuu ot 30.03.1992

PyxoBomsmnii JOKyMeHT. BpeMeHHOe mooKeHne 1Mo OpraHu3aIiy pa3padoTKH, H3TOTOBJICHHUS U SKCILTyaTallly IIPo-
TPAaMMHBIX M TEXHHYECKHX CPEICTB 3alIUTHI HH(POPMAINK OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA B aBTOMATH3HPOBAaH-
HBIX CHCTEMaX M CPelICTBaX BBIUMCIUTENIbHON TEXHUKU. Y TBEPXKICH peleHreM npeacenatens I ocrexkomuccun Poc
cuu ot 30.03.1992

PykoBonsmuii nokymeHT. CpelcTBa BEIYUCIUTENFHOW TEXHUKH. 3alluTa OT HECAHKIMOHUPOBAHHOTO IOCTYIIA K UH-
(opmarmu. [TokasaTeinn 3alMIIEHHOCTH OT HECAHKIIMOHMPOBAHHOT'O IOCTYTIA K HH(POPMAIMH. Y TBEPIKICH PEILCHHEM
npencenaresns I'octexkomucenu Poccun ot 30.03.1992

PykoBoAsIINIT TOKYyMEHT. ABTOMaTH3UPOBaHHBIE CHCTEMBI. 3aIlIUTa OT HECAHKIIMOHHUPOBAHHOT'O IOCTYIa K HH(OPMa-
. Kitaccugukarys aBToMaTH3UPOBAaHHBIX CUCTEM U TpeOOBaHUS 110 3aIyTe HHPOPMALMU. Y TBEPIKICH PEIICHHEM
mpencenaresns I'octexkomucenu Poccun ot 30.03.1992

[TonoxeHue 0 cepTU(UKALMK CPEICTB 3aIUTHl HHPOPMAIUHU 1T0 TPeOOBaHUAM 0€30MaCHOCTH MH(OPMAIMH. Y TBEP-
PKIICHO TIpUKa3oM npescenarens [ octexkomuccnn Poccun ot 27.10.1995 N 199

PykoBonsmuii JOKyMEHT. 3amuTa OT HECaHKIIMOHUpOBaHHOTO pocTymna. Yacte 1. IlporpammHOe obecrieucHHe
CpelcTB 3aIuThl HHpopManmu. Kitaccupukanus mo ypoBHIO KOHTPOJIS OTCYTCTBUS HEJEKIapUPOBAHHBIX BO3MOKHO-,
cTeil. YTBepxaeH npukazom ['octexkomuccuu Poccuu ot 04.06.1999 N 114

CrienmanbHble TPEOOBAHUSA M PEKOMEHIAIMH 0 TEXHUYCCKOW 3aluTe KOH(UIEeHIIMaNbHOW HMH(pOpMAIUu. Y TBEp-
bKIeHBI TTprKa3oM ['octexkomuccun Poccnm ot 02.03.2001 N 282 JICIT

BpemeHHas MEeTOAMKA OIEHKH 3aIIUIIEHHOCTH OCHOBHBIX TEXHHYECKHX CPEICTB M CHUCTEM, IpEeJHA3HAYCHHBIX JUI
00pabOTKH, XpaHEeHUsI U (MJIM) Iepeiady 0 JIMHUSM CBSI3U KOH(HUICHINAIBHON HHOopMauH. YTBEpKACHA IEPBbIM
Bamecturenem npencenarens [ octexkomuccnu Poccum 08.11.2001.JICTI

10.

BpeMeHHast METOTMKA OIICHKY 3alIMICHHOCTH KOH(QHUACHIIMAITBHON HHPOpPMAaLH, 00padaThiBacMON OCHOBHBIMH TEX-
HUIYECKUMH CPEICTBAMH W CUCTEMaMH, OT YTE€UKH 3a CYET HABOJOK Ha BCIIOMOTATEIbHBIE TEXHHUUECKHUE CPENICTBA U
crcTeMbl M WX KOMMYHHUKAlIMHM. YTBEp)KIeHa IMeEpBbIM 3aMmectuTeneM mpexacenatens [ocrexxomuccun Poccuy
08.11.2001.CII

11.

BpemeHHast METOIMKA OICHKH 3AIIUIIEHHOCTH TOMEIIEHUH OT YTEUKH peueBOr KOHPHICHINAIEHON HHPOPMAIIHH 10
AKYCTHUECKOMY H BUOPOAKyCTHYECKOMY KaHaiaM. Y TBep KAeHa MePBBIM 3aMECTHTENEM IpeceaaTes | ocTeXxkoMuc-
cun Poccun 08.11.2001.4CIT

12.

BpeMeHHass METOAMKa OLEHKH IOMELICHHH OT YTEUKH peueBOil KOH(UICHIMAIbHOM HH(OpManuu Mo KaHagam
HIIEKTPO-aKyCTHIECKUX TPeoOpa30oBaHMii BO BCIIOMOTATENbHBIX TEXHHYECKHX CPEICTBAX M CHCTeMaX. Y TBEpKACHA
mepBbIM 3amMecTuTeNeM npeacenarens [ ocrexkomuccuu Poccnn 08.11.2001.J1CIT

13.

baszoBast MozieTb yrpo3 6€30IMaCHOCTH MEPCOHANBHBIX TaHHBIX NPH UX 00padoTKe B MH(YOPMAIMOHHBIX CHCTEMaX Iep-
coHanbHBIX MaHHBIX. YTBepx)aeHa DCTOK Poccun 15.02.2008.J1CTT

14.

TpeGoBaHus K cucTeMaM OOHapyxeHus BTopxeHud. YTBepxkaeHbl mpukazoMm O@CTIK Poccum ot 06.12.2011 N|
638.J1CI1

15.

COOpPHUK METOAMYECKUX JJOKYMEHTOB 0 TEXHHUYECKOW 3aluTe HH(OOPMAIIUN OTpaHUYEHHOTO JIOCTYIIa, HE COepKa-
[1eif CBeNIEHM, COCTABIISIONIMX TOCYIaPCTBEHHYIO TaliHY, B BOJIOKOHHO-ONITHYECKUX CHCTEMaX mepenadyn. Y TBEPiKICH
mpukazom OCTIK Poccum ot 15.03.2012 N 27. ICII
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16. [TpeboBanus K CpeICTBaM aHTUBUPYCHOM 3amuThl. Y TBepkaeHs! mpukazoM @CTIK Poccun ot 20.03.2012 N 28. JICT]]

17. [TpeboBanus o 3amuTe HHPOPMAIIMH, HE COCTABJISIFOIIEH TOCYIapCTBEHHYIO TaliHY, COep Kalleics B TOCYIapCTBEH-
HBIX MH(GOPMAIMOHHEIX cucTeMax. Y TBepxkaeHs! nmpukazoM @CTOK Pocenn ot 11.02.2013 N 17

18. |CocraB u conepkaHue OpraHU3AIMOHHBIX M TEXHUYECKUX MEp M0 00ECIICUCHUIO 0€30IaCHOCTH ITePCOHATBHBIX JTaH-
HBIX TTPH HX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMAaX IIEPCOHAIBHBIX TaHHBIX. Y TBepxkaeHbI mpukazoM ®CTIK Poc-
cum ot 18.02.2013 N 21

19. [TpeboBanmus k cpeacTBaM J0BEpeHHO# 3arpy3ku. YTBepskaens! nmprkazoM @CTIK Poceun ot 27.09.2013 N 119 JICT]]

20. [Meper 3amuThl HHGOPMAIMKM B TOCYAApPCTBEHHBIX WH(POPMAIMOHHBIX cucteMax. YT1BepxkaeHsl DCTOK Poccuyl
11.02.2014

21. [TpeboBanust Kk 0OeCIIEUEHUIO 3aUTH HHPOPMALIUU B aBTOMAaTH3UPOBAHHBIX CUCTEMaX YIPABJICHUS IPOH3BOACTBEH-
HBIMU M TEXHOJIOTUMECKHUMH TIPOLIECCAMHU HA KPUTHYCCKH BAKHBIX 00BEKTaX, MOTCHIIMATBHO OMACHBIX 00BEKTaX, aj
Takke 00BEKTaX, MPEACTABIIOMINX MOBBIMICHHYIO OIMMACHOCTD IS KU3HU M 3IOPOBBS JIIOJCH U ISl OKpYKaroIeH|
pupogHO cpenpl. YTBepkacHb npukazom @CTIK Poccnn ot 14.03.2014 N 31

22. [TpeboBanus K CpeacTBaM KOHTPOJISI CbEMHBIX MAIIMHHBIX HOCUTEeH nHpopMarn. Y TBepkaeHsl mprkazoM OCTIK]
Poccuu ot 28.07.2014 N 87.1CI1T

23. [TpeGoBanms kK MexceTeBbIM KpaHaM. Y TBepxaeHb! mpukazoM @CTIK Poccun ot 09.02.2016 N 9. JICII

24. [TpeboBanusam Oe30macHOCTH HH(POPMAIMK K ONEPAIIMOHHBIM CHCTEMaM, yYTBepskaeHHBIM TpukazoM ®CTIK Poccun
ot 19.08.2016 r. N 119.1CIT

25. [TOCT PO 0043-003-2012 3ammuta uapopmanui. Attectanus 00bekToB HHbopmaTuzanun. O6mume nonoxenus. JICI1

26. [FOCT PO 0043-004-2013 3amura undopmarmu. Attectanus 00bekToB nHpopMaTr3anuu. [Iporpamma u MeTomuKy|
aTTecTalMOHHBIX uctbiTanuit. JICIT

B Poccuiickoii @enepanuu nHdopmalimonHas 0€301MacHOCTb 00ecredynBaeTcs coOIro-
nenue ykas3oB IIpe3nnenta, enepaibHbIX 3aKOHOB, ocTaHoBiIeHuM [IpaBurensctBa Poc-
curickoil @eaepanuu, pykopoasmux 1okymeHToB @CTIK Poccun u 1pyrux HopMaTUBHBIX
JOKYMEHTOB.

HaubGonee obmirie JOKYMEHTBI ObUIM pacCMOTPEHBI paHee MPU U3yUYEHUH MPABOBBIX
OCHOB MH(pOpMaIMOHHOM 6e30nacHOoCTH. B PD ¢ Touku 3penus crannapTU3aluy mojJ0KeHun
B cpepe nHbopMaMOHHON OE30MACHOCTH MEPBOCTENEHHOE 3HAUCHUE UMEIOT PYKOBOISIIIINE
noxymeHTsl (PJ) @CTOK Poccun, onHOM U3 3a7a4 KOTOPOH SIBISIETCS «ITPOBEJACHHUE €UHOM
rocyJapCTBEHHOM MOJIMTHKU B 00JIACTH TEXHUUECKOU 3aIUThl HTHGOPMAIIHI.

OCTOIK Poccun Bener BeCbMa akTUBHYIO HOPMOTBOPUYECKYIO 1€ TEIBHOCTD, BBIITYC-
Kasi pyKOBOJISIINE JOKYMEHTHI, UTPAIOIINE POJIb HAIIMOHAJIBHBIX OLIEHOYHBIX CTaH/IapTOB B
o0nacTu MHPOpPMALMOHHOW Oe3omacHOCTH. B KayecTBe CTpaTEeruvyecKoro HampaBleHUs
OCTIK Poccuu BriOpana oprueHTaluio Ha « O0IIHUe KPUTEPUY.

OCTOK pazpaboTaia u 1oBena 10 yPOBHS HAITMOHAIBHBIX CTAHIAPTOB JACCATKU JTOKY-

MEHTOB, IIPE/ICTABJICHHbIX B Tabnuie 1.7.1.
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2 JIOKYMEeHTBI N0 OlleHKe 3alMIIEeHHOCTH ABTOMATH3MPOBAHHBIX clcTeM B PD

PaccmoTpum Haubosiee 3HaYUMBbIE U3 ITUX JOKYMEHTOB, ONPEACINSIONINE KPUTEPUU
JUISL OLICHKH 3alIMIIEHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

PykoBogsmmii mokymenT «CBT. 3ammra ot HCJI x mapopmanmu. [TokazaTenu 3ammu-
menHoctd oT HC/I x undopmanum» ycranapnupaet kinaccudukanuio CBT nmo yposHio 3a-
mmmenHoctd oT HCJ x ungopmanuu Ha 6a3e nepeyHs mokasaTesel 3alruIeHHOCTH U CO-
BOKYITHOCTH OINMCHIBAIOMIMX UX TpeOoBaHuii. OCHOBOU 1l pa3pabOTKH ATOr0 JTOKYMEHTa
aBuiach «OpaHKeBasg KHUTa». DTOT OLICHOYHBIN CTaHAApT yCTAHABJIMBACTCS CEMb KJIACCOB
samumenHoct CBT ot HC/I x undopmarum.

Camblii HU3KUH KJIaCC — CEAbMOM, CamMblii BBICOKUI — mepBbIi. Kiacchl moapasaens-
FOTCSl HA YETHIPE TPYMIIbI, OTIMYAOIINECS YPOBHEM 3aLUTHI:

— mepBas rpymnmna CoAep>KUT TOJIBKO OAUH CEIbMOU KJIAcC, K KOTOPOMY OTHOCST BCE
CBT, He ynosnerBopsromue TpeOoBaHUsIM 00Jiee BBICOKUX KIacCOB;

—  BTOpas rpynna XapakTepU3yeTcs TUCKPELIMOHHOMN 3alIUTOM U COAEPKUT IIECTOU
U TATBIA KJIACCHI;

~ TpEeThbs Ipynna XapaKTEPU3yeTCs MAHAATHOW 3AIUTOW M COJNEPIKUT YETBEPTHIM,
TPETUNA U BTOPOM KJIACCHI;

~ 4YeTBepTas rpyIa XapakTepuszyeTcsi Bepu(ULMPOBAHHON 3allUTON M BKIIOYAET
TOJIBKO MEPBBIN KJ1acc.

PykoBogsmmii nokymeHT «AC. 3ammra ot HCJl x undopmanuu. Knaccudpukarus AC
¥ TpeOOBaHMS 1O 3alIuTe WHGOPMAIMKN) YCTaHABIUBACT KIaCCU(UKAIIMIO aBTOMATHU3UPO-
BAaHHBIX CUCTEM, MOJJIEKAINX 3aIIUTE OT HECAHKIIMOHUPOBAHHOTO TOCTYIA K MH(GOPMALIHH,
U TpeboBaHus 1o 3amure nHpopManuu B AC pa3nuyHbIX KIacCOB.

K gnciy onpenensromumx npu3HaKkoB, 10 KOTOPbIM Npou3BoAuTcs rpynnuposka AC B
Pa3JIMYHBIE KJIACCHI, OTHOCSTCS:

- Hanmuuue B AC uHpopMaIum pa3IuyHoro ypoBHs KOH(PHUIEHIUAIBHOCTH;

~  YpOBEHb MOTHOMOYMI cyObekTOB focTyna AC Ha 10CTyN K KOH(PHUASHIMATBHON
uHdopmanuu;

- pexum o0paboTku naHHbIX B AC — KOJIJIEKTUBHBINA WU UHAUBUIYaTbHBIN.
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B noxymente onpenenensl aeBsTh kinaccoB 3amuiieHHoctd AC or HCJI k undopma-
nuu. KaxkIplil Kjacc XapakTepu3yeTcs ONMpeAeIeHHON MUHUMAIIBHOW COBOKYITHOCTBIO Tpe-
6oBanuit mo 3ammre. Kiaccel moapa3aenstoTcss Ha TpH TPYIIIIbI, OTIHYAOIIUECS] 0COOCHHO-
cTsimu 06padboTku nHbopmanmu B AC.

B npenenax kaxaoil rpynibsl co0t01aeTcs uepapxus TpeOOBaHUM MO 3allluTe B 3aBU-
CUMOCTH OT IIEHHOCTH U KOH(UIEHIIUAIBHOCTH UH(POPMAIH U, CIIEIOBATEILHO, HEPAPXUS
ki1accoB 3amumeHHoctu AC.

B tabnune 1.7.2 npuBenens! kinaccel 3ammineHHoctd AC u TpeboBaHus A ux odec-
MIEYEHUSI.

B tabmuue 1.7.2 cuctemaTu3supoBaHbl MUHUMAaJIbHbIE TPEOOBaHMSI, KOTOPBIM HEOOXO-
JUMO CJIEZIOBATh, 4TOOBI 00€CTIEUYNTh KOH(PHUACHIHMAIBHOCTh HH(OPMAIUH.

TpeGoBaHus M0 00ECTIEUEHUIO LIETOCTHOCTHU MPEACTABICHBI OTAEIBHOMN MOJICUCTEMOMN
(HOMED 4).

PykoBomsimumii nokymeHT «CBT. MexceteBblie skpanbl. 3anmra oT HCJ[ k nundopma-
nuu. [lokazarenu 3amunierHocty ot HCJ k mHbopManum» SBISETCSI OCHOBHBIM JIOKYMEH-
TOM JJI aHAJIM3a CHUCTEMbI 3alllUThl BHEUIHETO MEpUMETpa KOPIOPATUBHOM ceTH. JlaHHBII
JIOKYMEHT OIpeJeNsieT MoKa3aTe/d 3alllMIIEHHOCTH MEXKCETEBbIX dKpaHoB (MD). Kaxbrit
MOKa3aTelb 3allUIIEHHOCTH MPeCTaBIsieT co00i Habop TpeboBaHu 6€30MacHOCTH, XapaK-
TEPU3YIOILIMX ONpPEACIICHHYI0 001acTh PyHKIIMOHUPOBaHUsI MD.

Bcero BeiaensieTcs maTh okaszarenen 3aluIeHHOCTH:

- yOpaBJIEHUE TOCTYIIOM;

~ uJaeHTU(DUKAIUSA U ayTeHTU(PUKALINS;

~  peructpauus cOObITUN U OTOBELICHHE;

~  KOHTpOJIb LIEIOCTHOCTH;

~  BOCCTaHOBJIEHHE PabOTOCTIOCOOHOCTH.

Ha ocHOBaHMM IMOKa3aTesiel 3alUIIEHHOCTH ONPENEISIOTCS CAEAYIOIIME MATh KJlac-

COB 3aluIIeHHOCTH MD:
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Tabnuua 1.7.2 —TpeGoBaHMs K 3aLIMIEHHOCTA aBTOMAaTH3UPOBAHHBIX CHCTEM

IMoacucremsl 1 TpedGoOBaAHUSA

Kaaccenl

36 [3A]26[2a1A[1r [1B[1B [ 1A

1 Iloncucrema yapaBJI€HUA 1OCTYIIOM

1.1 UnerTnduxanms, mpoBepka MOIMHHOCTH W KOHTPOIb TOCTYIA CyOB-
€KTOB:

- B CHCTEMY + + + + + + + + +
- K TepmuHanaMm, DOBM, y3mam cetm DOBM, kaHamaMm CBS3W, BHEIIHUM | - - - + - + + + +
ycTpoiictBam OBM

- K IporpaMMam - - - + - + + + +
- K TOMaM, KaTtajioraM, ¢aiiam, 3armmcsM, TOJsIM 3aIucei - - - + - + + + +
1.2 YrpaBieHue MoTokaMu HHOOpMaImu - - - + - - + |+ |+
2 IlogcucreMa perucTpaluuu U yyeTa

2.1 Peructpanus u y4er:

- BXOJa/BBIX0J1a CYOBEKTOB JIOCTYIA B/U3 CUCTEMEI (y3J1a CETH) + |+ + |+ + + |+ |+ |+
- BBIJIAYH MIEYATHBIX (Tpad)UIeCKUX) BBIXOIHBIX JOKYMEHTOB - + - + - + |+ |+ |+
- 3aIycKa/3aBepIICHUs IPOrpaMM U TIPOIIeCcCOB (3aJaHMi, 3a71a9) - - - + - + |+ |+ |+
- IOCTyTIa IIPOTrpaMM CyOBbEKTOB AOCTyIa K TepMuHANIaM, DBM, y3mam cetn | - - - + - + + + +
OBM, xaHanaMm cBs3H, BHEIIHUM ycTpoiictBaM OBM, nporpammam, Tomam,

KaTtasioram, (haiiiiam, 3armcsiM, OJISIM 3aIHCeH

- I3MEHCHHMSI IOJTHOMOYHH CYOBEKTOB JIOCTYIA - - - - - - + + +
- CO3[IaBa€MBIX 3aIlHIIAEMBIX OOBEKTOB JocTyna - - - + - - + + +
2.2 Yder HocHTeneH HHOOPMAIHH + + + + + + + + +
2.3 Ounctka (0OHyNIeHHE, 00e3THINBaHIE) 0CBOOOKIAEMBIX 00IacTei ome- | - + - + - + [+ [+ |+

patuBHOM naMatu OBM M BHEIIHUX HaKOIUTENIeH

2.4 CurHamu3alysi MONBITOK HAPYIICHUS 3aIUTHI - - - - - - + + +
3 Kpunrorpaduueckas noacucrema

3.1 udpoanue koHPUACHIHMATEHONH HHPOPMAIMU - - - + - - - + |+
3.2 Hludposanue naopManuy, NpUHAUICKAIIEH Pa3IUYHbIM CyOBbEKTaM | - - - - - - - - +
Joctyna (rpynmnaM cyObeKTOB) Ha pa3HbBIX KIIIOYax

3.3 Hcionp30BaHme aTTECTOBAHHBIX (CEpTH(PHUINPOBAHHBIX ) KpunTorpadu- | - - - + - - - + |+

HCCKHX CPCACTB

4 HOZ[CI/ICTeMa obecneueHuUs OECJIIOCTHOCTHU

4.1 ObGecrnieueHue 1EIIOCTHOCTH ITPOTPaAMMHBIX CPEJICTB U 00pabaTsiBaeMoi
uHpOpMALIT

4.2 ®dusndeckas oXpaHa CPEACTB BBIYUCIUTEIBHON TEXHUKH U HOCHUTENEH
uHpOpMALIT

4.3 Hayimume agmuHucTparopa (ciayx0bl 3amuThl) nHopmanuu B AC

4.4 Tlepuoanueckoe TectupoBanne C3U HCIL

4.5 Hanmuue cpencts Bocctanosnenust C31 HCJI

+ |+

4.6 Vcnosib3oBaHKe cepTUHUIMPOBAHHBIX CPEJICTB 3AIUTHI

.
+ |+ |+
+ |+
+ |+ |+ |+
+ |+
+ |+
+ |+ |+ |+
+ |+ |+ |+
+ |+ |+ |+

«-» HEeT TpeOOBaHM K TaHHOMY KJIAcCy;
«+» ecTb TpeOOBaHUS K TAHHOMY KJIacCy

«C3U HC1» — cucrema 3auuThl HHGOpMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA.

- mpocTtelire GUIbTPYIOIINe MapIIpyTU3aTOPhl — 5 Kiacc;

~  MaKeTHbIe (PUIBTPBI CETEBOTO YPOBHS — 4 KJlacc;

- mpocreiire MO npukiagHoro ypoBHs — 3 KJiacc;

- MD 6azoBoro ypoBHs — 2 KJjacc;

- npoasuHyThle MO — 1 Kiacc.
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MD nepBoro kiacca 3anIMIIEHHOCTH MOTYT ucnosib3oBaThesi B AC kimacca 1A, oOpa-
OarpiBarox HHpopmanuio «Ocoboit BaxxHOCTH». Bropomy knaccy 3amuiienHoctd M9 co-
oTBeTCTBYeT Kiacc 3amumeHHoctd AC 1b, mpennasznadeHHBIA 111 00paOOTKH «COBEp-
[IIEHHO CEeKPETHOI» MH(OPMALIUU U T. TI.

CorlacHO IEPBOMY M3 HMX, YCTAHABJIMBAECTCS ACBATH KJIacCOB 3auIeHHOCTH AC oT
HCJI x undopmaruu.

Kax1p1i1 K11acc XapakTepu3yercsl ONpeeIeHHOM MUHUMAJIBHON COBOKYITHOCTBIO Tpe-
OoBanuil 1o 3amure. Kiaccel moapas3aenstoTcss Ha TpU TPYIIIbL, OTIMYAIOLIUECS OCOOEHHO-
cTsiMu 00paboTku uHpopmaruu B AC. B npenenax Kaxxaoi rpynibl COOII0IaeTCs uepapxust
TpeOOBaHUIl MO 3alIUTE B 3aBUCUMOCTHU OT HEHHOCTHU (KOH(PHUAECHINATBHOCTH) UH(pOpMaLUu
Y, CIIEI0BATEIbHO, UEPAPXHUS KJIACCOB 3auieHHocTH AC.

Tpetbs rpynna knaccupuuupyetr AC, B KOTOPBIX pabOTaeT OJIMH MOJIb30BATENb, UME-
ol 1octyn kKo Bcer nHpopmanuu AC, pa3MelieHHONW Ha HOCUTENSAX OJHOTO YPOBHS KOH-
¢unenuuansHocTh. ['pynna conepxut nBa knacca — 3b u 3A.

Bropas rpynna kinaccuduuupyer AC, B KOTOPBIX MOJIb30BATENIN UMEIOT OJIMHAKOBBIE
mpasa JocTymna (moJHoMo4usi) Ko Bced nHpopmannu AC, oOpabaTeiBaeMoil U (WIIM) XpaHsi-
HIeiCs Ha HOCUTENSIX PA3JIMYHOTIO YPOBHS KOH(QUIECHUMAIBLHOCTH. ['pynmna coaepKuT aBa
kiacca — 2b u 2A.

[lepBas rpymma kiaccu@uIpyeT MHOTOMOoIb30BaTenbckue AC, B KOTOPBIX OJHOBpE-
MEHHO oOpabaTbIiBaeTCs v (UITK) XpaHUTCS WHMOPMAITUS Pa3HbIX YPOBHEW KOH(PUICHITNATb-
HOCTHU U HE BCE I0JIb30BATEIN UMEIOT MPaBo JocTyna ko Bcer nHpopmanuu AC.

3 BoiBoabI 1o Teme 1.7

1) B Poccuiickoit deaeparyu nHboOpMaIMOHHAsS 0€30MaCHOCTh 00SCIIEYMBACTCS CO-
omonennem Yka3oB lIpesuaenrta, (enepaibHbIX 3aKOHOB, MOcTaHOBIEHUM [IpaBuTEenscTBa
Poccniickoit @enepanuu, pykoBoasumx 1okyMeHToB PCTIOK Poccun m apyrux HopMatus-
HBIX JTOKYMEHTOB.

2) Crangapramu B chepe nHbopMaIMoHHON Oe3onacHOCTH B PD siBIsitOTCS pyKOBO-
nsue nokymeHTsl @®CTOK Poccuu, oaHOM U3 3a7a4 KOTOPOU SIBISIETCS «IPOBEICHUE €U~

HOM TOCY/1apCTBEHHOM MOJUTUKH B 00JIACTH TEXHUYECKOM 3alTUThI UHPOPMAITUN.
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3) IIpwu pa3paborke HarmoHanbHbIX cTangapToB ®CTOK Poccum opuenTHpyercs Ha
«OO01111e KpUTEPUN».

4) PyxoBosmnmii nokyMeHT «CBT. 3amura or HCJI k nadopmaruu. [Tokazaremnu 3a-
nmmenHoctd ot HCJ k undopmanuny» ycranaBnmubaet kinaccudukanuio CBT no yposHio
samuieHHocTd ot HCJ k uHpopManuu Ha 0asze mnepeyHs nokasaresyied 3aluiIeHHOCTH U
COBOKYMHOCTH OIHCHIBAIOIINX UX TPEOOBAHUI. DTOT OIICHOYHBIN CTAaHAAPT YCTaHABINBACT
ceMb kiaccoB 3amuiieHHoctd CBT or HCJI x nndopmaruu. Camblit HU3KHM KJ1acCe — Celb-
MO, caMblil BBICOKHAW — NepBbIi. Kiacchl moapa3aensitoTcss Ha YeThIpe TPYNIbl, OTINYAr0-
1Mecsl ypOBHEM 3alUTHI.

5) PyxoBomsmmii nokymeHT «AC. 3ammra ot HCJ] k nadopmaruu. Kiaccudukarius
AC u TpeGoBaHMs 1O 3aIUTEe UHHOPMALIMKMY YCTAaHABIUBACT KJacCU(PUKAIUIO aBTOMATHU3H-
POBaHHBIX CUCTEM, MOUICKAIINX 3aIUTE OT HECAHKIIMOHUPOBAHHOTO JI0CTYyIa K UHpOpMa-
1My 1 TpeboBanus no 3amure uapopmainuu B AC paznuuHbix kiaccoB. K uuciy onpenens-
IOIIHUX MPU3HAKOB, [0 KOTOPBIM MPOU3BOAUTCS rpynnupoBka AC B pa3iMuHbIe KIacChl, OT-
HOCATCSL:

- n"anmuuue B AC uHdopmanum pa3inuHoro ypoBHs KOH(UICHIINAIbHOCTH;

- YPOBEHb MOJHOMOUYMM cyOBeKkTOB JocTyna AC Ha A0CTyI K KOHPUACHIIUATBHON
uHdopmanuu;

- pexum o0paboTKu JaHHBIX B AC — KOJUIEKTUBHBIM WM UHIUBULY JTHHBIN.

6) PyxoBomsmmii mokymeHT «CBT. MexcereBbie skpansl. 3amurta or HCJI k uabop-
Manuu. [lokazarenu 3amumennoctd oT HCJI k nHpopMamum» sSBISETCS OCHOBHBIM JOKY-
MEHTOM JIJIsl aHaJIM3a CUCTEMBbI 3alllMThl BHEIIHETO MepuUMeTpa KoprnopaTuBHOU cetu. JlaH-
HBIW JOKYMEHT OIpEIEIIAeT MOKa3aTeln 3alUIIEHHOCTH MEKCETEBBIX IKpaHOB. Kax b1 no-
Ka3aTellb 3alUIIEHHOCTU MPEJICTABISAET cO00M Habop TpeOoBaHM1 O€30MaCHOCTH, XapaKTe-
PHUBYIOIIUX OMPEACIICHHYI0 001acTh pyHKIIMOHUpOoBaHuss MD. Becero BoiaenseTcs naTh Mo-
KazaTesen 3alUIIEeHHOCTH:

—  YIpaBJICHUE JTOCTYIIOM;

- uneHTU(dUKAIUSA U ayTCHTH(PUKAIINS;

- peructpanus COOBITUI U ONOBEIICHHUE,
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—  KOHTPOJIb HEJIOCTHOCTH,

— BOCCTAQHOBJICHHUC pa6OTOCHOCO6HOCTI/I.
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Tema 1.8. ATMUHUCTPATHUBHBIM YPOBEHb 00ecrieyeHUs HHPOPMALMOHHOM 0e3-
ONACHOCTH

1 lesin, 327244 U coep:KaHNe AIMUHUCTPATUBHOIO YPOBHS

AJMUHUCTPATUBHBIA YPOBEHb SIBJSICTCS MPOMEXKYTOUHBIM MEXKIY 3aKOHOJATEIbHO-
MPaBOBBIM U IPOTPAMMHO-TEXHUUECKUM YPOBHIMH (POPMHUPOBAHUS pEKUMa HH(OPMAITOH-
HOM 6€30MacHOCTH. 3aKOHBI U CTaHJAPThI B 007acTh HHGOPMAITMOHHOM 0€30M1aCHOCTH SIBJISI-
IOTCsI JINIIb OTIPAaBHBIM HOPMATHBHBIM 0a31coM HHPOpMaLmoHHOM 6e3omacHocT. OCHOBOM
MPaKTUYECKOTO MMOCTPOSHUS KOMIUIEKCHOW CHCTEMBI 0€30IMaCHOCTH ABISETCS aJMUHUCTpa-
TUBHBIN YPOBEHb, ONIPEACISAIONINI IJaBHbIC HAIIPaBIECHUS pa0doT MO 3aInuTe HHHOPMAITUOH-
HBIX CUCTEM.

3anmadeil aIMUHUCTPATUBHOTO YPOBHS SABIISIETCS pa3pabOTKa U peau3alus mpakTHie-
CKUX MEPOMNPHUATHH MO CO3JaHUI0 CUCTEMBbl WH(GOPMAIMOHHON 0€30MacCHOCTH, YUUTHIBAIO-
el 0COOEHHOCTH 3alUIAEMbIX HHPOPMAIIMOHHBIX CUCTEM.

Kpome 3T0T0, 4TO HEMAIOBAKHO, UMEHHO HA aIMUHUCTPATUBHOM YPOBHE OTpEIeIis-
IOTCS. MEXaHU3MBI 3alUThl, KOTOPHIE COCTABIISIOT TPETUH ypOBEHb MH(POPMALIMOHHOMN 0e3-
ONACHOCTH — NPOrPaMMHO-TEXHUYECKHUH.

[{enpr0 aAMUHUCTPATUBHOTO YPOBHS SIBJISIETCS pa3pabOTKa IporpaMmbl paboT B 00J1a-
CTH MH(OPMAITMOHHON 0€30MMaCHOCTH U 00ECTICUCHHE €€ BHITIOJHEHUSI B KOHKPETHBIX YCIIO-
BUAX (QYHKIIMOHUPOBAHUS UH()OPMAIIMOHHON CUCTEMBI.

ConepxaHueM aIMUHUCTPATUBHOTO YPOBHS SBJISIOTCS CIEYIOIINE MEPOIIPUSITHSL:

1) Pa3pabGoTka MOJUTHKH O0E30MaCHOCTH.

2) IlpoBeneHue aHaM3a yrpo3 ¥ pacyeTa PUCKOB.

2 Pa3paboTka NOJUTHKH UH(POPMALMOHHOI 0e301acHOCTH

Pa3paboTka moauTHku 6€30MacHOCTH BEAETCS Ul KOHKPETHBIX YCIOBHMA (DyHKITHOHU-
poBaHus HHGOPMAITMOHHON cucTeMbl. Kak mpaBuio, pedsb UIET O MOJUTHKE 0€30MacHOCTH
OpraHu3aliy, IPEeIIPUIATUS WK yueOHOTro 3aBesieHus. C y4eToOM 3TOT0 pacCMOTPHUM Cledy-

omee onpeACICHUC IMMOJIUTUKA 0Ee30ITaCHOCTH.
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[Tomutrka 6€30MacHOCTH — ATO KOMILIEKC PEIYyIPEAUTEITHLHBIX MEP M0 00ECIICYCHHTO
uH(popMaIMOHHON Oe3o0macHOCTH opranu3anuu. [lonuTuka 6e30macHOCTH BKIIIOYAET Ipa-
BUJIA, TIPOIEAYPHI U PYKOBOMSINNE MPUHITUIIBI B 001aCTH 0€30MaCHOCTH, KOTOPBIMH PYKO-
BOJICTBYETCSI OpraHHU3allis B CBOCH JesaTeabHOCTH. KpoMe 3Toro, moauTuka 6€30macHOCTH
BKJIIOYAET B ce0s TpeOoBaHus B ajpec CyObeKTOB HH(POPMAIIMOHHBIX OTHOIICHUH, IPU 3TOM
B TIOJINTUKE OE30MMaCHOCTH M3JIaraeTcs MOJMTHKA POJiel CyObeKTOB HH(POPMAIIMOHHBIX OT-
HOLIEHHUM.

OcHOBHBIE HaNpaBJIEHUS Pa3pa0OTKH MOJUTUKHA O€30MaCHOCTH:

- ompeneneHne oobeMa U TpeOyeMOTo YPOBHS 3aIIUTHI TaHHBIX;

- ompenenieHue pojei cyObeKToB MH(POPMAITMOHHBIX OTHOIIICHUH.

B «OpanxeBoii KHUTe» MOJUTHUKA 0€30MaCHOCTH TPAKTYETCSl KaKk Habop HOPM, ITPaBUII
U MPAKTUYECKUX MPUEMOB, KOTOPhIE PETYJHUPYIOT yIpaBieHHUE, 3alIUTy U paclpe/iesieHUe
[IEHHOM MH(POPMAIIHH.

Pe3ynbTaTomM pa3pabOTKH MOJUTHUKA OE30MACHOCTU SIBJISAETCS KOMIUIEKCHBIA JTOKY-
MEHT, MPEJICTABIISIONINN CUCTEMAaTU3UPOBAHHOE W3JI0KEHHE IEJEH, 3aa4, IPUHIHUIIOB U
Croco00B TOCTHXKEHUS MH(DOPMALIMOHHOW 0€301MacHOCTH.

DOTOT AOKYMEHT SIBJISIETCS METOA0JIOTMYECKON OCHOBOM MPAKTUYECKUX MEp Mo obec-
MEYEHUI0 MH()OPMAITMOHHON 0€30MTaCHOCTH M BKITIOUAET CIIEIYIONTUE TPYIIbI CBEICHUIA:

OCHOBHBIE TIOJIOXKEHUSI HTH(OPMAIITMOHHON 0€30MMacHOCTH OpraHu3aluu;

- o0jacTh MPUMEHEHUS MOJUTHKH 0€30ITaCHOCTH;

eI U 33/1a4u obecrieueHrs nHPOpMaIMOHHOM 0€3011aCHOCTH OpraHU3allnu;

pacnpenesnieHue poJied U OTBETCTBEHHOCTH CyOBEKTOB MH(OPMAIIMOHHBIX OTHO-
IIEHUI OpraHU3alliy U UX 00IIHe 00sS3aHHOCTH.

OCHOBHBIE TIOJIOKEHHUS OMPENETIIOT BAXKHOCTh 00ecnieueHrss HHPOPMAIIMOHHOM 6e3-
OMAaCHOCTH, O0LIMe MpobsieMbl 0€30MaCHOCTH, HANIPABJICHUS UX PEIICHUS], POJIb COTPYAHU-
KOB, HOPMaTHUBHO-TIPABOBHIEC OCHOBBI.

[Tpu onucanuu 061aCTH MPUMEHEHUS TIOTUTHKN O€30MaCHOCTH MEePEUUCISIIOTCS KOM-
MOHEHTbhl aBTOMATU3UPOBAHHON cHCTeMbl 00pabOTKH, XpaHEHUs U Mepeaayu nHGopMaluy,

moJjacixKamue 3almTe.
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B cocTtaB aBTOMaTH3MpOBaHHON HH(POPMALIMOHHON CUCTEMBI BXOAST CIEAYIOIINE KOM-
IIOHEHTBI:

- amnmapaTHbIe CPEACTBA — KOMIIBIOTEPHI U UX COCTaBHbIE YacTH (IIPOLIECCOPBI, MO-
HUTOPBI, TEPMUHAIBI, IepU(epuitHbie yCTPOUCTBA — AUCKOBOBI, MPUHTEPHI, KOHTPOJLIEPHI),
KabeJnu, JINHUU CBS3U U Tp.;

- [porpaMMHoe oOecliedyeHrue — IPHUOOPETEHHBIE TPOrPaMMBbl, HCXOAHbIE, OOBEKT-
HbI€, 3arPy304YHbIE MOJYJIN; ONEPALIMOHHBIE CUCTEMBI U CUCTEMHBIE TPOrPaMMBbI (KOMITHJIS-
TOPbI, KOMIIOHOBILIMKHU U Jp.), YTUIUTBI, JUATHOCTUYECKUE MPOTrpaMMBbl U TIp.;

- JIJaHHBIE — XpAHUMbIE BPEMEHHO U MOCTOSIHHO, HA MarHUTHBIX HOCUTENAX, MeYaT-
HBIE, APXUBBI, CHCTEMHBIE )KypPHAJIBI U IIP.;

- MepcoHaN — OOCITYKUBAIOIIHI MEPCOHAN U MOJIb30BATENH.

[lenu, 3aga4u, KPUTEPUU OLEHKU UHPOPMAIMOHHON 0€30MacHOCTH OMPEACIISIIOTCS
(GyHKIMOHATBFHBIM Ha3HAYE€HUEM opranu3anuu. Hanpumep, A1 pexXUMHBIX OpraHu3aluii Ha
MIEPBOE MECTO CTABUTCS COONIOACHNE KOH(UIECHIUATbHOCTH. J{J1s cepBUCHBIX UH(pOpMaIIH-
OHHBIX CITy’)KO PEaJbHOr0 BPEMEHU BA)KHBIM SIBJISIETCSI 0OOECIEUEeHUE JOCTYHMHOCTH IOJACH-
cteM. /{1 nHpOopMamOHHBIX XPaHWIHIL AKTYJIbHBIM MOXKET ObITh 00€CIeYeHHE 1IEIOCTHO-
CTH JIaHHBIX H TIp.

[Tonmutrka 6€30MacCHOCTH 3aTParuBaeT BCEX CYOBEKTOB MH(POPMAIMOHHBIX OTHOIIIE-
HUW B OpraHU3alliy, MOATOMY Ha 3Tare pa3pabOTKU MOTUTHKU 0€30MIaCHOCTH OYE€Hb BaXKHO
pasrpaHUYMTh UX TpaBa U 00SI3aHHOCTH, CBA3AHHBIE C UX HEMOCPEICTBEHHOM AesTeIbHO-
CTBIO.

C Touku 3peHus odecneyeHus: THPOPMALIMOHHON 0€30MaCHOCTH pa3rpaHUyYEHuUE MPaB

1 00513aHHOCTEH 11e71eCO00pPa3HO MPOBECTH IO CIASAYIONTAM IpynmaM (PoJisiMm):

CIIEHHUAIUCT 10 UHPOPMAITUOHHOM 0€30MaCHOCTH;

- Biazenel nHGOpMalnH;

~  TOCTaBIIUKH aIIMAPaTHOTO U MPOrPAMMHOI0 00ECTICUCHNUS,
~  MEHEeJKEp OTHeINa;

~  OIEepaTophl;

~  ayauTOpHI.
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B 3aBucHUMOCTH OT pa3MepoB OpraHU3allld, CTETIEHU Pa3BUTOCTU €€ MH(POpMAaIHOH-
HOW CUCTEMBbI, HEKOTOPBIE U3 IEPEUUCIICHHBIX POJIEd MOTYT OTCYTCTBOBAaTh BOOOIIE, 8 HEKO-
TOpbIE MOTYT COBMELIATHCS OJHUM U TEM K€ (PU3MUECKUM JIUIIOM.

Crnenmanuct no uH(GOpMaMOHHON 0€30MacHOCTH (HaYalbHUK CIYX Obl 0€30macHoO-
CTH, aIMUHUCTPATOP MO OE30M1aCHOCTH) UTPAET OCHOBHYIO POJb B pa3padOTKe U cOoOIt0/e-
HUU TIOJIUTUKK Oe3omacHoCTH mpennpusatus. OH MpOBOJUT pacueT U IMepepacdyeT PUCKOB,
BBISIBIISIET YSI3BUMOCTH CUCTEMBI OE€30IIaCHOCTH 110 BCEM HAIpaBJICHUSAM (anmapaTHble Cpe.l-
CTBa, MPOTPAMMHOE 00ECIICYECHUE U TIP.).

Brnanenen nndopmanuu — 1110, HEMOCPEICTBEHHO Biajetoiee nuopmanmen u pa-
Ooratouiee ¢ Heil. B OoybIIMHCTBE Cllyyae UMEHHO Biajesnel] HHPOpMalluu MOXKET onpeie-
JUTH €€ EHHOCTh U KOH(PUACHIINATHHOCTb.

[TocTaBuivKy anmapaTHOTO U MPOTPAMMHOT0 00€CTIeYeHHsI OOBIYHO SBJISIOTCS CTOPOH-
HUMHU JIMLIAMU, KOTOPBIE HECYT OTBETCTBEHHOCTb 32 MOJIEPKaHUE JOKHOTO YPOBHS UH(DOp-
MAaIMOHHOI 0€30MaCHOCTH B TIOCTABISIEMBIX M MPOTyKTaX.

AJMUHHUCTpATOp CETU — JIMIIO, 3aHUMAIoIeecss o0ecrieueHneM (PyHKIIMOHUPOBAaHUS
nH(GOPMAIIMOHHON CETH OPTaHU3AINH, TTIOJIEPKAHUEM CETEBBIX CEPBUCOB, pa3TpaHHUCHUEM
MpaB JIOCTyTa K pecypcaM CETH Ha OCHOBAHWU COOTBETCTBYIOIICH MOJUTUKNA OE30ITaCHOCTH.

Menemxep otaena SBiaseTCs IPOMEXYTOUYHBIM 3BEHOM MEX]y OllepaTOpaMu U CIeLH-
anucTaMu 1o nHpopmaoHHo 6e3omacHocTr. Ero 3amada — cBOEBpEeMEHHO U KAYECTBEHHO
MHCTPYKTUPOBAThH MOJYUHEHHBIN €My IIepcoHall 000 BceX TPeOOBAHUAX CITY>KObI Oe301acHO-
CTH U CJIETUTH 32 UX BBIIIOJIHEHUEM Ha pabounx Mectax. MeHeKkephl JOIHKHBI TIOBOJUTH J10
MOTYMHEHHBIX BCE aCMEKThI MOJIUTHKHA 0€30MacHOCTH, KOTOPBIE HETIOCPEIACTBEHHO UX Kaca-
IOTCSL.

Omneparopsl 00padaThIBAIOT MH(OPMALIHIO, TOITOMY JOJKHBI 3HAThH KJIACC KOH(PUICH-
MAJILHOCTH HHPOPMALIUU U KaKoH yiiepO Oy1eT HaHECEH OpraHU3aluy MPU €€ PACKPBITHH.

AynuTopbl — BHEUTHHE CHELHATUCTBI 10 0€30aCHOCTH, HaHUMaeMble OpraHu3aluei
T IEPUOAMYECKON MPpoBepKH (HYHKIIMOHUPOBAHUS BCEH CUCTEMBI 0€30MacHOCTH OpTaHu-

3alliu.
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3 BuiBoabI 10 Teme 1.8

1) AJAMHMHUCTPATHBHBIN YPOBEHbB SABJSCTCS MPOMEKYTOYHBIM YPOBHEM MEXKIY 3aKO-
HOJIaTeIbHO-TIPABOBBIM M MPOTPAMMHO-TEXHUUYECKUM YPOBHSAMHU (POPMHpPOBAHUS pEKUMA
nH(GOPMALIMOHHON 0€30MacHOCTH, 3aJauell KOTOPOro SIBIAETCS pa3paboTKa U pean3aiius
MPAKTUYECKUX MEPOTIPUATHIA IO CO3/TaHUIO CUCTEMbI UHPOPMAIITMOHHOM 0€30MacHOCTH, YUH-
THIBAIOIIEH OCOOCHHOCTH 3alTUIAeMbIX HH()OPMAITMOHHBIX CHCTEM.

2) 3amayeil aIMUHUCTPATUBHOTO YPOBHS SBJISCTCS pa3padOTKa M peaiu3alus MmpakK-
TUYECKUX MEPOIPUSATUHN MO CO3JaHUI0 CUCTEMBI MH(POPMAIIMOHHOM O€30MaCHOCTH, YUUTHI-
BaloIlell 0COOCHHOCTH 3aIllUIIaeMbIX HH()OPMAIIMOHHBIX CHCTEM.

3) Llenpo aIMUHUCTPATUBHOTO YPOBHS SIBIISICTCS pa3paboTKa MporpaMMbl padoT B
obsiactu MHGOPMALIMOHHON 0€30MacHOCTH U 00ECIEYEHHE €€ BBITIOJIHEHUS! B KOHKPETHBIX
YCIOBUAX (PYHKIIMOHUPOBAHUS HHPOPMAITMOHHON CHCTEMBI.

4) CopepxkaHHEM aMHUHUCTPATHBHOTO YPOBHS SIBJISIFOTCS CIICHYIOIHE MEpPOIPHSI-
THS:

~  pa3paboTKa MOJIUTUKHU 0€301aCHOCTH;

~ TpOBEJEHHE aHaJN3a YIrpo3 U pacyeTa PUCKOB;

- BBIOOpP MEXaHU3MOB U CPEACTB oOecreyeHus: HH(HOPMAITMOHHON O€30aCHOCTH.

5) INonutuka 6€30MaCHOCTH — ITO KOMILICKC IPEAYIPEIUTEIBHBIX MEp 110 o0ecreye-
HUIO MH(}OpMaMOHHON Oe3omacHOCTH opraHu3auuu. [lomuTuka 6€30MacHOCTH BKIIFOYAET
paBuiia, IPOUEAYPhl U PYKOBOJSIINE MPUHIUIBI B 001aCTH 6€30MaCHOCTH, KOTOPBIMU PY-
KOBOJICTBYETCS OpraHu3alus B cBoei fgestenbHocTi. KpoMme aToro, monutika 0€30nacHOCTH
BKJIIOUAET B ceOst TpeOoBaHMs B a/ipec CyObeKTOB MH(POPMAIIMOHHBIX OTHOIIEHHH. [Ipu aTOM
B MIOJINTUKE OE30MAaCHOCTH M3JIaraeTcs MOJIMTHKA POsieil CyObeKTOB MH(POPMAIIMOHHBIX OT-
HOILICHUH.

6) OCHOBHBIC HaIIpaBJICHHUS Pa3pabOTKH MOJUTHKH 0€30MaCHOCTH:

- ompezeneHue oobemMa U TpedyeMoro ypoBHsl 3allIUThI JaHHBIX;

- omnpeaeneHue posie cyObeKTOB MH(OOPMAIIMOHHBIX OTHOIIICHU.
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Tema 1.9. Knaccupukanusi yrpo3 «<uHpopMannoHHoi 0€301aCHOCTH

1 Knaccol yrpo3 uHgpopManuoHHOH 06e301acHOCTH

AHanu3 U BeISIBICHUE YTPO3 HHPOPMAITMOHHOM 0€30MacHOCTH SIBISIETCSI BTOPOM BaK-
HOUM (YHKIIMEH aJMUHUCTPATUBHOTO YPOBHA oOecrneueHus nHOOpMalMOHHONW 0e30macHo-
cti. Bo MHOTOM 00JMK pa3pabaThiBa€MOM CUCTEMBI 3allIUTHI M COCTaB MEXaHU3MOB €€ pea-
JM3aIUU ONpEIeNsieTCs MOTEHIIMATbHBIMU YTPO3aMH, BBISIBIIEHHBIMU Ha 3TOM 3Tare. Hampu-
Mep, €CJIM TO0JIb30BATENIM BEIUUCIUTEILHOM CETH OpraHu3aliil UMEIoT AocTtyn B IHTepHeT,
TO KOJIMYECTBO YTPO3 MH(POPMAIIMOHHOM 0€30MMaCHOCTH PE3KO BO3PACTAET, COOTBETCTBEHHO,
3TO OTPAKAETCS Ha METOAAX U CPEICTBAX 3AILUTHI U TIp.

VYrpo3a nHpopmMaMoHHON O6€30MaCHOCTH — 3TO MOTEHIMAIbHAs BO3MOXHOCTh Hapy-
nieHusl pexkuMa UHPopMannmoHHOW Oe3onacHocTu. IlpenHamMepenHas peanuzanus yrpo3bl
Ha3bIBAETCS aTaKOW Ha MH(QOPMALMOHHYIO cucTeMy. Jlnla, mpeqHaMepeHHO peau3yIolIne
yTPO3bl, SIBJISIFOTCS 3710yMBIIUIEHHUKAMHU.

Yaie Bcero yrpo3a siBIsi€TCs CIEACTBUEM HAIMYUS YSI3BUMBIX MECT B 3aIIUTE UH(DOP-
MAaIlMOHHBIX CHUCTEM, HaIlpUMEpP, HEKOHTPOJIUPYEMBII JOCTYI K IEPCOHAIBHBIM KOMITBIOTE-
paM WIHA HEIUIEH3UOHHOE MTPOrpaMMHOE oOecrieueHre (K COXKAICHUIO, aXKe TMIEH3MOHHOE
MIPOrpaMMHOE 00ECIIEYeHUE HE JIMIIEHO YSA3BUMOCTEN ).

HcTopus pazButrs HHGOPMAIIMOHHBIX CUCTEM ITOKA3bIBAET, YTO HOBBIE ySI3BUMbIE Me-
CTa MOSABIIAIOTCS MOCTOSIHHO. C Tako# e peryJipHOCTbIO, HO C HEOOJbIIUM OTCTABAHUEM,
MOSIBJISIFOTCS] U CPE/ICTBA 3aIIUThI. B OOJIBIIMHCTBE CBOEM CPEJICTBA 3allUThI MOSBIISIOTCS B
OTBET Ha BO3HHUKAIOIINUE YTPO3bl, TaK, HAIPUMEp, MOCTOSHHO MOSBISIOTCS UCIPABICHUS K
nporpaMmMHoMy obecrieueHuto ¢pupmMbl Microsoft, ycTpaHstoniye ouepeiHble ero ys3BUMbIC
MecTa 1 Ap. Takoil Moaxol K 00ecrieueHni0 0e30macHOCTH Majiod(PPEeKTUBEH, TOCKOJIBKY
BCET/Ia CYIIECTBYET MPOMEXKYTOK BPEMEHH MEXIy MOMEHTOM BBISBICHHS yTPO3bl M €€
ycTpaneHueM. IMEHHO B ATOT IPOMEXKYTOK BPEMEHH 3JI0YMBIIIJIEHHUK MOKET HAHECTH He-
MOTIPaBUMBIN Bpel HH(MOpMAITIH.

B 3101 cBs3u OoJiee mpreMIIeMbIM SBIISIETCS APYTOM CIOCOO - CIOCO0 ynpeskaarolien
3aIUTHI, 3aKII0YAIOIINNCA B pa3pab0TKe MEXaHW3MOB 3alIUTHl OT BO3MOXHBIX, MTPEIIoia-

racMbIX U NTOTCHIMAJIBHBIX YI'PO3.
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OTMeTUM, 4TO HEKOTOPBIE YIrPO3bl HENb3sl CUATATH CIEACTBUEM LIE€JIEHAIPABICHHBIX
nercTBUi BpeaHoro xapakrepa. CyilecTBYIOT yIpo3bl, BbI3BAaHHBIE CITyYaillHBIMU OIIUOKAMHU
WJTU TEXHOTCHHBIMHU SIBJICHUSIMHU.

3HaHNEe BO3MOXHBIX YyTpo3 HH(HOPMALIMOHHON 0€30MaCHOCTH, a TAKXKE YA3BUMBIX MECT
CUCTEMBI 3aIIUThl, HEOOXOUMO MJIsi TOTO, YTOOBI BHIOpaTh HaMbOJIEE SKOHOMUYHBIE U A(D-
(bekTHUBHBIE cpecTBa obecreueHus: 0€30MacHOCTH.

Yrpo3bl HHPOPMAIIMOHHON 0€30MaCHOCTH KJIACCU(PUIUPYIOTCS 110 HECKOJIBKUM MPHU-
3HaKaM:

~  TI0 COCTaBJSIONIMM HMH()OPMAIMOHHOW 0e30macHOCTH (JOCTYMHOCTh, IIEJIOCT-
HOCTb, KOHQUACHIINAIBHOCTD), IPOTUB KOTOPHIX, B IIEPBYIO OUEPElb, HAIIPABIEHBI YTPO3bI;

- I10 KOMIIOHEHTaM UH(OPMALIMOHHBIX CUCTEM, Ha KOTOPBIE YTPO3bl HALIEJICHBI (1aH-
HbIE, IPOTPaMMBI, aIapaTypa, NepcoHan);

- MO XapakTepy BO3JeHCTBUS (Ciy4yailHble WM MPEeIHAMEpPEHHbIE, JEHCTBUS TIPH-
POJHOTO WJIM TEXHOTEHHOTO XapaKkTepa);

~ IO PacrojOoXEHUI0 UCTOYHHKA yIpo3 (BHYTPH WM BHE paccMaTpuBaeMoil nHpOop-
MAaITMOHHOM CHUCTEMBI).

OTrpaBHOM TOYKOM MpU aHAIU3E yrpo3 UH(OOPMAIIMOHHOM OE30MaCHOCTH SIBJISIETCS
oTpeeeHIe COCTAaBIISIONIEH HHPOPMAIIMOHHOM O€30MaCHOCTH, KOTOpasi MOKET ObITh Hapy-
1IeHa TOW WM UHOU yTrpo30il: KOHPUAEHIMATBHOCTbD, IETOCTHOCTh WU TOCTYITHOCTbD.

Ha pucynke 1.9.1 mokazano, 4To Bce BUABI YIPO3, KIACCUPUIUPYEMbIE 110 JPYTUM
pU3HaKaM, MOTYT BO3JIEHCTBOBaTh Ha BCE COCTaBJIAIOLIME MH(YOPMAIIMOHHON Oe30macHo-
CTH.

PaccMoTpum yrpo3sl o XapakTepy BO3IAEHUCTBUS.

OnpIT NPOEKTUPOBAHUSA, U3TOTOBICHUS U AKCIUTyaTallud MH(GOPMALIMOHHBIX CUCTEM
MOKa3bIBaeT, 4TO MH(pOpMAIUS MOABEPraeTcs pa3IMyHbIM CIIy4ailHbIM BO3JCHCTBUSAM Ha
BCEX JTarax UHUKJIA 5KU3HU CUCTEMBI.

[TpyuurHamMu ciry4ailHbIX BO3JEHCTBUN MPHU SKCIUTYaTallUd MOTYT OBITh:
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Knacchvkauma yrpos MHGopMauMoHHOR Ge30nacHocTH
I

Mo KOMAOHEHTaM
HHBIOpMaUMOHHE
CHCTEM

¥ ¥

¥rposel ¥rposel
AOCTYMHOCTH LENOCTHOCTH
MHpopMaLkKM MHPoOpMaL KK

Mo xapakTepy Mo pacnonoX¥eH o
EOZAEFCTEMA HMCTOYHMES ¥Ipoz

¥rpozel
KOHBMASHUHANeHOCTH
HHIOpMaLHH

Pucynok 1.9.1 — Knmaccudukanus yrpo3 nHGOpMaIMOHHON 0€3011aCHOCTH

- aBaprIHBIC CUTyallun H3-3a CTUXMUHBIX 66,[[CTBPII>1 1 OTKJIHOUYCHUU QJICKTpPOIINTA-

HUA (IPUPOAHBIC U TEXHOTCHHBIE BO3/ICUCTBUS);

OTKa3bl U COOU anmnaparyphl;

OIIMOKHU B IIporpaMMHOM O6€C1’IC‘I€HI/II/I;

OIIMOKH B paboTe MepCoHa;

MIOMEXH B JIMHUSAX CBSI3M M3-32 BO3/ICHCTBUI BHEIIIHEH CPEJIbI.

[IpennaMepeHHBIC BO3JCHCTBUS — 3TO IIeJICHAIIPaBICHHbBIC JCHCTBUS 3JI0YMBIIUICH-
HUKa. B KauecTBe 3710yMBIIIJICHHUKA MOTYT BBICTyTIaTh CIY>KaIIUH, TOCETUTENh, KOHKYPEHT,
HaeMHUK. [[efCTBUS HApyIIUTEIs MOTYT OBITH OOYCIIOBJICHBI Pa3HBIMH MOTHBAaMHM, HAMPH-
Mep:

e  HEJOBOJBHCTBOM CIIYIKAIIETO CITYKEOHBIM ITOJI0KEHUEM;

e JTIOOONIBITCTBOM;

¢  KOHKYpEHTHOI 00pb0OOH;

e  YSA3BJICHHBIM CaMOJIIOOMEM U TIP.

Yrpo3sl, Ki1accupuIrpyeMbple 0 PacioOKCHUI0 HCTOYHUKA YIrpo3, OBIBAIOT BHYT-
pEHHUE U BHEITHUE.

BremHue yrpo3sl 00yclIOBICHBI TPUMEHEHUEM BBIYUCIUTEIBHBIX CETEH U CO3/IaHNe
Ha UX OCHOBE WH()OPMAITMOHHBIX CHCTEM.

OcHoBHas 0COOEHHOCTD 000 BEIYUCIUTEIHLHON CETH COCTOUT B TOM, YTO €€ KOMITO-
HEHTHI pacmpe/ieieHbl B MpocTpancTBe. CBA3b MEXKIY y3JaMU CETH OCYIIECTBIACTCS HU3H-

YECKH C TTIOMOIIbIO CETEBBIX JTUHUM U MPOTPAMMHO, T.€. C IOMOIILI0 MEXaHU3Ma COOOIIICHUH.
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[Ipu 5TOM ynpaBistomye cooOIIeHNs U JaHHbIE, IEPEChlIaeMble MEXTY y3JIaMH CETH, Tepe-
Ja0Tcs B BUE akeToB oOMeHa. OCoOOEHHOCTh IAaHHOTO BUA YTPO3 3aKIII0YAETCA B TOM, UTO
MECTOMNOJIOKEHHUE 3I0YMBIILJIEHHUKA H3HAYaJIbHO HEU3BECTHO.

2 KanaJjibl HeCAHKIIMOHUPOBAHHOTO J0CTYyNa K HHpopManuu

Opnum u3 HamboJiee PaCIPOCTPAHEHHBIX U MHOTOOOPa3HbIX CIIOCOOOB BO3/IEHCTBHUS
Ha HHPOPMAIMOHHYIO CUCTEMY, TIO3BOJISIFOIITUM HAHECTH yIIepO JH000# U3 COCTaBISIONTUX
nH(GOPMAITMOHHON 0€30MMaCHOCTH SBJISETCA HECAHKIIMOHUPOBaHHbIN AocTyn. HecankunoHu-
POBAHHBIN TOCTYN BO3MOXKEH M3-3a OLIMOOK B CUCTEME 3alllMThl, HEPALIMOHAIBLHOTO BHIOOpA
CPEIICTB 3aIIMThl, X HEKOPPEKTHON YCTaHOBKH M HACTPOMKHU.

Kananer HCJI knaccuduimpyrorcsi mo KOMIIOHEHTaM aBTOMATU3UPOBAHHBIX MHGOP-
MAIMOHHBIX CUCTEM:

Yepes yenoBeka:

- XUIIeHWe HocuTenel nHhopmalum;

- yTteHue uHpOpPMAIK C SKPaHa WU KIaBUATYPBI;

- yTeHue uHGOpPMAIH U3 PACTICUATKH.

UYepes nporpammy:

- §epexBaT napoJieH;

- pacumdpoBka 3ammdpoBaHHON HHPOPMAIIHH;

- KONMHMPOBaHHE MH(OpMAIUU C HOCUTEIIS.

Yepes anmnaparypy:

~  TMOAKJIOYEHHUE CIEIUaIbHO pa3pad0OTaHHBIX allapaTHBIX CPEJICTB, 0OECTICUNBAIO-
IIUX JTOCTYI K HHGOpMAIUY;

~ mepexBaT MOOOYHBIX AJIEKTPOMATHUTHBIX HU3IYYCHHW OT ammapaTypbl, JTUHUN
CBSI3U, CETEU DJIEKTPOIUTAHUS U TIP.

3 BuiBoabI o Teme 1.9

1) VYrposza uHDOpMAIMOHHOW 0E30MACHOCTH — 3TO MOTCHIUAIBHAS BO3MOXKHOCTh
HapyllIeHus pexxruma HHPOPMAIIMOHHON 0€30MacHOCTH.

2) TlpennamepeHHas peain3aius yrpo3bl Ha3bIBACTCs aTakoi Ha MH()OPMAIHOHHYFO

CUCTEMY.
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3) Jluma, npegHaMepeHHO Peali3yIONIUe YIPO3bl, SBIISIOTCS 3JI0YMBIIICHHUKAMHU.
4) Yrpo3sl nHGOPMAIIMOHHONW OE30MaCHOCTH KJIACCH(PHIUPYIOTCS O HECKOJIbKUM
MpU3HAKaAM:

10 COCTABJISIONIMM MH(POPMAILIMOHHOM 0€301aCHOCTH;

~ 10 KOMIIOHEHTaM UH(GOPMAIIMOHHBIX CUCTEM;

- IO XapakTepy BO3JCUCTBHS;

~ IO PACTOJIOKEHUIO UICTOYHUKA YIPO3.

5) HecaHKIIMOHUPOBAHHBIN JTOCTYI SIBJISETCS OJHUM M3 HauOOJee pacipoCTpaHCH-
HBIX U MHOTOOOPAa3HBIX CIIOCOOOB BO3ACHCTBHS HA MH(POPMAILIMOHHYIO CHCTEMY, TTO3BOJISIO-
IIUM HaHECTH yiepO 000 U3 COCTABISIIONINX HH(POPMAITMOHHOM 0€3011aCHOCTH.

6) Kananer HC/] kmaccupuupyrorcs 1Mo KOMIIOHEHTaM aBTOMAaTH3UPOBAaHHBIX WH-

(I)OpMaI_[I/IOHHBIX CHUCTCM! IIOJIB30BATCJIb, IIPOTpaMMa, alrapaTHbIC CPCIACTBA.
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