WNudopmannonnas 6e30macHOCTb
Paznen 4. Mexanusmel ooecrnieueHusi THGOPMAITMOHHONW 0€30MTaCHOCTH

Tema 4.1. UnenTudguxanus 1 ayTeHTHPUKADUSA

1 ToHsTUS «MACHTUPUKALKDY U «ayTEHTUDUKAIUS

Wnentuduxanus v ayTeHTUPUKALUN IPUMEHSIOTCS 171 OTPAaHUYEHUS JOCTYTIa CIIy-
YaiHBIX U HE3aKOHHBIX CyOBEKTOB (MOJIH30BATENN, IPOIECCH) HHPOPMAITHOHHBIX CUCTEM K
ee o0ObeKTaM (arrmapaTHbie, IpOorpaMMHBIE U HH(POPMAIIMOHHBIE PECYPCHI).

OOt anroput™ pabOThl TAKUX CHCTEM 3aKJIIOYAeTCS B TOM, YTOOBI MOJYyYUTH OT
cyOBbeKTa (Harpumep, MoJib30BaTelNsl) MH(POpMaIUIO, yA0CTOBEPSIOULYIO €r0 JIMYHOCTh, IPO-
BEPUTH €€ MOJJIMHHOCTh M 3aTe€M MPEJOCTaBUTh (MJIK HE MPEJOCTABUThH) 3TOMY IOJIb30Ba-
TEJI0 BO3MOXKHOCTh PabOThI C CUCTEMOM.

Hanuuue nponenyp ayTeHTUPUKAUN W/WINK UACHTU(PUKAUHN 110JIb30BaTENICH SBIIS-
eTcsl 0053aTeNIbHBIM YCIOBUEM JIF000H 3allUIIEHHON CUCTEMBI, TOCKOJIbKY BCE MEXaHU3MbI
3aIUThl UH(OPMALIMK PACCUYUTaHbl HA pabOTy ¢ MOMMEHOBAHHBIMU CYOBEKTaMU U OOBEK-
TaMU UHPOPMAIIUOHHBIX CUCTEM.

Jaaum onpenesneHus 3TUX NOHITHIA.

Wnentuduxanus — npucBoeHue cyoObeKkTaM U 00bEKTaM JI0CTyIa JIMYHOTO UIEHTUDU-
KaTopa ¥ CPaBHEHHE €T0 C 3aJaHHBIM.

Aytentudukanus (yCTaHOBJICHUE MOIJIMHHOCTH) — TPOBEPKA MPUHAIJICKHOCTHU CYOh-
€KTy AOCTYIa NPEAbSIBICHHOTO UM UJEHTU(PUKATOpA U MOATBEPKIACHUE €r0 MOATUHHOCTH.
Hpyrumu cnoBaMu, ayTeHTU(UKAIUS 3aKII0YAETCS B MPOBEPKE: SBISETCS JIM MOJIKII0YaL0-
uics CyOBbeKT TeM, 32 KOTO OH ceOs BBIACT.

[Ipu mocTpoennu cuctem UAESHTU(DUKAIIUN U ayTeHTU(PUKAIINK BOZHUKAET MpodieMa
BBIOOpA UACHTU(PUKATOPA, HA OCHOBE KOTOPOI'0 OCYILECTBIISAIOTCS MPOLEAYPhl UAECHTU(HKA-
MU U ayTeHTU(UKAIMK T0JIb30BaTelss. B kauecTBe MIEHTU(PUKATOPOB OOBIYHO HCIIOJIb-
3YIOT:

— Habop CMMBOJIOB (MApOJIb, CEKPETHBIHN KIIIOY, TEPCOHATBHBIN UACHTUPHUKATOP U T.
I1.), KOTOPBIN MOJIb30BaTEIb 3aIIOMUHAET WJIU ISl UX 3aIIOMUHAHUS UCIOJB3YET CHEUab-

HbIE CPEJICTBA XpPaHEHUS (3JIEKTPOHHbIE KITIOUN);
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— ($U3HONOTHUYECKHE TapaMeTphl YelOBeKa (OTIEeYaTKH MajbIeB, PUCYHOK PayK-
HOM 000JIOUKH TJ1a3a u T. I1.) WK 0COOEHHOCTH MOoBeIeHUs (0COOEHHOCTH PabOThI HA KIIaBH-
aType | T. II.).

Hawnbomnee pactipocTpaHEHHBIMH POCTHIMU U TPUBBIYHBIMH SIBIITFOTCSI METO/IbI 2y TCH-
TU(UKAIMKA, OCHOBaHHBIC HA TIAPOJISIX — KOHPHUICHIIMATBHBIX HACHTH(PHUKATOpPaX CyOBEKTOB.
B 3TOoM ciydae mpu BBoOJIe CyOBEKTOM CBOETO MapoJis MOJACUCTEMAa ayTeHTU(UKAIIUNNA CPaB-
HUBAET €T0 C MapoJieM, XpaHIIIMMCcs B 0a3e 3TaJOHHBIX JaHHBIX B 3aIM(GpOBaHHOM BHIE. B
Clly4ae COBIAJICHUS Mapojieii mojcucTeMa ayTeHTU(DUKAINK pa3peniaeT JOCTYI K pecypcam
CUCTEMBI.

[TaponbHbIe METOIBI Ay TEHTH(PHUKAIIMY TI0 CTENICHH U3MEHIEMOCTH TapoJiei AesTcs
Ha:

—  METOJbl, UCTIOJIb3YIOIINE TOCTOSHHBIE (MHOTOKPATHO MCIIOJIb3YEMBbIE) MapOJIH;

—  METO[bl, UCIIOJIB3YIOIINE OAHOPA30BbIC (IMHAMUYHO U3MEHSIOLINECS ) TAPOJIH.

Hcnonp30BaHne OAHOPA30BBIX WM JTUHAMUYECKH MEHSIOMIMXCS Maposiel sBISeTCs
0oJ1ee HaJeKHBIM METOAOM NapOIbHOMN 3aIHTHI.

B nocnennee BpeMs MOMy4YMIM pacipoOCTpaHEHNEe KOMOMHUPOBAHHBIE METOIbI HJICH-
TU(UKAIAA ¥ ayTeHTU(UKAINN, TPEOYIONTIe, TTOMUMO 3HAHUS TApOJIsi, HATUIHE KaPTOUKU
(token) — cienmanbHOrO YCTPOMCTBA, TOATBEPIKIAIONIETO TOUTMHHOCTh CYyOhEKTA.

KapTouku pa3aenstor Ha JBa TUTIA:

— IacCUBHbIE (KAPTOUYKH C MAMSITHIO);

— aKTHBHBIC (MHTEJUICKTYaJIbHBIE KAPTOUKH).

CaMbIMH pacipOCTpaHEHHBIMU SIBIISIOTCS MACCHUBHBIC KAPTOUKUA C MAarHUTHOW TOJIO-
COM, KOTOPBIE CYUTHIBAIOTCS CIICIUAIBHBIM YCTPONCTBOM, IMEIOIIUM KIIABUATYPY U MPOLEC-
cop. [Ipu ncnonp30BaHNyM yKa3aHHOW KapPTOYKH MOJIH30BATENh BBOJAUT CBOW MACHTU(UKAIIN-
OHHBIN HOMEp. B ciryuae ero coBmajieHust C DJIEKTPOHHBIM BaAPHAHTOM, 3aKOJIMPOBAHHBIM B
KapTOYKe, MOJIb30BaTeNb MOJIYYaeT JOCTYI B CUCTEMY. DTO MO3BOJISET JOCTOBEPHO YCTaHO-
BUTH JIUII0, TIOJTYUYHUBIIIEE JOCTYI K CHCTEME M UCKIIOYUTHh HECAHKIIMOHUPOBAHHOE HCTIOJb-
30BaHUE KapTOUKH 3JIOYMBIILJICHHUKOM (Hampumep, npu ee ytepe). Takoil cnocod yacto

Ha3bIBAIOT IByXKOMIIOHEHTHOMN ayTeHTU(PHUKALIUEH.
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HHTemekTyanbHbIe KApTOYKH KPOME IMTaMSITH UMEIOT COOCTBEHHBI MUKPOIIPOIIECCOP.
DTO MO3BOJISIET PEAIM30BATh PA3IMYHBIE BAPUAHTHI MAPOJIbHBIX METOJIOB 3allUThI, HAIPH-
M€Ep, MHOTOPA30BbIE MAPOJIN, JTUHAMUYECKA MEHSIOIIUECS MTapOJIH.

Metonpl ayTeHTH(UKAIINN, OCHOBAHHBIC Ha M3MEPEHUU OMOMETPHUYECKHUX IMapaMeT-
pOB YenoBeka, ooecrieunBaroT modTH 100 % uaeHTudukamnuio, pemas npoodieMpl yTEpH WIH
YTPATHI MAPOJICH M JTUIHBIX UACHTH(GUKATOPOB. OTHAKO 3TH METOJIBI HEJIb3sI UCIIOJIb30BaTh
Ipy UACHTU(UKAIIUUA TTPOIECCOB MM JaHHBIX (0OBEKTOB JaHHBIX), OHM TOJHKO HAaYHWHAIOT
pa3BUBaThCA, TPEOYIOT TTOKA CJI0KHOTO U JOPOTOCTOSAIIET0 000PYI0BaHMS. ITO 00YCIOBIH-
BaeT WX MCIOJB30BaHME MOKA TOJIHKO HA 0CO00 BAXKHBIX 00OBEKTAX.

[Ipumepamu BHEIpEHUS yKa3aHHBIX METOJIOB SIBIISIIOTCA CUCTEMbl HMIECHTU(DUKAIIUU
MOJIB30BATEIIS [0 PUCYHKY paly>KHOM 000JI0UYKH TJ1a3a, 10 MOYEepKy, 10 TEMOpy rosoca u mp.

Hogeitmnm HanpaBieHueM ayTeHTU(GUKAIIMY SBIISETCS JOKAa3aTEIbCTBO MOIJTMHHOCTH
YIAJIEHHOT0 M0JIb30BATENS 110 €70 MECTOHAXOXKICHUIO. /[aHHBIN 3a1IUTHBIN MEXaHU3M OCHO-
BaH Ha MCIOJIb30BaHUMU CHCTEMbl KocMuyeckor HaBuramuu, tTuna GPS (Global Positioning
System). [Tonb3oBaTenb, uMeromuii anmapatypy GPS, MHOrokpaTHO OCHIIIaET KOOPAMHATHI
3a/IaHHBIX CIIYTHUKOB, HAXOJISAIIUXCS B 30HE NpsiMor BuauMocTu. [loacucrema ayreHtudu-
Kaluu, 3Hast OpOUTHI CITyTHUKOB, MOXKET C TOYHOCTHIO JI0 METPA OMPEICIUTh MECTOPACIIONO-
’KEHUE TMOJIb30BaTensl. Bricokas HaeKHOCTh ayTeHTU(UKAIINK OTIPEIESETCS TEM, YTO Op-
OUTBHI CIYTHUKOB TOJIBEP>KEHBI KOJIEOAHUSIM, MPEACKa3aTh KOTOPhIE JOCTATOYHO TPYIAHO.
Kpome Toro, kKoopanHaThI MIOCTOSSHHO MEHSIOTCS, YTO UCKJIFOYAET UX MepexBaT. Takou MeTO
ayTeHTU(PUKAIIUA MOXKET OBITh HCTIOJB30BaH B CIIy4asiX, KOT/la aBTOPU30BAHHBIN YIaICHHBIN
MOJIb30BATEINb JOJDKEH HAXOAUTHCS B HY’)KHOM MECTE.

2 Mexanu3M uieHTH(UKAIUN U Ay TeHTH(PUKAINH M0J1b30BaTe el

OO6mias nporneaypa UaeHTUGUKAIMA U ayTeHTU(UKAIMK TOJb30BaTENs MIPU €ro J10-
CTyTIE B 3alIUIICHHYIO HHPOPMAITMOHHYIO CUCTEMY 3aKJIFOYAETCs B CIICTYIOIIEM.

[Toap30BaTeNnh MPEIOCTABISICT CUCTEME CBOM JIMYHBIA HJICHTH(HUKATOpP (HAIpUMeEp,
BBOJIMT MapOJib WIN MPEJOCTABIIACT MaJiell Jisl CKaHUPOBaHUS OTmedarka). Jlamee cucrema

CpaBHUBAET MOJTYUYEHHBIN UACHTH(PUKATOP CO BCEMU XPAHSIIUMHUCS B ee 0a3e MaeHTH(PUKA-
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topamu. Eciu pe3ynbpTaT cpaBHEHHS YCIENTHBINA, TO TOJIH30BATENb MOJIyYaeT JOCTYII K CH-
CTEME B paMKaX yCTaHOBJICHHBIX MOJIHOMOYMH. B ciydae oTpuiiarenbHOTO pe3yiibTaTa cH-
cTema coobmraer 06 ommOKe U MpeayiaracT MOBTOPHO BBECTH HueHTH(]HKaTOp. B Tex ciy-
qasx, KOrJa MOoJb30BaTellb MPEBHIIIACT JIUMUT BO3MOXKHBIX MOBTOPOB BBOJA MH(MOPMAIIHH
(orpaHuyYeHre Ha KOJMYECTBO MOBTOPOB SIBISIETCS 00513aT€IBHBIM YCIOBUEM JIJIS 3aIIUIIEH-
HBIX CHCTEM) CUCTeMa BPEMEHHO OJIOKHPYETCS M BBIAAECTCS COOOIIEHHE O HECAHKIIMOHUPO-
BaHHBIX JIEUCTBUSIX (IPUUYEM, MOKET ObITh, U HE3AMETHO JIJISl TIOJIb30BaTEIA).

Ecnu B potiecce ayTeHTUDUKALIMK TOJJIMHHOCTh CyOBhEKTa yCTAaHOBJIEHA, TO CUCTEMA
3amuTHl HHGOPMAIMK JTOJDKHA OTMPEIETUTh €r0 MOJHOMOYNS (COBOKYIMHOCTH IMpaB). ITO
HE0OXO0AMMO JUIsI TOCIEAYIOIETO KOHTPOJIS U pa3rpaHUYeHHUsI IOCTYTIA K pecypcam.

B nenom ayrentudukainus no ypoBHio HHGOPMAIMOHHONW 0€301TaCHOCTH JIEJIUTCS Ha
TPHU KaTEerOpHU:

1) Cratuueckas ayTeHTH()UKALNA.

2) YcroiuuBas ayTeHTH(HUKAIIHS.

3) IlocrosiHHAs ayTeHTH(PHUKAIIHS.

[TepBas kaTeropusi oOecreyMBaeT 3aIUTy TOJIBKO OT HECAHKIMOHHUPOBAHHBIX JICH-
CTBUU B CUCTEMax, TJI¢ HAPYIIUTETh HE MOXET BO BpeMs ceaHca pabOThl MPOYHTATh ayTCH-
tudukanmonnyro nHpopmanuio. [[pumepom cpencTBa cTaTHYecKON ayTeHTU(PUKAIIAN SBIISI-
I0TCSI TPAAUITMOHHBIE TIOCTOSTHHBIE Maposn. VX 3(ppeKkTHBHOCTD TPEHMYIIIECTBEHHO 3aBUCUT
OT CJIOKHOCTH yTaJIbIBAaHUS TTApOJIeii U, COOCTBEHHO, OT TOTO, HACKOJIBKO XOPOIIIO OHU 3aIl[H-
IICHBI.

YcroitunBas ayTeHTU(UKAITUS UCTIONB3YeT TMHAMUYCCKUE TaHHBIC ayTCHTH(PDUKAIIAH,
MEHSIOIINECS C KaXK]IBIM CeaHCOM paboThl. Peanu3zanusaMu ycToiunBoi ayTeHTU(DUKAIIAH SIB-
JISTIOTCSL CUCTEMBI, HCTIONB3YIOIINE OAHOPA30BbIC MAPOIU U AICKTPOHHBIC MOAMHUCH. Y CTOM-
yuBas ayTeHTU(UKAIUSA 00€CIIeUnBacT 3aIUTy OT aTak, I/Ie 3JI0YMBIIIJICHHUK MOYKET Tepe-
XBaTUTh ayTEHTU(UKAITMOHHYIO HH(POPMAIIMIO U KCIIOIh30BaATh €€ B CICIYIONIUX CeaHCaxX
paboTHI.

Opnako ycroiunBasi ayTeHTU(DUKAIMS HE 00SCTICYNBAET 3aIUTY OT aKTUBHBIX aTak, B

X0AC KOTOPBIX MaCKprmIHHfICH 3JIOYMBIIIJICHHUK MOJKCT OIICPATHBHO (B TCUCHHUC CCaHCa
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ayTeHTH(PUKAIINN ) TIEPEXBATUTH, MOAU(PHUITUPOBATH U BCTABUTH WH(OPMAITUIO B TIOTOK TIEpe-
JlaBa€MbIX JIaHHBIX.

[TocTrosiHHas ayreHTHUKaLMs oOecreunBaeT WACHTUPHUKAIINIO KaXI0ro OJI0Ka mepe-
JaBaeMbIX JaHHBIX, YTO MPEIOXPaHsICT MX OT HECAHKIMOHWPOBAHHOW MOIU(DHUKAIINN WIIN
BcTaBku. [[pumepom peanuzanuu yka3aHHON KaTerOpuu ayTeHTU(PUKALIUU SIBISETCS UCTIONb-
30BaHUE AJITOPUTMOB I'€HEPALINH SJIEKTPOHHBIX MOJMUCEH ISl KaXKA0T0 OMTa mepechliaeMoi
uHopMarmm.

3 BeiBoabl mo teme 4.1

1) Wnentudukanus u ayTeHTH(OUKAIMA TPUMCHSIOTCS IS OTPaHHYSHUS JIOCTyIIa
CIIy4allHBIX M HE3aKOHHBIX CYOBEKTOB (I10JH30BATEIH, MPOIECCh) HHPOPMAIIMOHHBIX CH-
CTEM K ee 00beKTaM (arnmapatHbie, TporpaMMHbIe U HHGOPMAIMOHHBIE PECYPCHI).

2) OOumit anropuT™ pabOTHI TAKKX CHCTEM 3aKIJIF0YAETCS B TOM, YTOOBI TIOJYYUTH OT
cyOBeKTa (Harmpumep, MoJib30BaTelsl) MHPOpMaIKIo, yI0CTOBEPSIONIYIO €0 JIMYHOCTh, MPO-
BEPUTH €€ MOJIMHHOCTh U 3aTEM MPEJOCTaBUTh (WJIM HE MPEAOCTaBUTH) 3TOMY IOJIb30Ba-
TEJII0 BO3MOKHOCTh PabOThI C CUCTEMO.

3) Unentudukanus — NpUCBOCHUE CyObeKTaM M 00BEKTaM JIOCTyIa JTUIHOTO HIICH-
TUPUKATOpPa U CPABHEHUE €TI0 C 3aJaHHBIM.

4) Aytentudukaius (yCTaHOBJICHHE MOUIMHHOCTH) — MPOBEPKa MPUHAIICIKHOCTH
CyOBEKTY JI0CTyTa MPEAbSIBICHHOTO UM UACHTU(DUKATOPA U TTOATBEPKACHUE €TI0 TOIJTMHHO-
CTH.

5) B kavecTBe HACHTU(PHUKATOPOB B CHCTEMAX ay TCHTH(PHUKAIIMKA OOBIYHO HCITOJIB3YIOT
Ha0Op CUMBOJIOB (MApOJIh, CEKPETHBIN KIIIOU, IEPCOHATBHBIN UACHTU(PUKATOD U T. 11.), KOTO-
PBI TIOJTE30BATEIb 3AITOMUHACT WM JIJI X 3alIOMHUHAHUS UCIIOJIb3YET CIEIUaIbHbIC CPeI-
CTBa XpaHEHUs (PJIIEKTPOHHBIE KIIIOUM). B cucTeMax naeHTUPUKAIMU TAKUMU UACHTU(DUKA-
TOpaMU SIBJISIFOTCSI (PU3HOJIOTMYECKUE MMapaMeTphl YeJIoBeKa (OTIEYaTKU MaJiblIeB, PUCYHOK
pamay>kKHOM 000JI0YKHM TJ1a3a U T. I1.) UM OCOOEHHOCTH MOBEACHUS (0OCOOCHHOCTH PabOThI Ha

KJIABHATYpe U T. 11.).
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6) B mocnemHee Bpemsi MOJMYYHJIN PACIPOCTPAHEHHE KOMOWHHPOBAHHBIC METOJIBI
UACHTUPUKALMKA U ayTeHTUPUKALKU, TpeOYyIoIre, MOMUMO 3HAHUS MapoJisi, HaTMYhe Kap-
TOYKH (token) — cenuanbHOTO YCTPOUCTBA, MMOATBEPKIAIOIIETO MOTMHHOCTh CyOBeKTa.

7) Ecnu B nporiecce ayTeHTUPHUKAIMH TTOITUHHOCTh CyObEKTa YCTAHOBJICHA, TO CH-
cTeMa 3aluThl HH)OPMAIUU T0JKHA OMPEIETUTh €ro MOJTHOMOYHS (COBOKYITHOCTh TIPAaB).
3T0 HEOOXOIUMO JIJISl TOCIEIYIOIET0 KOHTPOJIS  pa3srpaHUUYEHHs TOCTYIIA K PECYPCaM.

8) B nenom ayreHTH(UKALNSA IO YPOBHIO HH()OPMAITMOHHON OE€30MIaCHOCTH JICITUTCS
Ha TPU KaTErOpUU: CTaTHYecKas ayTeHTU(dUKAIUs, YCTONUMBas ayTeHTU(DUKAIUS U TTOCTO-
sIHHas ayTeHTU(UKAIHSL.

9) INocrosiHHas ayTeHTH(UKAIMS SBISICTCS HANOO0JIEe HAlISKHOU, TOCKOIIBKY 0oOecre-
YMBaET UJACHTU(UKAMIO KaXKI0r0 OJI0Ka MepeaBaeMbIX JTAHHBIX, YTO MPEIOXPAHSIET UX OT

HGC&HKHHOHHPOB&HHOﬁ MOIII/I(l)I/IKaI_[I/II/I KN BCTAaBKU.
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Tema 4.2. Kpunrorpadust u mmudposanue

1 CTpykTypa KPpHITOCUCTEMbI

Camplii HaJIG)KHBINH TEXHUYECKHA METO/ 3aIUThl HH(OPMAITIH OCHOBAH Ha MCIIOJIb30-
BaHWU KpuntocucteMm. Kpunrocucrema BKIIOYaeT:

— aIropuT™ mUdpOBaHHUS;

— Habop kiIrouel (MOCIeNOBaTENbHOCTh JIBOMYHBIX YHCEN), MCHOJIB3YEMbIX IS
U ppPOBaHUS;

— CHCTEMY YIPABJICHUS KIIFOUaMH.

Kpunrocuctemsl pemaroT Takue mpodsieMbl MHGOPMAIMOHHONW 0€30MacHOCTH Kak
oOecreyeHne KOHPUACHIIMAIbHOCTH, LIEIOCTHOCTH IAHHBIX, @ TAK)KE Ay TEHTU(PUKALIUIO JaH-
HBIX U UX UCTOYHUKOB.

Kpunrorpaduueckrue MeToAbl 3aIIUTHI IBJSIIOTCS 00s13aTEIBHBIM 2JIEMEHTOM Oe30mac-
HbIX HH(POpMaMOHHBIX cucTteM. Oco0oe 3HaueHne KpunTorpaduyeckue MeTO bl MOTYYUIIN
C Pa3BUTHEM PACHPECICHHBIX OTKPBITBIX CETEH, B KOTOPHIX HET BO3MOKHOCTH 00ECIIEUUTh
(PM3UYECKYIO 3aIUTY KaHAJIOB CBS3H.

OO61as cxema pabOThl KPUIITOCUCTEMBI MIOKa3aHa Ha pucyHke 4.2.1.

2 Knaccndpukanus cucreM muppoBaHus TaHHBIX

OCHOBHBIM KJIacCU(UKAIMOHHBIM MPU3HAKOM CUCTEM MIM(PPOBAHUS JAHHBIX SBISETCS
crioco0 ux ¢yHkuuonuposanus. [lo cnocoOy QpyHKIIMOHHPOBAHUS CHUCTEMbI MU(DPOBAHUS
JAHHBIX JEJST Ha JIBa KJlacca:

—  CHCTEMBI «IPO3PAYHOT0» MU(PPOBAHHUS;

— CHUCTCMBI, CIICHUAJIBHO BbI3bIBACMBIC JII OCYIICCTBICHUSA I_HI/I(l)pOBaHI/IH.

Knrauy Knwoy

v v

Tekct -+ AMOPMTM . llwpreket -+ ATOPHTM 5 Tager
‘ WHDPOEaHKA WHJIPOEaHKA

MeTogonora

Pucynok 4.2.1 — O0mias cxema paboTbl KPUIITOCUCTEMBI
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B cuctemax «mpo3paynoro» mudpoBanus (udpoBaHue «HAIETY») KpUunrorpapuie-
CKH€ MpeoOpa3oBaHMs OCYIIECTBISIOTCS B PEKHMME PEabHOTO BPEMEHHM, HE3aMETHO IS
noJsib3oBarens. Hanpumep, monbp3oBaTesnb 3aMUCHIBACT MOATOTOBICHHBIN B TEKCTOBOM PEJIaK-
TOpEe TIOKYMEHT Ha 3alUIIaeMbIi JUCK, a CUCTEMA 3aIUTHI B MPOLIECCE 3aMHUCH BBIOIHSAET
ero mudpoBanue. CUCTEMbI BTOPOTO KJIacca OOBIYHO MPEACTABISIOT COOOU YTUIUTHI (ITPO-
rpaMMbl), KOTOpPbIE HEOOXOMMO CIIEIIUAIBHO BBI3BIBATH ISl BHITIOJHEHHS IU(POBAHUSL.

Kak y»e ormeuanoch, 0co00€ 3HaueHue Kpurnrorpaduyeckue npeoopazoBaHus UMEIOT
py nepeaayde JaHHBIX 110 PACTIPEACICHHBIM BEIYUCIUTEIBHBIM CETAM. JIJIs 3a1UThI JAaHHBIX
B pacMpe/IeNICHHbIX CETSAX MCIONb3YIOTCS JIBa MOAX0/1a: KaHAIbHOE MH(POBAHUE U OKOHEU-
Hoe (aboHEeHTCKOe) mudpOoBaHUE.

B ciydae kananpHOTO mK(poBaHUS 3aIIUIIAeTCA BCsS HHPOPMAIIHs, IepeaBaeMast o
KaHaJTy CBSI3M, BKIIIOUasl CIIYKE€OHY10. DTOT CIIOcOo0 mudpoBaHus 00J1a1aeT CIETYIONIUM J10-
CTOMHCTBOM — BCTpPaUBaHUE MPOLEAYP MU(POBaHUS Ha KaHAJIbHBIA YPOBEHb IO3BOJISET UC-
MOJIb30BaTh aIlllapaTHBIE CPEJCTBA, YTO CIOCOOCTBYET MOBBIIMICHUIO MPOU3BOAUTEIHLHOCTH
CUCTEMBI.

OxkoneuHoe (aboHeHTCKOE) mu(poBaHUE MO3BOJSET 00ECIEUUTh KOH(PUICHIIUAIb-
HOCTh JAHHBIX, MIEPEJaBaeMbIX MEXIy OByMs a0OHEHTaMu. B 3ToM ciydae 3amuimaercs
TOJIBKO COJIEp’KaHKue COOOIIEHUH, BCA CTy>keOHast HH(OpMaIUs OCTaeTCsl OTKPBITOM.

3 CuMMeTpHUYHbIE U ACUMMeETPHYHBIE MeTOAbI IU(POBAHUS

Knaccuueckue kpunrorpapuueckiue METOAbl JENATCS Ha JBa OCHOBHBIX THIIA: CHUM-
MeTpu4HbIe (IHU(PpPOBaHUE CEKPETHBIM KJIIOYOM) U aCUMMETpPUYHbBIC (IU(PpOBaHUE OTKPHI-
TBIM KJTFOYOM).

B cuMMeTpuyHBIX MeTOnmax NSl MMQPPOBaHUS U PacHIM(PPOBBIBAHUS HCIIOIB3YETCS
OJIMH W TOT K€ CEeKpeTHBIH Kito4. Hambornee M3BECTHBIM CTaHAAPTOM HAa CHMMETPUYHOE
G poBaHUE C 3aKPHITHIM KIIOYOM SIBJISIETCS CTAaHAAPT ISl 00pabOoTKU UHPOpPMALIMU B rOC-
yaapctBeHHbIX yupexaenusx CIIA DES (Data Encryption Standard). OGmas TexHonorus

MCIIOJIb30BAaHUSI CHMMETPUYHOTO METO/1a U(PPOBAHUS MPECTaBIECHA HA pUCYHKe 4.2.2.
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TekcT JAWHDPOBAHHEIA TEKCT TekcT
T E(T) T=E(E(T)
— ndpatop ¥ Newrpatop —*
f | f
CekpeTHRIA Ky E
+

TEHEPATOP KNHYEH

Pucynok 4.2.2 — O01ias TeXHOJIOTHsI CHMMETPHYHOTO METOAa MU (ppoBaHus

OCHOBHOI HEIOCTATOK ATOr0 METOJA 3aKJIFOYACTCS B TOM, YTO KJIIOY JOJKCH OBITH
W3BECTEH U OTIPABUTENIO, U MOJYYaTEII0. ITO CYIIECTBEHHO YCI0KHACT NPOLEAypY Ha3Ha-
YEHMS U pacIpeeNICHUs KI0Uel MEXAy MOIb30BaTEIIMU. Y Ka3aHHBINM HET0CTAaTOK MOCTY-
KUJI MPUUMHON pa3pabOTKX METOI0B MIU(PPOBAHUS C OTKPHITHIM KJIIFOYOM — aCUMMETPUUHBIX
METO/IOB.

ACHUMMETPUYHBIE METO/Ibl UCIIOIB3YIOT JIBa B3AMMOCBS3aHHbBIX KJTI0Ua: /Il @ poBa-
Hus ¥ pacimidpoBanus. OQUH KITFOY SBIISICTCS 3aKPBITHIM M U3BECTHBIM TOJIBKO MOTYYaTelto.
Ero ucnonp3ytor nis pacmdpoBanus. Bropoit u3 kitodei sSBISETCS OTKPBITHIM, T. €. OH
MOXET OBITh OOIIEIOCTYITHBIM 0 CETU U OMyOJIMKOBaH BMECTE C aJpPECcOM IOJIb30BATEIS.
Ero ncnons3yroT s BeinosiHeHUS mudpoBanus. Cxema QyHKIIMOHUPOBAHUS TAHHOTO THUITA
KPUIITOCUCTEMBI TTIOKa3aHa Ha pUCyHKke 4.2.3.

B nacTosimiee BpeMsi HanboJiee U3BECTHBIM M HAJCKHBIM SIBJIICTCSI aCUMMETPUYHBIM

anroput™m RSA (Rivest, Shamir, Adleman).

Tekct JaWMPpPOBEAHHER TEKCT Tekct
T E(T) T=DIE(T)
— |Lnippatap # lewupatop —

+ +

QTEPKITEIA £NHOY E CekpeTHER £y D

+ ;
+

TEHEpaTOR KNKYER

Pucynok 4.2.3 — O011ast TEXHOJIOTHSI ACHMMETPUYHOT'0 MeTO/1a N (POBaHUS



WNudopmannonnas 6e30macHOCTb
Paznen 4. Mexanusmel ooecrnieueHusi THGOPMAITMOHHONW 0€30MTaCHOCTH

4 MexaHu3M 3JIEKTPOHHOM MOJANMUCH

JIJ1s1 KOHTPOJIS LIEJIOCTHOCTH NEPENAaBaEMbIX IO CETSAM JAHHBIX MCIOJb3YETCS JJIEK-
TPOHHAs MOJIMUCH, KOTOPAs pean3yeTcs 0 METOLy MU(POBAHUS C OTKPBITHIM KITIOUOM.

DJeKTpOHHAs MOAMKCH MPEACTaBISET COO0H OTHOCUTEIHHO HEOOJBIIIOE KOJTMYECTBO
JIOTIOJIHUTENBHON ayTEHTU(PUIMPYIOIIeH HHPOpMaIK, NIEpe1aBaeMOil BMECTE C TIOJIUCHI-
BaeMbIM TekcToM. OTnpaButensb GopMUPYET HMUPPOBYIO MOANUCH, UCTOIB3YSI CEKPETHBIN
KJItou otnpasurens. [lomydarens npoBepseT NOANNCH, UCIIOJIb3Ysl OTKPBITBIN KIKOY OTIpa-
BUTEJIS.

Wnest TEXHONOTUU 3JIEKTPOHHOM MOANKMCH COCTOMT B cienyromeM. OTopaBUTeNb Ie-
penaer IBa SK3eMIUIApa OJTHOTO COOOIIEHUS: OTKPBITOE U PACIIU(POBAHHOE €TI0 3aKPBITHIM
KIItIo4oM (T. €. oOpatHO muppoBanHoe). [lomyyarens muUppyeTr ¢ MOMOIIBIO OTKPBITOrO
KJIF0Ya OTIPABUTENS pacliM(PpoBaHHBIN dK3eMIUIsip. ECiau oH coBManeT ¢ OTKPBITHIM BapH-
aHTOM, TO JINYHOCTH U IOJIUCH OTIIPABUTENS CUUTAECTCS YCTAHOBIEHHOM.

[Ipu npakTHYECKON peaiu3auu 3JIEKTPOHHOM MOANMCH TaKKe IU(PYyeTCsl He BCE CO-
oO1l1eHue, a JIUIb ClelUaabHasi KOHTPOJIbHAS CyMMa — X311, 3aIIMIIA0LIas TIOCIaHNe OT He-
JIETaJIbHOTO U3MEHEHUS. DJIEKTPOHHAs NOJAINUCH 371€Ch TAPAHTUPYET KaK LEIOCTHOCTh CO00-
LIEHUS, TaK U YJIOCTOBEPSIET IMYHOCTH OTIPABUTEIISL.

be3onacHoCTh 110001 KpUNITOCUCTEMBI ONPEEIIAETCS UCII0JIb3YEMbIMU KpUnTOrpadu-
YECKUMU KJIt0UYaMu. B ciydae HeHaie:)KHOTO yIIPaBIICHUS! KITIOYaMH 3JI0YMBIIIEHHUK MOKET
3aBJIaJIETh KIIOUEeBOW MH(MOpMaIMel 1 MOJyYrTh MOJHBIN JOCTYN KO BCel MH(pOpMaluU B
CUCTEME WJIM ceTU. Paznuyarot cienyrouiye BUabl GYHKIMN yIpaBieHus KJI04aMu: reHepa-
LHsl, XPAHEHHUE U PACIIPEIECIICHUE KITHOYEH.

Crioco0bl reHepaluy KI4en Jisi CAMMETPUYHBIX U aCUMMETPUYHBIX KPUIITOCUCTEM
paznuyHbl. [[15 reHepaim Kiiouyeid CAMMETPUYHBIX KPUIITOCUCTEM UCIIONb3YIOTCA anmnapar-
HBIE U IPOTPaMMHBIE CPEJICTBA T€HEPALINY CITyYalHbIX Yncell. [ eHepanus KIro4en 115 acCuM-
METPUYHBIX KPUIITOCUCTEM 0OJiee CII0KHA, TaK KaK KIIOUM JOJHKHBI 00J1aaTh OMpeIeIeH-

HBIMHU MaT€MaTHYECKUMU CBOMCTBAMM.
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OyHKIMA XpaHEHUs MpeanojiaraeT opraHu3aluio 0e30MacHOr0 XpaHEHUs, ydyeTa U
ynajaeHus KitoueBoil nudopmanuu. s odecnieueHus: 0€30MacHOr0 XpaHeHUs KI4en Ipy-
MEHSIOT UX MU(PPOBAHKE C TOMOIIBIO IPYTUX KItouei. Takoi moaxoa mpUBOIUT K KOHIIETI-
[IUU UepapXuu Kiouel. B nepapxuto kiodeil 0ObIYHO BXOIUT TJIABHBIHN KITIOY (T. €. MacTep-
KJIH0Y), KJTF0Y MK(pOoBaHMs KIOUel U K04 mudpoBaHus JaHHBIX. ClelyeT OTMETUTD, YTO
reHepalys U XpaHeHUe MacTep-KiII04a sBJsIeTCsl Hanbosee KpUTHUECKUM BOTIPOCOM KPHUIITO-
3aIUTHI.

Pacnpenenenne — caMblil OTBETCTBEHHBIM IPOLECC B YIIPABJICHUU KIHOYaMH. DTOT
MPOILIECC JOJKEH FTapaHTUPOBATh CKPBITHOCTD PACTIPEAEIISIEMBIX KIHOYEH, a TAKXKeE OBITh OIle-
PaTUBHBIM M TOYHBIM. MEX]ly MOJIB30BATEISAMU CETH KIIFOYHM PACIPENEISAIOT JBYyMS CIOCO-
Oamu:

—  C IIOMOIIIBIO NPSMOr0 0OMEHA CEaHCOBBIMHU KIIIOYaMHU;

— HCIOJIb3YS OJIMH WJIM HECKOJIBKO LIEHTPOB paclpeIeICHUs KII0UeH.

5 BeiBoaBI 1O TeMe

1) JlrobGas KpUNTOCHCTEMA BKJIIOYACT: aITOPUTM IU(PPOBAHUS, HAOOP KIIFOYEH, UC-
MOJIb3YEMBIX JJIs1 IIU(PPOBAHUSA U CUCTEMY YIIPABIICHUS KIFOUaMH.

2) KpunrocucrteMsl pemaroT Takue mpoodaeMbl HHYOPMAIMOHHOW 0€30MTaCHOCTH KaK
oOecrneueHne KOH(UIEeHINATbHOCTH, LIEIOCTHOCTU JAaHHBIX, a TAKXKe ayTeHTU(UKAUs JaH-
HBIX U UX UICTOYHHUKOB.

3) OCHOBHBIM KJIACCU(PHUKAIIMOHHBIM TPU3HAKOM CHUCTEM IMHU(PPOBAHHS JTAHHBIX SB-
JSIeTCS CMOCO0 UX (PYHKITMOHUPOBAHMUS.

4) B cucremax npo3payHoro mmdpoBanus (uppoBaHUE «HA JIETY») KPUITOTpadu-
YecKrue mpeoOpa3zoBaHusl OCYLIECTBISIOTCS B PEXKUME PEaIbHOrO BPEMEHH, HE3aMETHO IS
MIOJIB30BATEIIS.

5) Kiaccuueckue kpunrorpaguueckue METOABI JCIATCS Ha JiBa OCHOBHBIX THIIA:
CUMMeETpHUYHbIE (IIH(PPOBAHUE CEKPETHBIM KJIIOYOM) U aCUMMETpUYHbIE (IIHM(ppOBaHUE OT-
KPBITBIM KIIFOUOM).

6) B cumMeTpuuHBIX MEeTOaX JIs IM(DPOBAHUS U pacIIUPPOBBIBAHUS UCTIOIH3YETCS

OJIMH U TOT K€ CEKPETHBIN KJIIOY.
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7) AcUMMETPUYHBIC METOJIbI HCIIOJIL3YIOT JBa B3AaUMOCBSI3aHHBIX KITFOYA: ISl IUQ-
poBaHus U pacumdppoBanus. OQUH KIIOY SBJISETCS 3aKPHITHIM U U3BECTHBIM TOJIBKO TMOJTY-
gaTemo. Ero ucnonb3yroT 115 pacumdpoBanust. BTopoit 3 Kirodei sBIsIeTCS OTKPBITBIM, T.
€. OH MOXET OBITh OOIIEAOCTYIHBIM O CETH U OMyOJIMKOBaH BMECTE C apecoM IMOJIb30Ba-
Tensi. Ero ucnosib3yroT 1St BHIOJIHEHUS U (POBAHUS.

8) s KOHTpOJNS MEIOCTHOCTH IEpeJaBacMbIX MO CETSIM JaHHBIX HCIIOJIB3YEeTCs
AJIEKTPOHHAS MOJIUCH, KOTOpas peaqnu3yeTcs Mo METOAy MU(POBaHUS C OTKPBHITHIM KITIO-
YOM.

9) DnekTpoHHAs MOANKCH MPEICTABISCT COO0H OTHOCHUTEIBHO HEOOJIBIIOE KOTHYE-
CTBO JOIOJIHUTEJIBHON ayTeHTU(PUIMPYIOIIEH HHPOpMaIH, IEpeJaBaeMoil BMecTe ¢ MO/
MUCHIBAEMBIM TeKCTOM. OTmpaBuTelb POpMUPYET HUPPOBYIO NOANKUCH, UCIIOIb3Ys CEKPET-
HBII K104 oTripaButens. [lomydarens npoBepsieT MOANUCH, UCIOJIb3Ys OTKPBITHIA KJIFOY OT-
MIPABUTEIIS.

10) [Tpu mpakTUYECKO# peanu3aliu JIEKTPOHHOH MOAMUCH TaKke MudpyeTcs He Bce
coo0IIeHHe, a JIUIIb CHelalbHasi KOHTPOJIbHAS CyMMa — X3III, 3alUIIA0IIAs TOCTaHUuE OT
HEJIETAJIbHOTO U3MEHEHUS. DIEKTPOHHAS OANKCH 3[€Ch TAPAHTUPYET KaK LIEIOCTHOCTh CO-
OOILLEHUs, TaK U yIOCTOBEPSIET JINYHOCTH OTIIPABUTEIIS.

11) Be3onacHOCTh JIF0OOH KPUIITOCHCTEMBI OMPEACISIETCS UCIOIb3yEMbIMH KPHIITO-

rpadUyeCcKUMU KIIF0YaMHU.
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Tema 4.3. MeToabl pasrpaHM4YeHue J0CTyIA

1 MeToabl pa3rpaHnyeHus 10CTyna

[Tocne BbIMOMHEHNS MACHTU(UKAIIMYA U ayTEHTU(PUKALIMHU MTOJICUCTEMA 3alIUTHl yCTa-
HaBJIMBAET IOJIHOMOYHUS (COBOKYITHOCTh IpaB) CyOBEKTa JJIs MOCIEAYIOIIEr0 KOHTPOJIS
CaHKIMOHUPOBAHHOT'O UCIOJIb30BaHUsI O0BEKTOB HHPOPMAIIMOHHON CHCTEMBI.

OOBIYHO MOTHOMOYHUS CYyOBEKTa MPEACTABISIOTCA: CIUCKOM PECYPCOB, JOCTYIHBIM
MI0JIb30BATEIIO U MTpaBaMU M0 AOCTYIY K KaXXJA0OMy peCypcCy U3 CIIUCKA.

CyLecTBYIOT CIIEyIOLIME METOIbI Pa3TPaHUYEHUS JOCTYyIIA:

1) PasrpanudeHue q0CTyma MO CIIHCKAM.

2) Hcmonb3oBaHME MaTPUIIBl YCTAHOBIICHHUS TIOJIHOMOYHIA.

3) PasrpanndeHue gocTyna 1o ypoBHSIM CEKPETHOCTH U KATETOPHUSIM.

4) TlaponpHOE pasrpaHUYEHUE JOCTYTIA.

Dﬁmuel Docryn  BesonacHocTe |

Mraa | NofagTe. .. |
L5l bon [SERVERSbpn)
€SS TEM 4“”3”"”"

ﬁ AgrauHHcTparopel [SERVER \AgruHMcTpar. ..

FPazpeweHma; Paspewmre 3anpeTyTe

MonHeE ocTYn

W zteHTE

UTeHME W BEINOIHEHME
CrMcor coneps#Mora nanku
HreH1e

EEEEEE
OOO000o0

Januce

HanonHKTENEHD.. . |

MNepeHocHTE HaCNEIYEMEIE OT POAMTENECKOrD OfbEKTS
PASPELIEHWA HA 3TOT OfBEKT

k. I OTrEHa [l PUrAEHMTE

Pucynok 4.3.1 — I[Ipumep pasrpaHudeHust 10CTyna
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[Ipu pasrpaHnvyeHUH JOCTYIA MO CIHUCKaM 3aJat0TCs COOTBETCTBUS: KaXJAOMY MOJIb-
30BaTENIO — CIIMCOK PECYPCOB U IIPaB AOCTYIIA K HUM WIH Ka)XJAOMY PECYPCY — CIIUCOK IOJb-
30BaTeliel U UX MpaB JOCTyIA K JaHHOMY pecypcy.

Cnucku NO3BOJISIIOT YCTAHOBHUTH MpaBa C TOYHOCTBIO JO IMOJIb30BATENs. 31€Ch He-
TPYIHO JOOABUTH MIpaBa WUJIU SBHBIM 00pa3oM 3ampeTutTh A0CcTymn. CIHUCKU UCTIOJIb3YIOTCS B
noJjicucTeMax 0€30MacHOCTH OTIEPAIIMOHHBIX CUCTEM M CUCTEM YIIpaBJICHUs 0a3aMu JaHHbBIX.

[Tpumep (oneparmonnas cucreMa Windows 2010) pasrpanudenus 4ocTyna Mo CIuc-
KaM JIJISI OJTHOTO 00bEKTa MoKa3aH Ha pucyHke 4.3.1.

Hcnonb3oBaHrue MaTpHIlbl YCTAHOBIICHHS MOJTHOMOYUI MOIpa3yMEBAET IPUMEHEHUE
MaTpHIbl OCTyna (Tabiuibl MOJHOMOYKK). B yka3zaHHOW maTpuile CTpOKaMu SIBIISFOTCS
UIEHTU(UKATOPBI CYOBEKTOB, UMEIOUIUX JOCTYN B MH(POPMALMOHHYIO CHCTEMY, & CTOJO-
11aMH — 00bEKTHI (pecypchl) HHGOPMAITMOHHON cUcTeMBI. KaXk1blii 2JIEMEHT MaTPUIIbI MOKET
COJIEpKaTh UMS U pa3Mep MPEOCTABIIIEMOT0 pecypca, MpaBo A0CTyNa (UTEHHE, 3alUCh U
p.), CChUIKY Ha APYryr0 MHQOPMALMOHHYIO CTPYKTYpPY, YTOUHSIOUIYIO IMpaBa JAOCTyIa,
CCBUIKY Ha IIpOrpaMMy, YIPaBJISIOIIY0 IpaBaMy JOCTyNa U Ip.

JlaHHBI MeTOA MpeAoCTaBIAeT 0ojiee YHUPUIIMPOBAHHBIA U YAOOHBIN MOAXOM, T. K.
BCsl UH(QOpMaLUA O MOJTHOMOYMSIX XPAHUTCS B BUAE €IWHON TaOIMIIbL, @ HE B BUJIE Pa3HO-
TUITHBIX CIIUCKOB. HeocTaTkaMy MaTpUILIbI SIBJISIFOTCS €€ BO3MOYKHAsl TPOMO3KOCTb U HEOII-
TUMaJIBHOCTH (OOJBITUHCTBO KJIETOK — MYCThIE).

®parMeHT MaTpUIlbl yCTAHOBJICHUSI IOJTHOMOYHUH ToKa3zaH B Tabmuie 4.3.1

Tabnuua 4.3.1 — @parMeHT MaTpHIlbl YCTAHOBJICHUS TOJTHOMOYHH.

Cy6beKT Jduck c:\ | ®aiia d:\prog. exe IpunTep

ITons3oBatens 1 | Urenue Brmonnenue ITeuatn

3anuch VYV nanenue Hacrpoiika napameTpos

Y naneHue
ITons3oBatens 2 | Utenue Brmomaenme ITeuaTn

¢ 9:00 go 17:00

ITonme3oBatens 3 | Urenne Brmomaenne ITeuaTn

3amuck ¢ 17:00 7o 9:00
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Pasrpanndenue noctyma no ypoBHsAM CEKPETHOCTH M KaTETOPHSIM 3aKJIH0YAETCA B pas-
JEJIEHUU PECYpCOB MHPOPMALTMOHHON CUCTEMBI 110 YPOBHSIM CEKPETHOCTU U KATETOPUSIM.

[Ipn pasrpaHHMYEeHHM N0 CTENEHH CEKPETHOCTH BBIACIAIOT HECKOJIBKO YPOBHEW,
HampuMep: oOImui TOCTYI, KOH(PpUIEHIINAIBHO, CEKPETHO, COBEPILIEHHO ceKpeTHO. [lomHo-
MOYHsI Ka)KJI0TO II0JIb30BATEIIS 3aJaAF0TCSI B COOTBETCTBUM ¢ MAaKCUMAaJIbHBIM YPOBHEM CEK-
PETHOCTH, K KOTOPOMY OH JonyiieH. [loib30oBarens nMeeT 10CTyIl KO BCEM JaHHBIM, UMEIO-
UM YPOBEHB (TpU() CEKPETHOCTHU HE BBIILIE, YEM €MY OIPEEIIEH, HAlIPUMED, I10JIb30BaTEb
UMEIOIINM JOCTYI K JaHHBIM «CEKPETHO», TAKXKE UMEET JOCTYIN K JAHHBIM «KOH(UIACHIIN-
QJIIBHO» U «OOIIUN JOCTYID).

[Ipu pasrpaHuyeHUH MO KATETOPUAM 3aJACTCSI U KOHTPOJIMPYETCSl PAHI KaTEropuu
nosib3oBateneil. COOTBETCTBEHHO, BCE pecypchl HHPOPMALMOHHON CHUCTEMBI Pa3JIEsSIOTCs
II0 YPOBHSAM BaXXHOCTH, IIPUYEM ONPEACICHHOMY YPOBHIO COOTBETCTBYET KATETOPUS MOJIb-
30BaTesed. B kauecTBe npuMepa, riae UCIoJb3yKTC KaTETOPUH 10Ib30BaTENEH, IIPUBEIEM
oneparuonnyto cucremy Windows 2010, moncuctema 6€30MacHOCTH KOTOPOH MO yMO4a-
HUIO TIOJICPKHUBACT CIEAYIOUINE KaTeropuu (Ipymibl) MOJIb30BaTENeH: «aIMUHUCTPATOP»,
«OTIBITHBI ITOJIB30BATEINbY, «IIOJb30BATENb» U «TOCThY. Kaxaas u3 kareropuii UMeeT onpe-
NeNeHHbId HaOop npas. [[pumeHenne kaTeropuil ojp30BaTesield No3BOJISIET YIPOCTUTH MPO-
HeAypbl Ha3HAYCHMsI MPaB MOJIb30BATENEH 3a CUeT NPUMEHEHUS! TPYNIOBLIX MOJUTUK 0e3-
OTNIaCHOCTH.

[TaponbHOE pasrpaHUYEHUE, OUYEBUIHO, IIPEACTABIIAECT UCIIOIb30BAHUE METONOB J0-
CTyIa cyObeKTOB K 00BEKTaM 10 napoJito. [Ipu 3ToM ncnonb3yroTest Bce METOIbl HapOIbHON
3amuThl. OYEBHUIHO, YTO MOCTOSIHHOE UCIOJIb30BAaHUE MApOJie co3/aeT Hey100CTBa MOb-
30BaTeNAM U BpEMEHHBIE 3a1epKKU. [109TOMY yKa3aHHBIE METOIBI UCIIOJIB3YIOT B UCKIIIOUH-
TEJIbHBIX cUTyanusx. Ha npakTuke oObIYHO COYETAIOT Pa3uYHbIe METO/bI pa3rpaHUUYCHUS
nocryna. Hammpumep, riepBbie Tpy METOA YCUIIMBAIOT NAPOJIbHOMN 3alIUTOM.

Pasrpannuenue npas A0CTyMa ABISETCS 0053aTEIbHBIM 3JIEMEHTOM 3aILUIICHHON UH-
dhopmarnnonHoi cucteMbl. Hanmomunm, uto emie B «OpankeBoit kaure CIIIA» Obuiv BBEACHBI

IMMOHATH:A: ITPOU3BOJBHOC YIIPABJICHUC JOCTYIIOM; IIPUHYIHUTCIIBHOC YIIPABJIICHNUC NOCTYIIOM.
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2 MaHaaTHOe U IMCKPETHOE yNpPaBJleHHe A0CTYIIOM

B I'OCTe P 50739-95 «CpencTBa BEIYMCIUTEIBHON TEXHUKHU. 3aIIUTa OT HECAHKITHO-
HUPOBAHHOIO J0CTyMa K uH(popmaun» U B 1okyMeHTax ®CTIOK PO onpeneneHsl 18a Buaa
(mpuHLMMA) pa3rpaHUYEHUS TOCTYIIA:

1) JluckpeTHOE yrpaBJICHUE JOCTYIIOM MPEICTABIIAET COOOU pa3rpaHHUEHHE TOCTYTIa
MEX/1y TIOMMEHOBAHHBIMU CYObEKTaAMH U MOMMEHOBAHHBIMU 00bekTamMu. CyOBeKT ¢ ompe-
JICJICHHBIM MPABOM JIOCTYTIa MOKET MepeaTh 3TO MPaBo JI0OOMY apyromy cyobekty. Jlan-
HBIM BUJI OpraHu3yeTcs Ha 6a3e METOAO0B pa3rpaHUYEeHUS 1O CIIMCKaM WM C TOMOIIbIO MaT-
PULIBL.

2) MaHnnatHoe ynpaBjieHUE JOCTYIIOM OCHOBAaHO Ha COIMOCTABJICHHH METOK KOH(H-
JEHIIUAIBHOCTH MH(OpMaIK, cojiepkaiieics B o0bekTax ((haitsibl, manku, pucyHku) u opu-
[MAJLHOTO pa3penieHus (J0mycka) cyobekTa K MHPOpMalUd COOTBETCTBYIOIIETO YPOBHS
KOH(UJIEHIIMATBHOCTH.

[Ipy BHUMATENTEHOM PACCMOTPEHUU MOKHO 3aMETUTh, YTO JUCKPETHOE YIPaBIECHUE
JOCTYIIOM €CTh HUYTO MHOE, KaK MPOU3BOJBHOE yIpaBiieHue JocTynoM (o «OpaHxeBon
kaure CIIIA»), a MangaTHOE yNpaBieHUE peaanu3yeT NPUHYIUTEIbHOE YIPABICHUE JOCTY-
IOM.

3 BruiBoabl o Teme 4.3

1) OrnpenencHue MOJHOMOYUH (COBOKYITHOCTh MPaB) CyObeKTa IS MOCISAYIOMIETO
KOHTPOJISI CAHKIIMOHUPOBAHHOTO UCHOJIb30BaHUS UM 00BEKTOB MH(POPMAITMOHHON CUCTEMBbI
OCYIIECTBIISIETCS MOCJIE€ BBIMOJHEHUS UICHTU(UKALNN U ayTeHTU(UKALUK MOACUCTEMA 3a-
ITUTHI.

2) CylecTBYIOT CIEAYIOIINE METOIbl pa3rPAaHUYCHUS TOCTYTIA!

— pasrpaHUYEHHE JOCTYIIA IO CIMCKaM;

— HCIOJIb30BaHUE MATPHLbl YCTAHOBJICHHS IOJTHOMOYUH;

— pa3rpaHHyYEHHE JOCTYIIA IO YPOBHSIM CEKPETHOCTH U KaTETOPHSIM;

— MapOJIbHOC pasrpaHU4YCHUC JOCTYIIA.
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3) Ilpm pasrpaHWyYeHUH AOCTYyMA 1O CIIMCKaM 33JalOTCS COOTBETCTBHS: KaXKIOMY
MOJIb30BATEIIIO — CIIUCOK PECYPCOB U IIPAB IO0CTYIA K HUM WM KKIOMY PECYPCY — CITUCOK
MIOJI30BATENEN U UX MPAB JIOCTYIA K JTAHHOMY PECYpCy.

4) Hcnoab30BaHUE MATPHUITLI YCTAHOBJICHHUS TIOJTHOMOYHIA ITOIpa3yMeBaeT IPUMEHE-
HUE MATPUIIbI JOCTYyTIA (TaOIUIBI TOJHOMOUHI). B ykazaHHOUM MaTpulle CTpOKaMHU SIBJISIFOTCS
UIEeHTU(DUKATOPBI CYOBEKTOB, MMEIONIUX JOCTYN B HHGOPMAIMOHHYIO CHCTEMY, a CTOJO-
IITaMHi — 00BbEKTHI (pecypchbl) HHGOPMAITMOHHON CUCTEMBI.

5) Ilpu pasrpaHHyYCHHH 110 YPOBHIO CEKPETHOCTH BBIACISIIOT HECKOJBKO YPOBHEH,
HampuMep: o0mui TOCTYI, KOH(PUIEHIINAIBHO, CEKPETHO, COBEPIIEHHO cekpeTHO. [lomHo-
MOYMS KaXJIO0r0 MOJb30BaTENS 33/1al0TCA B COOTBETCTBUU C MAKCUMAaJIbHBIM YPOBHEM CEK-
PETHOCTH, K KOTOPOMY OH Jtony1ieH. [lob3oBarenb UMEET A0CTYI KO BCEM JaHHBIM, UMEIO-
IIUM YpOBEHbB (TpU() CEKPETHOCTH HE BBILLIE, YEM €MY ONPE/EIIEH.

6) IlaposibpHOE pa3rpaHUYCHHE OCHOBAHO HA MCIIOJIb30BAHUM MApOJIs JOCTYyIMa CyOh-
€KTOB K 00bEKTaM.

7) BTOCTe P 50739-95 «CpeacTBa BIYHUCIUTEILHON TEXHUKH. 3aIUTa OT HECAHK-
[IUOHUPOBAHHOTO JocTyna K nHpopmauuu» u B JokyMeHTax ®CTIOK P®D onpenenens! 1Ba
BHIa (MIPUHLIMIA) Pa3TPaHUUCHUS IOCTYyIA: JUCKPETHOE YIIpaBiIe€HUE JOCTYIOM U MaHAAT-
HOE yIPaBJIEHUE JOCTYIIOM.

8) duckperHoe ynpaBJieHUE JOCTYIIOM MPEACTABISIET CO00 pa3srpaHuveHUE JOCTyIa
MEXy TOUMEHOBAHHBIMU CYOBEKTaAMH U IOUMEHOBAHHBIMHU O0OBEKTAMH.

9) MangaTHoe ympaBjieHHE JTOCTYIIOM OCHOBAaHO Ha COIMOCTAaBJICHUU METOK KOH(DHU-
JEHIIUAIBHOCTH MH(OpMaIu, cojiepkaiiieiics: B o0bekTax ((haitsibl, manku, pucyHku) u opu-
[IMAJILHOTO pa3penieHus (Iomycka) cyobekTa K MHPOpPMaIlMd COOTBETCTBYIONIETO YPOBHS

KOH()UIEHIIMAIBHOCTH.
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Tema 4.4. Perucrpauus u ayaur

1 OnpenesieHue u copep:KaHue PerncTPAlUM U ayJUTa HH(POPMALMOHHBIX CH-
cTeM

Peructpauus sBisieTcsl enie OJHUM MEXaHU3MOM O0eCnedyeHUs 3alUILIEHHOCTH HH-
(hopMaIlMOHHON CUCTEMBI. DTOT MEXaHU3M OCHOBAH Ha MOJIOTYETHOCTU CUCTEMBI oOecreye-
HUs 6€30MacHOCTH, (PUKCUPYET BCE COOBITHSA, Kacatoluecs: 0€30MacHOCTH, TaKue KakK:

— BXOJ1 U BBIXOJl CyOBEKTOB JIOCTYIIA;

— 3aIyCK W 3aBEpIICHUE POTPaMM;

— BbIJIaua MEYaTHBIX JOKYMEHTOB;

— TOMNBITKH JOCTYIA K 3alllUIIaEMbIM peCcypcam;

— U3MEHEHHUE MOJIHOMOUYNN CyOBEKTOB 1OCTYIA;

— HW3MEHEHUE CTaTyca 0ObEKTOB IOCTYyNa U T. 1.

Jig cepTudumpyemMbIx 1o 0€301MacHOCTH HH()OPMALIMOHHBIX CUCTEM CIIMCOK KOHTPO-
JTUPYEeMbIX cOOBITHI onpenenieH padbouum nokymeHToM OCTIOK PD: «Ilonoxenue o cepTu-
(duKaIu CpeACTB U CUCTEM BBIYMCIMTENIbHON TEXHUKU U CBSI3U MO TpeOoBaHUsIM Oe3omac-
HOCTH UH(POPMALTUN.

O heKTUBHOCTH CUCTEMBI 0€30MTaCHOCTH MTPUHIIMITNAIBHO MMOBBIIIAETCS B CIy4ae J0-
MOJTHEHUS MEXaHW3Ma PETUCTPALUA MEXAHU3MOM ayJIUuTa. JTO MO3BOJISET ONEPATUBHO BbI-
ABJISITh HAPYIICHMS], ONIPEAEIIATH Cadble MECTa B CUCTEME 3aIUThI, aHAJTU3UPOBATH 3aKOHO-
MEPHOCTH CHCTEMBI, OLICHUBATh pa0OTy MOJIb30BATENEH U T. 1.

1) Ayaut — 3TO aHAIM3 HAKOIJICHHOW WH(pOPMAIIUHU, POBOAUMBIIA OTIEPATUBHO B Pe-
aJIbHOM BPEMEHH WJIM IEPUOJMYECKU (HapuMep, pa3 B eHb). OnepaTUBHBIN ayJUT C aBTO-
MAaTHYECKHUM pearupOBAHUEM Ha BBISIBICHHbIE HEIITATHBIE CUTYallMH HA3bIBAETCSI AaKTUBHBIM.

Peanuzanys MexaHM3MOB PETUCTpPalMU U ayuTa IM03BOJISIET pelaTh CAEAYIOIIHE 3a-
nayu obecrieueHus: MHPOPMAIMOHHON 0€30MaCHOCTH:

— obecniedyeHre MoAOTYETHOCTH MOIb30BATENCH U aIMUHUCTPATOPOB;

— obecrnedyeHrne BO3MOKHOCTH PEKOHCTPYKIIMHU MOCIEI0BATEILHOCTH COOBITHI;

— 00OHapy>XKeHHE MOMBITOK HApYIICHU HHPOPMAIIMOHHOM 0€30MMacHOCTH;

— IIPCaOCTABJICHUC I/IH(l)OpMaI_[I/II/I JJIs1 BBISABJICHUA M aHAJIN3a HpO6J’I€M.
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PaccmarpuBaembie MEXaHU3MBI PETUCTPAITIH U AyUTA SBISIOTCS CHIIBHBIM TICUXOJI0-
TMYECKUM CPEICTBOM, HAIIOMUHAIOIIUM IMOTEHIIMATBLHBIM HAPYLIUTEISIM O HEOTBPATUMOCTH
HaKa3aHWs 3a HECAHKIIMOHUPOBAHHBIC JIEUCTBUS, a MOJIH30BATENISIM — 32 BOBMOKHbBIE KPUTH-
YECKHE OIIHUOKHU.

[IpakTHyecKUMH CpeACTBAMU PETUCTPAIIMU U ayIUTa SBIISIOTCS:

~  pa3IWYHBIC CUCTEMHBIE YTUIIUTHI U IPUKIIATHBIC TPOTPAMMBI;

~  PErucTpalMOHHBIN (CHCTEMHBIN WM KOHTPOJIbHBIN) KypHAI.

[lepBoe cpencTBO SIBISIETCS OOBIYHO JIOMOJHEHUEM K MOHUTOPUHTY, OCYILECTBIIsiC-
MOT'0 aIMUHUCTPATOPOM CUCTEeMbI. KOMITIEKCHBIN MOAXO0/ K TPOTOKOJIUPOBAHUIO U ayAUTY
oOecreuynBaeTcs MpU UCIOJIb30BAaHUHU PETUCTPAIIMOHHOTO KYypHAaJa.

2) PerucrpanMOHHBIA KYpHAJI — 3TO XPOHOJOTHYCCKH YITOPSIOUYCHHAS COBOKYII-
HOCTb 3alIUCEN pe3yJIbTaTOB JEATEILHOCTH CyOBEKTOB CUCTEMBI, JOCTATOYHAS JJIsi BOCCTa-
HOBJICHUS, IPOCMOTpPA U aHaJIU3a MOCJIEeI0BATEILHOCTH JEHCTBUN, OKPYKAIOIIUX WA TIPH-
BO/ISIIUX K BBITIOJIHEHUIO OTIEPALINii, MPOLEAYP WM COBEPUICHUIO COOBITUN MIPU TPAH3AKIIUU
C LEJbI0 KOHTPOJII KOHEYHOTO pe3yJibTaTa.

@parMeHT xypHayia 0€30MaCHOCTH MOJCUCTEMbI PETUCTPALIMU U ay/IUTa ONEPALlMOH-
HOI cUCTEeMBI IT0Ka3aH Ha pucyHke 4.4.1.

OOHapyXeHue TOMBITOK HapylieHud WHGOPMAIIMOHHONW O€30MacHOCTH BXOJUT B
(hyHKIIMM aKTUBHOTO ayJIUTa, 3aJja4aMU KOTOPOTO SIBJISIETCSI ONIEPATUBHOE BBISIBJICHUE M1OJI0-
3pUTETHLHON aKTUBHOCTH M MPEAOCTABIIEHUE CPEJICTB ISl aBTOMATHYECKOTO PearupoBaHUs
Ha Hee.

[Tox mogo3puUTeNbHON aKTUBHOCTHIO MOHUMAETCS MOBEICHUE MOJIb30BATENS UIIU KOM-
MOHEHTa HH()OPMAITMOHHON CUCTEMBI, SBJISIFOIIEECS 3JI0yMBIIIICHHBIM (B COOTBETCTBHH C 3a-
paHee OMNpeIeNICHHON MOJUTUKON O€30MaCHOCTH) WM HETUNMHYHBIM (COTJIACHO MPHUHSTHIM
KkputepusiM). Hampumep, noacucrema ayaura, OTCIASKUBas MPOIEAypY BXo/1a (perucTparun)
MOJIH30BATENSI B CHCTEMY TIOJICUMTHIBAET KOJIMYECTBO HEYJAUHBIX TOMBITOK BX0/a. B cirydae
MIPEBBIIICHUS YCTAHOBJIEHHOI'O TTOPOTa TAKUX IMOIBITOK MOJICUCTEMA ayIuTa (POPMUPYET CUT-

HaJI O 6J'IOI(I/IpOBKe y‘-IGTHOﬁ 3aIIMCH JaHHOI'O IIOJb30BaTCIIA.
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BezonacHocTe 13 cobbITHA

THn fata Bpema MCTouHKHE | KaTeropya CofkiTHe | MonksoEaTene | KowMneHITER
1)"'.ﬁ'.*;.f,.'J.MT wvinexos  26.04.2004  5:35:02  Securiby Aoctyn i obvexTan 562 AAMHH 3H]
&)‘)F'u‘:.-'.ﬂ.HT yonexoes  26.04,2004 5i35:02  Security AocTyn K obberTan o2 3AMHH aH1
J.ﬁ.y.ﬂm yonexos  26.04,2004 5i35:02  Security YUETHBIE 3anHCH 643 3AMHH GH]
&f].ﬁ.mm yonexos  26.04,2004 5:35:02  Security AocTyn K oA bEeKTaN Sa0 3AMFH GHl
&f].ﬁ.mm yonexoes  26.04,2004 5:i35:02  Security AocTyn K oA beKTaNM Sa0 3AMHH Hl
JF'.';.-'.EI.HT vonexoe  26.04.2004 5:34:49  Security AocTyn K ofbeKTaN 2 3AMHH GH]

Pucynox 4.4.1 — ®parmMeHT )xypHajia 0€3011aCHOCTH TOJICUCTEMbI PETUCTPAIIMU U ayIUTa

2 JTanbl perucTpalvy U MeTOIbI AyAUTA COObITUHI MHPOPMALMOHHOI CHUCTEMBbI

Opranu3zaiusi perucTpaluuu COOBITUN, CBA3AHHBIX ¢ O€30MacHOCTHI0 MH(OPMAIIMOH-
HOW CHCTEMBI BKJIFOYAaEeT KaK MUHUMYM TpPH dTalla:

1) CoOop u xpaHeHHe HHPOPMAIIUU O COOBITUSIX.

2) 3ammra coIepKHUMOTO KypPHAIa PEruCTPAIHH.

3) AmnHanu3 colepKIUMOTO KypHAIa PErUCTPAIHH.

Ha nepBoM 3tare onpeaensroTcs: JaHHble, ToJexaline coopy U XpaHEeHUI0, TIEPHO
YUCTKHA M apXMBalUU KypHAJIA, CTENEHb LEHTPAIN3ALUU YIIPABICHUSA, MECTO U CPEICTBA
XpaHEHHUs )KypHaJIa, BO3MOXHOCTh PETUCTPALMH MIKU(DPOBAHHON HHPOPMALIMH U TIP.

Peructpupyembie n1aHHbIE JOJKHBI OBITH 3aIUILIEHBI, B IEPBYIO O4YE€pPEb, OT HECAHK-
MOHUPOBAHHON MOJIU(UKALIUN U, BO3MOXHO, PACKPBITHSL.

CaMbIM BaXHBIM JTAllOM SIBJISIETCS AHAIU3 PETUCTPALMOHHOW HHpopmaruu. M3-
BECTHBI HECKOJIBKO METOJAOB aHajin3a MH(GOPMAILMU C 1IEJIbIO BBISBICHUS HECAHKI[MOHUPO-
BAHHBIX JCHUCTBUM.

1) CraTucTUdecKkre MEeTOIbl OCHOBAaHbI HA HAKOIJICHUU CPEIHECTATUCTUYCCKUX Ta-
pamMeTpoB (DYHKUMOHMPOBAHUS MOJCUCTEM U CPABHEHMM TEKYILIUX MapaMETpOB C HUMHU.
Hannuwne onpeneneHHpIX OTKIIOHEHU MOYKET CUTHAJIM3UPOBATH O BO3MOKHOCTH MOSIBJIEHUS
HEKOTOPBIX yIpo3.

2) DBPHCTUYECKHE METOIbl UCTIONB3YIOT MOJICIH CLICHAPHEB HECAHKIIMOHUPOBAHHBIX
JNEUCTBUM, KOTOPBIE OMUCHIBAIOTCS JIOTUUYECKUMU MPABUIIAMU I MOJEIU JECUCTBUM, 10 CO-

BOKYITHOCTH, IIPUBOIANINEC K HCCAHKITMOHUPOBAHHBIM I[CﬁCTBPIHM.
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3 BuiBoabl o teme 4.4

1) DddexkTuBHOCTD CUCTEMBI 0€30MaCHOCTH MPUHIIMITHAIBLHO MOBBIIIACTCS B CIIyYae
JOMOJHEHUSI MEXAHM3Ma PETUCTPALIMM MEXAaHW3MOM ayAuTa. JTO MO3BOJISIET ONEPATHBHO
BBISIBJIATh HAPYILIECHHUS, ONIPENEIIATH C1a0ble MECTAa B CUCTEME 3alUTE, AHAIU3UPOBATH 3aKO-
HOMEPHOCTHU CUCTEMBI, OIIEHUBATh Pa0bOTy MOJIb30BaTEIEH.

2) MexaHu3M perucTpaiuyd OCHOBaH Ha TOJJOTYETHOCTH CHCTEMBI oOecTieueH sl 0e3-
OMacHOCTH, (PUKCUPYET BCE COOBITHUS, Kacaromuecst 0€30MacHOCTH.

3) AyaUT CHCTEMHBIX COOBITHI — 3TO aHAJIN3 HAKOTUICHHON MH(OPMAIIUH, TPOBO/IU-
MBIl OIIEPAaTUBHO B PEAIbBHOM BPEMEHH WJIM MEPUOANYECKH (HapUMep, pa3 B ACHb).

4) MexaHU3MbI PETHCTPAIIUH U AyJUTa SBISOTCS CHIBHBIM TICUXOJIOTUIECKUM CPE/I-
CTBOM, HAIIOMHHAIOIINUM MOTEHUUAJIBHBIM HAPYIIUTENAM O HEOTBPATUMOCTH HaKa3aHUs 3a
HECAaHKIIMOHUPOBAHHbIE JICHCTBUS, a IOJIb30BATENSIM — 32 BO3MOXKHBIE KPUTHYECKHUE
OLLIMOKHU.

5) PeructpamMoHHBIN XypHAJI — 3TO XPOHOJOTHYECKH YHOPSJIOYCHHAS COBOKYII-
HOCTb 3aIlUCel Pe3yJIbTaTOB JEATEIBHOCTH CyOBEKTOB CUCTEMBI, 1OCTATOYHAS JUIsl BOCCTA-
HOBJIEHUS, IPOCMOTpPA U aHAJINU3a MOCJIEI0BATEIbHOCTU IEUCTBUM, OKPYXKAIOIIUX WJIU MPU-
BOJSIIMX K BBIMIOJTHEHUIO ONEpallvid, MPOLEAYP WU COBEPIICHUIO COOBITUI TP TPAH3AKIIUH
C LIEJIBK0 KOHTPOJISI KOHEYHOT'O pe3yJIbTaTa.

6) Perucrpamms coOBITHI, CB3aHHBIX C 0€30MACHOCTHIO WH(MOPMAIIMOHHON CH-
CTEMBI, BKITIOYAET KaK MUHUMYM TpH 3Tama: cOop U XpaHeHHe UHPOpMalUu O COOBITHSX,
3alATa CONEPKUMOr0 KypHaJIa PETUCTPALMM U aHAIU3 COJIEPKUMOI0 KypHaJla perucrpa-
117078

7) Meronsl ayuTa MOTYT OBITh CTATUCTUYECKUE W DBPUCTUUCCKUE.

8) s cepTuduUIMpyeMbIX 1O OC30MaCHOCTH HMH()OPMAIIMOHHBIX CHCTEM CITUCOK
KOHTPOJIUPYEMbIX COOBITHI onpenesieH padounm 1okyMeHToM OCTIK PO: «llonoxenue o
cepTu(UKaLUU CPEJICTB U CUCTEM BBIYMCIUTENIHON TEXHUKHU U CBSI3U MO TPEOOBaHUSAM O€3-

OTMaCHOCTHU UH(OpMAILTII.
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Tema 4.5. MexceTreBoe IKPAHUPOBAHUE

1 Knaccupukanus MexkceTeBbIX IKPAHOB

OnnuMm u3 3¢(HEeKTUBHBIX MEXaHU3MOM obecriedeHus] HHPOpMaLMOHHON O6e30MmacHo-
CTH PACIPEIECICHHBIX BBIYUCIUTEIBHBIX CETAX SBIAETCA SKPAaHUPOBAHUE, BBINOJHSIOIIEE
(GyHKIMU pa3rpaHUYeHHs] HHPOPMAIIMOHHBIX TOTOKOB Ha TPaHUIIE 3all[UIIIAEMOU CETH.

MexceTeBoe SJKpaHUPOBAHHUE MOBBIIIAET O€30MMACHOCTh OOBEKTOB BHYTPEHHEH CETH 32
CUYEeT UTHOPUPOBAHMS HEABTOPU30BAHHBIX 3aMIPOCOB U3 BHEIIHEW CpeJibl, TEM CaMbIM, 0Oec-
NeYrBasi BCE COCTaBIIAIONIME MHPOPMAIIMOHHON Oe3onacHoCTH. KpoMe GyHKIui pazrpaHu-
YeHUsI IOCTyIa, SKPaHUPOBAHUE 00ECIICUNBAET PETUCTPALINIO HH(DOPMALIMOHHBIX OOMEHOB.

OyHKIIUY SKpaHUPOBAHHUS BITIOJIHAET MEKCETEBOM dKpaH wim Opanamayap (firewall),
M0/1 KOTOPBIM IMMOHUMAIOT MPOTPAMMHYIO HJIM MPOrPaMMHO-AIAPaTHYIO CUCTEMY, KOTOpas
BBITIOJIHSIET KOHTPOJIb MHPOPMALIMOHHBIX TOTOKOB, MOCTYMAOIINX B UHPOPMALIMOHHYIO CH-
CTEMY W/WJIM BBIXOJAILIUX U3 HEE, U 00EeCIeunBaeT 3Ty HHHOPMALIMOHHON CUCTEMBI T10-
cpenctBoM (uiibTpanuu nHGpopmanuu. OuiabTpanuss HHPOPMALIUA COCTOUT B aHAIIU3E WH-
(dopMaruu 1o COBOKYITHOCTU KPUTEPUEB U PUHATUH PELLIECHUS O €€ pUeMe U/WiH epeaaye.

MexceTeBble 3KpaHbl KJIACCU(PUIMPYIOTCA MO CIEIYIOIUM TPU3HAKAM:

— TI0 MECTY pacIOJIO’KEHHUS B CETU — Ha BHEIIHHWE U BHYTPEHHUE, 00ECIEUNBAOIINE
3aIATY COOTBETCTBEHHO OT BHEIIHEW CETH MJIM 3aIUTy MEXKIY CETMEHTaMH CETH;

— 0 YPOBHIO (PUIIbTpAIMK, COOTBETCTBYIOLIEMY 3TaioHHOU Moaenu OSI/ISO.

BHeliHue MexxceTeBble IKpaHbl 0OBIYHO pabOTAIOT TOJIBKO ¢ poTokosiom TCP/IP rio-
O6anbHOM cetn MHTEepHET. BHYTpeHHME CeTeBbIE dKpAaHbl MOTYT MOJIEPKUBATH HECKOJIBKO
MIPOTOKOJIOB, HANPHUMEpP, MPH HCIOJIb30BAaHUU CETEBOM orepanuoHHOW cucteMbl Novell
Netware, cieayeT npuHUMaTh BO BHUMaHue npoTokoia SPX/IPX.

2 XapaKTepuCTHKA MeKCeTeBbIX IKPAHOB

PaboTa Bcex MeXceTeBbIX IKpaHOB OCHOBAaHA Ha HCIOJIb30BaHWU HMH(OpMaLUU pas-
HbIX ypoBHer monenu OSI. Kak npaBuio, yem Beiie ypoBeHb Monenu OSI, Ha koTopom

MEXKCETEBOM 9KpaH (I)I/IJ'IBpreT IIaKCThI, TCM BBIIIC o0ecreynBaeMbIii UM YPOBCHB 3allIUTHI.
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Tabmuua 4.5.1 — Tunsl MexkceTeBbIX IKpaHoB U ypoBHHU Mojenu ISO OSI

YpoBeHb MojesIu IIporoko Tun MexceTeBOro JKpaHa
oSl
1 | TIlpuxnanuoi Telnet, FTP, DNS, NFS, SMTP, —  IUTIO3 NMPUKJIATHOTO YPOBHS,
HTTP — MEXCETEeBOM DSKpaH JKCIEPTHOIO
YPOBHSI.
2 | [lpencraBneHus
JTAHHBIX
3 | CeaHCOBBIN TCP, UDP —  TIUTFO3 CEaHCOBOTO YPOBHS.
4 | TpancnopTHbIN TCP, UDP
5 | CereBoii IP, ICMP —  MEXCEeTeBOH 3KpaH ¢ (uibTpanuen
MAKETOB.
6 | KananeHbIi ARP, RAP
7 | Ousnueckuid Ethernet

MexceTeBble 3KpaHbl pa3aessitoT Ha YEThIPE THIIA:

1) MexceTeBble 3KpaHbl ¢ GUIbTPAIIMEH TAKETOB MPEACTABISIOT COO0H MapIIpyTH-
3aTOPBI WIIK pabOTAarOIINE HA CEPBEPE MPOrpaMMbl, CKOH(UTYPUPOBAHHBIE TAKUM 00pa3oM,
4TOOB! (PUIBTPOBATH BXOJAIIUE U UCXOASIIME MaKeThl. [[09TOMYy Takue 3KpaHbl Ha3bIBAIOT
MHOTIa MaKeTHbIMU (puibTpamu. OunbTparus ocyuiecTsisieTcsa myteM aHanuza [P-aapeca
HMCTOYHWKA U NMPUEMHHKA, a Takke nopToB Bxoasmmx TCP- u UDP-nmakeToB u cpaBHEHHEM
UX CO CKOH(pUTYpUpOBaHHOM TaOIMIIEH MpaBUil. ITH MEXKCETEBBIE SKPAHBI IPOCTHI B UCIIOJIb-
30BaHMM, JEIIEBbI, OKa3bIBAIOT MUHUMAJIBHOE BIMSHUE HA MPOU3BOAUTEIBHOCTh BBIUMCIIH-
TeIbHOU cucTeMbl. OCHOBHBIM HEAOCTATKOM SIBJISIETCS UX YSI3BUMOCTB IIPH IIOJIMEHE a/IpECOB
[P. Kpome Toro, OHM CJI0KHBI IPY KOHPUTYPUPOBAHUHU: 1JIs1 UX YCTAHOBKU TpEOYeTCs 3HAHUE
CETEBbIX, TPAHCIOPTHBIX U MPUKIIAJHBIX TPOTOKOJIOB.

2) [Inro3bI CEaHCOBOTO YPOBHSI KOHTPOJIUPYIOT JOMYCTUMOCTh ceanca cBsizu. OHu
CJIENIAT 32 OATBEPKIACHUEM CBI3U MEXAY aBTOPU30BAHHBIM KIIMEHTOM U BHEIIHUM XOCTOM
(u HAoOOPOT), ompeenss, ABIACTCS JIM 3allpalliBAeMbIil CEaHC CBSI3U NOMyCTHUMBIM. [Ipu
(GuIbTpaUy MaKeTOB LUII03 CEAHCOBOI'O YPOBHS OCHOBBIBAETCS HA HH(OpMAILIMU, COJlepKa-
HIeiicsl B 3arojIoBKax NakeToB C€aHCOBOT0 ypoBHs npoTokona TCP, T. e. pyHKIMOHUpYET Ha
JIBa YPOBHSI BBIIIIE, YEM MEXKCETEBOM IKpaH ¢ ¢uibTpanueit nakeroB. Kpome Toro, ykazan-
HbIE CUCTEMBI OOBIYHO UMEIOT (DYHKIIMIO TPAHCIISALIMKM CETEBBIX aIpeCOB, KOTOPAsi CKPHIBAET

BHyTpeHHUE [P-anpeca, Tem cambiMm, uckimouad noaMmeny [P-aapeca. OgHako B TaKUX MEX-
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CETEBBIX JKpaHax OTCYTCTBYET KOHTPOJb COAEPKUMOIO MAKETOB, TEHEPUPYEMBIX Pa3JINy-
HBIMU cITy’k0amu. J{7s MCKITIOUEHUS] YKA3aHHOTO HEAO0CTaTKa MPUMEHSIOTCS IUTI03bI IPU-
KJIAIHOTO YPOBHS.

3) 1lInro3bI MPUKIATHOTO YPOBHS MPOBEPSIIOT COACPKUMOE KAXKIOTO MPOXOISIIETO
yepe3 LUII03 NaKkeTa U MOTYT (MIbTPOBAaTh OTAEJIbHBIE BUJIbI KOMaH] WM MH(GOpMaLuU B
MIPOTOKOJIaX MPUKIATHOTO YPOBHS, KOTOPbIE UM MOPYUYEHO 00CITyKHBaTh. ITO O0JIee COBEp-
IICHHBIN U HAJIEKHBIM TUI MEXCETEBOT0 IKPaHa, UCIOJIb3YIOIIHUNA IPOTPAMMBI-ITIOCPEIHUKH
(proxies) NpUKJIaJHOTO YPOBHS UM ar€HThl. ATE€HTBI COCTABIIIOTCS JJI1 KOHKPETHBIX CITYKO
cetu Uarepuer (HTTP, FTP, Telnet u 1. A.) 1 caykat ajis IpOBEPKH CETEBBIX MMAKETOB Ha
HaJM4Me JOCTOBEPHBIX NaHHBIX. [IIIIF03bI MPUKIAAHOTO YPOBHS CHUXKAIOT YPOBEHB IIPOU3BO-
JTUTENBHOCTHA CUCTEMBI U3-32 TOBTOPHON 00pabOTKH B Mporpamme-IoCcpeJHUKe. IDTO He3a-
MeTHO IIpH padoTe B IHTepHET Mpu paboTe 10 HU3KOCKOPOCTHBIM KaHAJIaM, HO CYIIIECTBEHHO
npu paboTe BO BHYTPEHHEHN CETH.

4) MexceTeBbIe YKPaHbI IKCIIEPTHOT'O YPOBHS COUYETAIOT B C€0E DIIEMEHTHI BCEX TPEX
OTNHCaHHBIX BhILIE KaTeropuil. Kak u MexceTeBble 3KpaHbl ¢ (pUiIbTpalueil MakeToB, OHU pa-
0oTaroT Ha ceTeBoM ypoBHE Mojienu OS], GuibTpys BXOAAIIME U UCXOIAIIUE TAaKEThl HAa OC-
HOBe npoBepku [P-anpecoB u HoMepoB MOPTOB. MeKCETEBBIE IKPAHBI SKCIIEPTHOTO YPOBHS
TAKK€ BBIMOIHSIIOT (PYHKINH IITI03a CEAHCOBOTO YPOBHS, ONIPEEIIsisl, OTHOCATCS JIM TaKEeThl
K COOTBETCTBYIOILIEMY ceaHcy. M, HakoHen, OpaHaMay3pbl SKCIIEPTHOTO YpOBHA OepyT Ha
ce0st pyHKIMHU 1UTI03a MPUKIIAAHOTO YPOBHS, OLIEHUBAs COJEPKUMOE KaXI0ro akera B Co-
OTBETCTBHH C TIOJIMTHKON O€301MaCHOCTH, BRIPAaOOTaHHON B KOHKPETHON OpraHU3alliH.

BmecTo nprMeHeHHs CBSI3aHHBIX C MPUIOKEHUSIMUA NPOrpaMM-TIOCPEAHUKOB, OpaHI-
May3pbl 3KCIIEPTHOTO YPOBHS UCIIONB3YIOT ClIEMaIbHbIE aJITOPUTMBI PacliO3HAaBaHUS U 00-
pabOTKM JaHHBIX HA YPOBHE MPUIOKEHUN. C MOMOILBIO ATUX AITOPUTMOB MaKEThl CPaBHU-
BAIOTCS C U3BECTHBIMHU I1a0JIOHAMU JAHHBIX, YTO TEOPETUUYECKH JIOJKHO 00ecreunTh 0oee

s PexTUBHYIO PHIIBTPAIINIO TAKETOB.

24



WNudopmannonnas 6e30macHOCTb
Paznen 4. Mexanusmel ooecrnieueHusi THGOPMAITMOHHONW 0€30MTaCHOCTH

3 BoiBoabI 10 Teme 4.5

1) MexceTeBoe 3KpaHUPOBAHHME TOBBIMIACT OE30MACHOCTh OOBEKTOB BHYTPCHHEH
CETH 3a CYET NTHOPUPOBAHUS HEABTOPU30BAHHBIX 3aIPOCOB U3 BHEIIHEN CPEIbI, TEM CaMBIM,
oOecrnieunBasi BCe COCTaBIISIIONIME WH(OpMaMOHHON Oe3omacHocTH. Kpome QyHKImii paz-
IPaHUYEHUS JTOCTYIa SKpaHUPOBaHUE 00ECIEUYUBAET PErUCTPALMI0 HHPOPMAIIMOHHBIX 00-
MEHOB.

2) ®OyHKIMM SKpaHUPOBAHUS BBIMOJHICT MEKCETCBOH AKpaH WU OpaHaMays3p
(firewall), moj KOTOPBHIM MOHUMAIOT MTPOTPAMMHYIO UJTH POTPAMMHO-allIapaTHYI0 CUCTEMY,
KOTOpasi BBIMOJIHAET KOHTPOJIb MHPOPMAIIMOHHBIX MMOTOKOB, MOCTYMHAIOIINX B WH(OpMaL-
OHHYIO CUCTEMY W/WJIM BBIXOJSIINX U3 HEe, U 00ecreunBaeT 3aluTy HH(POPMAlMOHHON CHU-
CTEMBI IMOCPEACTBOM (PHIIbTpaMK HH(DOpMALUY.

3) MexceTeBbie SKpaHbl KIIACCUPHUIIMPYIOTCS IO CICAYIONUM MPU3HAKAM: TI0 MECTY
pacroJIOXKEeHHUs B CETU U 110 YPOBHIO (PUIBTPALIMK, COOTBETCTBYIOIIEMY 3TAJIOHHOW MOJENN
OSI/ISO.

4) BHemHUEe MEXCETEBbIC SKPaHbl 00OBIYHO pa0bOTAIOT TOJIBKO ¢ mpoTokojoM TCP/IP
riobanbHON cetn MHTepHeT. BHyTpeHHHE CeTeBble SKpaHbl MOTYT MOAJAEPKUBATH HE-
CKOJIBKO MPOTOKOJIOB.

5) MekceTeBbie SKpaHbl pa3AeisiFOT Ha YEThIPE THUIIA:

— MEXCETEBbIE 3KpaHbl ¢ QUIbTpaLuell MaKeToB;

— ILIJIXO3bI CEAHCOBOI'O YPOBHH,

—  [UIXO3bI IPUKIIAJHOTO YPOBHS;

—  MEXKCETEBbIE IKPAHBI SKCIIEPTHOTO YPOBHS.

6) HanOosiee KOMIUIEKCHO 33/1a4y SKPaHUPOBAHUS PEIIAIOT MEXKCETEBbIE IKPAHBI IKC-

IIEPTHOT'O YPOBHA, KOTOPBIC COUYCTAIOT B ceOe DJIEMEHTHI BCEX THITOB MEKCETEBBIX 9KpPaHOB.
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Tema 4.6. TexHosoruss BUPTYaabHbIX YacTHBIX ceTeil (VPN)

1 CymiHoCTh U coJiep:KaHue TeXHOJOTHH BUPTYAJbHbIX YACTHBIX ceTel

Texnonorus BupTyanbHbIX yacTHRIX ceTelt (VPN - Virtual Private Network) siBnsiercs
OJTHUM M3 3(PPEKTUBHBIX MEXAHU3MOB OOecTieueHus NHPOPMAITMOHHON 0€30MacHOCTH MPHU
nepeaavye JaHHBIX B paCpEICICHHBIX BEIYUCIUTEIBHBIX CETSIX.

BupTtyanbHble YaCTHBIE CETH SIBISIFOTCS KOMOMHAITUENH HECKOJIBKUX CaMOCTOSITEbHBIX
CEepPBUCOB (MEXaHU3MOB) 0€30MaCHOCTH:

— 1mudpoBaHus (C UCMOIB30BaHUE WHPPACTPYKTYPHI KPUIITOCUCTEM) Ha BBIJECIICH-
HBIX 1UTI03aX (103 oOecrnedyrnBaeT OOMEH JAHHBIMA MEXAY BBIUYMCIUTEIBHBIMUA CETSIMH,
(GYHKIMOHUPYIOMIMMHU 1O Pa3HBIM IIPOTOKOJIAM);

— ODKpaHUPOBaHUS (C UCIOJIB30BAHUEM MEXCETEBBIX IKPAHOB);

— TYHHEJIMPOBAHMS.

Cymnocts Texnosniorun VPN 3akntouaercs B cieayroniem (pucyHok 4.6.1):

1) Ha Bce xoMIbIOTEpHI, UMEIOIIHNE BbIX0 B MHTepHET (BMecTo MHTEpHETa MOKET
OBITH 1 JIF00As Apyrasi CeTh OOIIETo MOJIb30BaHUs ), ycTaHaBiIuBaeTcs VPN-areHTol, KOTOphIE
oOpabatbiBatoT [P-nmakeTsl, nepegaBaeMble MO BHIYMCIUTEIbHBIM CETSIM.

2) Ilepen ornpaBkoii IP-naketa VPN-areHT BBIIOIHSET CIICAYIONIME ONCPAIIUH:

— a”anmusupyertcs [P-aapec nonyyarens nakera, B 3aBUCUMOCTH OT 3TOT'0 aJIpeca BbI-
OupaeTcs aIrOpUTM 3aIUThI JaHHOTO nakeTa (VPN-areHThl MOTyT, MOJAEPKUBATH OJTHOBpPE-
MEHHO HECKOJIKO aJITOPUTMOB MG POBAHUS U KOHTPOJIS 11eI0CTHOCTH ). [TakeT MoxeT u Bo-
Bce ObITH OTOpOIIIEH, eclii B HacTpolikax VPN-areHta Takoi mosyyareib He 3HAUUTCS;

— BBIYMCISIETCS U J00aBIIsI€TCd B MAKET €ro MMUTONPHUCTABKA, OOecreurBaromas
KOHTPOJIb LEJIOCTHOCTH NEPEAABAEMBIX JaHHBIX;

— makeT mudpyeTcs (LeTUKoM, BKIIIO4as 3arojioBok [P-makera, comepxkamuii ciy-
XKeOHYI0 UH(POPMAIIHUIO);

— (opmupyeTrcs HOBBIM 3aroJ0BOK MAKETa, € BMECTO ajpeca MoyydyaTelisl yKa3bl-

BaeTcs aapec ero VPN-arenTa (3Ta npolenypa Ha3bIBa€TCsl MHKAICYJISIMEH TaKeTa).
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Pucynok 4.6.1 — Cymnocts TexHonoruu VPN

B pesynbrare 3TOro oOMeH JaHHBIMU MEXY JABYMS JIOKAJIbHBIMHU CETSMU CHapYX U
IIPEJICTaBISIETCS] KAK 0OMEH MEX]y IByMsI KOMITbIOTEpaMH, Ha KOTOPbIX ycTaHOBJIEHbI VPN-
areHTbl. Besikas mosne3Has 11 BHEIIHEW ataku MH(opmaunus, Harpumep, BHyTpeHHue IP-
azpeca CeTH, B TOM CJIy4ae HEIOCTYIIHA.

3) Ilpu nonydenuu IP-nakera BBIOIHSAIOTCS OOpaTHBIC ICHCTBUS:

— U3 3aroJioBKa maketa u3Biekaercs nHpopmaius o VPN-arenTe oTmpaBuTes mna-
KeTa, €CJIM TaKOH OTIPaBUTENb HE BXOJUT B UHUCJIO Pa3pellieHHBIX, TO MAKeT 0TOpachIBaeTCs
(TO K€ camMoe MPOUCXOJIUT NPH MPUEME MaKeTa C HAMEPEHHO WU CIIyYalHO MOBPEXKACHHBIM
3aroJIOBKOM);

— COTIJIaCHO HAaCTpOMKaM, BBIOMPAIOTCS KPUNTOrpaPUUECKUE alrOPUTMbl U KIIIOUH,
MOCJIE Yero NakeT paciiu(poBbIBAETCS U TPOBEPSAETCS €ro LEJIOCTHOCTD (ITAKEThI C HApyIICH-
HOM 11E€JIOCTHOCTBIO TaK>Ke OTOPACHIBAIOTCS);

— TocJie Bcex 00paTHBIX MpeoOpa30BaHU MAKET B €r0 UCXOTHOM BH/JIE OTIIPABIISIETCS

HACTOSIIEMY aJpecaTy IO JIOKAJIbHOM CETH.
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DHAETP PHAETP
Pucynok 4.6.2 — [ToHsiTue «TyHHEJISH NPU Nepeiade JaHHbIX

Bce nepeunciennpie onepanyy BHITOTHIIOTCS aBTOMaTHdecku, pabora VPN-areaTos
ABJISIETCA HE3aMETHOW ISl MoJib3oBaresiei. CIIOKHOM SIBIISIETCS TOJIBKO HacTpoiika VPN-
areHTOB, KOTOPasi MOKET OBITh BBIMIOJHEHA TOJIBKO OYEHb OIBITHBIM MOJb30BareeM. VPN-
areHT MOXKET HaXOJUThCSl HETIOCPEACTBEHHO Ha 3allMIIaeMOM KOMIIbIOTEepe (YTO 0OCOOCHHO
MOJIE3HO JUIsl MOOWJIBHBIX TMOJIb30BatTenelt). B aTom cinydae oH 3amuinaer oOMeH JaHHBIMU
TOJIBKO OJTHOTO KOMITBIOTEPA, HA KOTOPOM OH YCTaHOBJIEH.

2 IlonsiTHE «TYHHEJSD» NPH Nepeaayve JAaHHBIX B CeTAX

Jns nepenaun nanHbIx VPN-areHThl CO3/1al0T BUPTYAJIBHBIE KaHAIBI MEXKY 3allUIIA-
€MbIMU JIOKAJIbHBIMU CETSIMU WUJIM KOMITBIOTEpAMU (TaKOM KaHal Ha3bIBACTCSl «TYHHEJIEM», a
TEXHOJIOTHSI €T0 CO3/IaHMsI Ha3bIBACTCS «TYHHEIMpOBaHUEMY ). Bea undopmarius nepegaercs
10 TYHHEJIO B 3a1IM(POBAHHOM BUJIE.

Opnoii u3 obs3aTenbHBIX (QyHKIME VPN-areHTOB siBNsieTcs (QUIbTpanus MaKeToB.
QuibTpanus NaKeTOB PEAIM3YyETCsl B COOTBETCTBUM ¢ HacTpoikamu VPN-areHra, COBOKyI-
HOCTb KOTOPBIX 00pa3yeT MOJUTUKY 0€30MaCHOCTU BUPTYaIbHON YacTHOM ceTu. [j1st mOoBbI-
IIEHUS 3alUIIEHHOCTH BUPTYaJIbHBIX YaCTHBIX CETEH Ha KOHIAX TYHHEJEH 11eJ1eco00pa3Ho
pacnoJiaratb MEKCETEBbIE YKPAHBI.

3 BuiBoabl 1o Teme 4.6

1) BupTyasibHbIC YaCTHBIC CETH SIBJIAIOTCS KOMOMHAIIMEH HECKOJIBKHX CAMOCTOSITEb-
HBIX CEpBUCOB (MEXaHU3MOB) OE30MACHOCTH:

— mudpoBaHus (C UCTOIb30BAHNE HHPPACTPYKTYPHI KPUITOCUCTEM);

— ODKpaHUPOBaHUS (C UCIOIB30BAHUEM MEXCETEBBIX IKPAHOB);

— TYHHCIIMPOBAHUAL.
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2) Ilpu peanmm3aiyivi TEXHOJOTUH BUPTYAIBHBIX YACTHBIX CETEl Ha BCE KOMITBIOTEPHI,
umeronre Boixoa B HTepHeT (BMecTo MHTEpHETa MOXkeT ObITh U Jt00ast Apyras ceTb 00-
IIEero MOJIb30BaHUA), ycTaHaBnuBatoTcsi VPN-areHTsl, koTopeie oOpabateiBatoT [P-nakers,
IIEpEaBAEMBIE 10 BBIYUCIUTEIIBHBIM CETIM.

3) B BupTyanbHOI 4acTHOM ceTH OOMEH NaHHBIMU MEXKAY IBYyMs JIOKAIbHBIMHU Ce-
TSMU CHapY KU MPEJICTABISIETCS Kak 0OMEH MEX 1y ABYMsI KOMIIBIOTEpaMHU, Ha KOTOPBIX yCTa-
HOBJeHbI VPN-arentsl. Besikas mosesHast g BHENTHEW aTakud WHQopMarius, Harpumep,
BHyTpeHHHE [P-anpeca cetn, B 3TOM cily4ae HEIOCTYIIHA.

4) Jnst mepenaun gaHHbIX VPN-areHTHl CO37aI0T BHPTYalbHBIC KaHAIBI MEXKIY 3a-
LIUIIAEMBIMH JIOKAJIbHBIMH CETSMHU WJIM KOMITBIOTEpaMH (TaKOM KaHAJl Ha3bIBAECTCS «TYHHE-
JIeM», a TEXHOJIOTHS €T0 CO3/IaHUS Ha3bIBACTCS «TYHHEIUPOBAHHEM)).

5) OpHott u3 00s13aTenbHBIX GyHKIUN VPN-areHToB sBisieTcs GUIbTpainus MaKkeToB.

6) OunbTpanus NaKeTOB peai3yeTcs B COOTBETCTBHHU ¢ HacTpoiikamu VPN-arenTa,
COBOKYIHOCTb KOTOPBIX 00pa3yeT NOJUTUKY 0€30MaCHOCTH BUPTYaIbHOW YACTHOU CETH.

7) Jlns nOBBIIICHHS 3AIUIIEHHOCTH BUPTYaJIbHBIX YACTHBIX CETEH Ha KOHIIAX TYHHE-

JIeH 11eIeco00pa3Ho pacIoiaraTh MEKCETEBBIC IKPAHBI.
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