WNudopmannonnas 6e30macHOCTb
Paznen 2. KoMnbroTepHble BUPYCHI U 3allIUTa OT HUX

Tema 2.1. Bupycsl kak yrpo3za uH¢popMannoHHOi 0€3011aCHOCTH

1 KomnbloTepHble BUPYchl 1 MHGOpMANIHOHHASI 0€30M1aCHOCTh

KomnpiorepHbie BUPYChI OfJHA U3 TIABHBIX YIrpo3 MH(POPMAIIMOHHONW 0€30MacHOCTH.
DTO0 CBA3aHO C MacIITAOHOCTBIO PACIIPOCTPAHEHHUSI 3TOTO SIBJIEHUS U, KaK CJIEICTBHE, OTPOM-
HOTO yiep0a, HAaHOCUMOTO HH(POPMAIIMOHHBIM CUCTEMAaM.

CoBpeMEeHHbII KOMIIBIOTEPHBIN BUPYC — 3TO MPAKTUUECKH HE3AMETHBIN J71s1 0OBIYHOTO
M0JIb30BATEIISI «Bpar», KOTOPbIN MOCTOSIHHO COBEPILIEHCTBYETCS, HAXO/Is1 BCE HOBBIE U OoJiee
U30IIPEHHbIE CIIOCOOBI TPOHUKHOBEHUSI HA KOMITBIOTEPHI ToJib3oBaTesne. Heobxonumocthb
060pBOBI C KOMIIBIOTEPHBIMU BUPYCaMU 00YCIIOBIICHA BO3MOKHOCTBIO HAPYIICHUS UMHU BCEX
COCTaBJISIOIIMX MH(OPMALIMOHHON 0€30M1aCHOCTH.

KoMmbroTepHble BUPYChI OBLIIM M OCTAIOTCA OJAHOW M3 HauboJiee pacipoCTpaHEHHBIX
MPUYHH NOTepu MH(popMauu. BupycHsle sniuaeMun crnocoOHbI 0JIOKUpOBaTh paboTy opra-
HU3ALUHN U PEANPUITUN.

Ha temy 060pbrOBI ¢ BUpycaMu HamMCaHbl I€CATKUM KHUI U COTHH cTarei, 00pb0oil C
KOMIIBIOTEPHBIMU BHpYyCaMH IPO(ECCUOHATIBHO 3aHUMAIOTCS THICSIUU CIIELUATINCTOB B COT-
HAX KoMnaHui. HecMOTps Ha OorpoMHbIE YCUIIHS KOHKYPHUPYIOUIUX MEXIY COOO aHTHBH-
PYCHBIX (pUpM, YOBITKH, IPUHOCUMBIE KOMITBIOTEPHBIMUA BUPYCAMH, HE MAJIAI0T U IOCTUTAOT
ACTPOHOMUYECKUX BEJIMYMH B COTHA MUJUIMOHOB JIOJJIAPOB €KETOTHO. DTH OLIEHKH SIBHO 3a-
HUKEHBI, MOCKOJIBKY U3BECTHO CTAHOBUTCS JIMILIb O YACTH MOJOOHBIX UHLIUIEHTOB.

B nocnennee BpeMst BUpYCHBIE AMHMJIEMUU CTAIH HACTOJIbKO MAacCIITAOHBIMU U YTPOKa-
IOLIUMHU, YTO COOOIIEHHUS O HUX BBIXOJST HA IEPBOE MECTO B MUPOBBIX HOBOCTAX. [Ipu 3TOM
clielyeT UMETh B BUJY, YTO aHTHUBUPYCHBIE MPOTPAMMBbI M almnapaTHbIE CPEJICTBA HE JAIOT
MOJIHOM rapaHTUU 3aIIUTHI OT BUPYCOB, a OOJIBIIMHCTBO MOJIb30BaTENEH HE UMEIOT JaKe OC-
HOBHBIX HAaBBIKOB «3aILUTHD» OT BUPYCOB.

E. Kacnepckuit B cBoeit kuure « KoMIbroTepHBIE BUPYChD» OTMeUaeT, 4yTo «boproba ¢
KOMITBIOTEPHBIMU BUPYCAMH SIBIIICTCS OOPHOOIi YeTOBEKa C YEJIOBEUECKUM K€ pa3yMoM. JTa
O6opb0a sBIIsIETCS 00PHOOI YMOB, IMTOCKOJIbKY 3a7[a4H, CTOAIINE TIepe]] BUPYCOJIOTaMH, CTaBSIT

TaKHEC XXC JTIOON.
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2 XapaKkTepHble 4YepPThl KOMNbIOTEPHBLIX BUPYCOB

TepMUH «KOMIBIOTEPHBIN BUPYC» MOABWIICS B cepeanHe 80-X ro/10B, Ha OAHON U3 KOH-
bepenmuii mo 6e3onacHocty nHpopmaruu, npoxoausiiei B CIIA. C tex mop mpomuuio He-
Majio BPEMEHH, OCTPOTa MPOOJIEMBI BUPYCOB MHOTOKPATHO BO3pOCIA, OJHAKO, CTPOTOTO
onpeeeHus] KOMIBIOTEPHOTO BUpYyca TaK U HET.

TpyaHOCTh, BOSHUKAIOIIAS TPU TOIMBITKAX CHOPMYIHPOBATH CTPOTOE OMpPEaeiIeHHE
BUpYCa, 3aKII0YAETCS B TOM, YTO MPAKTUYECKU BCE OTIMYUTENbHBIC YEPThHI BUpYca (BHEIpE-
HUE B Ipyrue o0beKThl, CKPITHOCTh, MOTEHIIMATIbHASL OMIACHOCTD U JIp.) TUO0 MPUCYIIH APY-
UM IIporpaMmam, KOTOpble HUKAKOTO OTHOIIICHUSI HE UMEIOT K BUpYycCaM, JTMOO CYIIECTBYIOT
BUPYCHI, KOTOPBIE HE COJEPKAT YKA3aHHBIX BBIIIE OTIIMUUTEIBHBIX YEPT (32 UCKIIIOUCHUEM
BO3MOXXHOCTH PacCHpOCTPAHEHHUS).

OcHOBHasi 0COOEHHOCTh KOMITBIOTEPHBIX BUPYCOB 3aKJIIOYACTCS B BO3MOXKHOCTH UX
CaMOMPOU3BOJILHOTO BHEAPEHUS B pa3IMUHbIE 00BEKTHI ONEPAIMOHHON CHCTEMBI — IPUCYIIA
MHOTHUM IIporpaMmam, KOTOpPbIE HE SIBJIIIOTCS BUPYCAMH, HO UMEHHO 3Ta OCOOEHHOCTb SIBJISI-
eTcsi 00s13aTeNbHBIM (HEOOXOAMMBIM) CBOMCTBOM KOMITbIOTEPHOTO BUpyca. K Gosiee monHou
XapaKTePUCTUKE COBPEMEHHOIO0 KOMIBIOTEPHOIO BHpycCa CIeAYyeT J00aBUTH CIIOCOOHOCTH
CO3/1aBaTh CBOU JIyOJMKATHI (HE 0053aTEILHO COBIAIAIOIINE C OPUTUHAIIOM) U BHEJPATH UX
B BBIYMCIIUTEIbHBIC CETU WK (haliIbl, CACTEMHBIE 00JIACTH KOMIIBIOTEPA U TTPOYUE BBIMOJ-
HSEMbI€ OOBEKTHI.

[IpuBenem oHO M3 OOIIETTPUHSATHIX ONpeesieHHit Bupyca, coaepxariieecs B [OCTe P
51275-99 «Bamura unpopmanuu. O6bekT uHpopMaTuzauu. OakTopsl, BO3IEHCTBYIONINE
Ha uHpopmaiuto. OOIIHE MOTOKEHUSD.

[IporpaMMHBIN BUPYC — 3TO UCHOJHSAEMBIN WA UHTEPIPETUPYEMBIN NMPOrPaMMHBIN
KOJI, 00J1aJat01I1I CBOMCTBOM HECAaHKIITMOHUPOBAHHOTO PACIPOCTPAHEHHSI 1 CAMOBOCTIPOU3-
BEJICHUSI B AaBTOMATU3UPOBAHHBIX CUCTEMAaX WJIM TEJIEKOMMYHHUKAIIMOHHBIX CETIX C IENbIO
W3MEHUTH WM YHUYTOKUTH MPOTPAMMHOE 00CCIICUCHHE W/WUITN JAHHBIC, XPAHSIIUECS B aB-

TOMAaTHU3UPOBAHHLIX CUCTEMAX.



WNudopmannonnas 6e30macHOCTb
Paznen 2. KoMnbroTepHble BUPYCHI U 3allIUTa OT HUX

HeB0o3MOXXHOCTH 4eTKO# (OPMYTUPOBKH ONPEAEICHNUS KOMITBIOTEPHOTO BHpyca caMma
o ce0e He sBIsAeTCs nMpodieMoit. [ maBHas npobiemMa, KoTopas CleAyeT U3 3TOro, 3aKiIova-
€TCsl B TOM, YTO HET YETKUX (OJIHO3HAYHBIX ) IPU3HAKOB, 110 KOTOPHIM MOXHO OTIUYUTH pa3-
JUYHbIE Qailsibl OT «BUPYCOBY», YTO HE MO3BOJISET B MOJTHON MEpE yCTPAHUTh UX BIHSHHUE.

HecMoTpst Ha Bce ycuius pa3pabOTUYMKOB aHTUBHUPYCHOT'O IPOrPaMMHOT0 obecreue-
HUS 10 CETOAHSIIHETO JHA HET JOCTAaTOYHO HAJCKHBIX aHTHUBHPYCHBIX CPEACTB U, CKOpee
BCET0, MPOTUBOCTOSIHUE «BUPYCOIUCATENICH» U UX ONMIMOHEHTOB OYIE€T MOCTOSIHHBIM.

Hcxons u3 3Toro, He00X0AMMO MOHUMATh, YTO HET IOCTATOYHBIX TPOTPAMMHBIX U all-
MapaTHBIX CPEJCTB 3aIIUTHI OT BUPYCOB, a HaJE)KHAS 3aI[UTa OT BUPYCOB MOKET ObITh 00€ec-
NE€YeHa KOMIUIEKCHBIM NPUMEHEHHEM 3THX CPEJCTB U, YTO HEMAJOBaXXHO, COOJIIOJIEHUEM
AJIEMEHTAPHON «KOMITBIOTEPHOW TUTUEHB.

3 XpoHos10rusi pa3BUTHSI KOMIILIOTEPHBIX BUPYCOB

[TosiBneHne nepBbIX KOMIBIOTEPHBIX BUPYCOB, CIIOCOOHBIX JIOMUCHIBATH ceOs K (haii-
J1aM, CBSI3BIBAIOT C MHLHJCHTOM, KOTOPBIM MPOU30IIEI B IIEPBOU MOJ0BUHE 70-X rOJOB Ha
cucreme Univax 1108. Bupyc, monyuusiimii HazBanue «Pervading Animaly, momuceiBai
ceOst K BBITIOJHSAEMBIM (haiiiaM — JeJal MPaKTUIECKH TO K€ CaMOe, YTO THICSYU COBPEMEH-
HBIX KOMIIBIOTEPHBIX BUPYCOB.

MO’KHO OTMETUTH, YTO B T€ BpEMEHA 3HaYMMbIE COOBITHS, CBA3aHHbBIE C KOMITbIOTEP-
HBIMH BUPYCaMH, IPOUCXOAMIN OAMH pa3 B HECKOIbKO JeT. C HaganoMm 80-X KOMITBIOTEPHI
CTaHOBSITCS Bce Oosee u Oosee momynspHbiMU. [losBisercss Bce Oofbiiie U OOJBINE MPO-
rpaMM, HauWHAIOT Pa3BUBATHCS INI00ANbHBIE CeTH. Pe3ysbTaToM 3TOrO ABIISETCS MOSIBICHNE
OO0JIBIIOTO YHCIIa PA3HOOOPA3HBIX (TPOSTHCKUX KOHEW» — MPOrpaMM, KOTOpbIe TPU HUX 3a-
MyCKe HAHOCST CUCTEeMe Kakon-mnoo Bpea. B 1986 r. nmpousonuia nepsas sanuaemusi IBM-PC
Bupyca «Brainy. Bupyc, 3apaxkaronmii 360K06 auckeTsl, IpakTHYeCKH MTHOBEHHO DPa3o-
1Iescst Mo Bcemy Mupy. [IpuamHO#i Takoro «ycrexay sSBsIach, CKOpee BCEro, HeTOTOBHOCTD
KOMITBIOTEPHOI0 OOIIeCTBa K BCTpEUE C TAaKUM SIBIIEHUEM, KaK KOMIIBIOTEPHBII BUPYC.

B 1987 r. npouzonuio coObITHE, KOTOPOE MOMYJISIPU3UPOBATIO «KOMITbIOTEPHBIE BH-

pyce». Kon Bupyca «Vienna» Bnepsbie myoaukyercs B kaure Panbda Broprepa «Computer
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Viruses: A High Tech Desease». Cpa3y sxe B 1987 T. NOSIBIISIFOTCSI HECKOJILKO BUPYCOB TSI
IBM-PC.

B natauiy 13-ro mas 1988-ro roga cpa3dy HECKOIbKO (UPM M YHHUBEPCHUTETOB HE-
CKOJIBKMX CTPaH MUpPA «TI03HAKOMHJIUCEY C BUPYCOM «Jerusalemy — B 3TOT JieHb BUPYC YHH-
yToKaj (aliapl MpU HX 3amycke. BmecTe ¢ HECKOJBKMMH JAPYTMMH BHUPYCAaMH, BUPYC
«Jerusalemy pacrpocTpaHuIICs TIO THICSYaM KOMITBIOTEPOB, OCTaBasICh HE3aMEUCHHBIM — aH-
TUBHUPYCHBIE MPOTPAMMBI €Ille HEe ObUIM PACHPOCTPAHEHBI B TO BPEMS TaK ke IIMPOKO Kak
CEroJIHs1, @ MHOTHE MOJIb30BaTENH U ake NpodheCcCUOHAbI €1lle HE BEPUIIH B CYIIIECTBOBAHUE
KOMITBIOTEPHBIX BUPYCOB. He mpolio u moiroaa, Kak B HOSIOpe MoBaJIbHAs SMUIEMUS CETE-
BOro Bupyca Moppuca (npyroe HazBanue — Internet Worm) 3apazuna 6osee 6000 koMIibro-
TepHbIX cucteM B CIIIA u npakTuuecku mapanuzoBaina ux padory. [lo npuunHe ommoOku B
KOJIE BUPYCa OH HEOI'PAaHWYEHHO PacChlIaj CBOM KOIMUU MO JPYTUM KOMIIBIOTEpAaM CETH H,
TaKuM 00pa3oM, TTOJTHOCTRIO 3a0pait o ceds ee pecypebl. O01mue yObITKH OT BUpyca Mop-
puca ObUTH OLIEHEHBI B 96 MUJIITMOHOB J0JIJIAPOB.

B 1992 roay nosiBuinch nepsbie KOHCTPYKTOpHI BUpycoB VCL u PS-MPC, kotopsie
YBEJIUYUIIM U 0€3 TOro HeMaJieHbKUM MOTOK HOBBIX BUPYCOB. B KOHIIE ATOTO Tojia mepBbIit
Bupyc aia Windows, 3apakaroniuil BeIIOJHsAEMbIE (DAl 3TOM ONEPALMOHHON CHUCTEMBI,
OTKPBLI HOBYIO CTPaHUILy KOMITbIOTEPHBIX BUPYCOB.

B nanpHeiiem pa3BUTHE KOMIIBIOTEPHBIX BUPYCOB HAIIOMUHAET CBOJKY C MOJIEH cpa-
xeHui. Co3gaTesd BUPYCOB CTAHOBATCA BCe 00Jiee N30IIPEHHBIMU, KOJIMYECTBO aHTUBUPYC-
HBIX MIPOTPAMM PACTET, HO HA OJHA U3 HUX HE 3allMILNAET B MOJHON Mepe. B KoMIbloTepHOM
0O1IECTBE MOSBISAETCA CUHIPOM «KOMITBIOTEPHOT'O BUPYCa.

K 6opsbe ¢ Bupycamu MOAKITIOYAIOTCS MPABOOXPAHUTENbHBIE OpPTaHbl: JieToM 1994
rona aBTop Bupyca SMEG 6bu1 apectoBan. [IpuMepHo B TO e camoe BpeMs B ToH sxe Benu-
KOOpUTaHUM apecToBaHa liejlasg Tpynmna BUpycomnucaTenei, HasbiBaBmiasg cedss ARCV
(Assotiation for Really Cruel Viruses). Hekotopoe Bpemsi criycTs €1ie oJJuH aBTOp BUPYCOB

ObL1 apectoBaH B HopBerum.
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ABryct 1995 r. 01MH U3 MOBOPOTHBIX MOMEHTOB B HCTOPUHU BUPYCOB U AHTUBUPYCOB:
oOHapy»keH nepBbiii BUpyc 1711 Microsoft Word («Concepty). Tak HaunHanoch Bpemsi Mak-
POBUPYCOB.

B 1998 roxy nosiuimck niepsbie mosmMopdabie Windows32-supyce-»Win95. HPSy
u «Win95. Marburgy». Pa3paboTunkaM aHTUBHPYCHBIX IIPOTrPaMM MPHUIILUIOCH CIICIIHO aar-
THPOBATh K HOBBIM YCIIOBUSM METOIUKH JETEKTUPOBAHUS MOJTMMOP(HHBIX BUPYCOB, pacCUu-
TaHHBIX JI0 TOro TOJIbKO Ha DOS-BUpyCHI.

Haub6osee 3ametHoii B 1998 r. Obuta snuaemus Bupyca «Win95. CIHy, crasias cHa-
Jajia MacCOBOM, 3aTe€M TI100aJbHOM, a 3aTEM MOBATBHOU — COOOIIEHUS O 3apaKCHUH KOMITh-
IOTEPHBIX CETEH U JOMAIIIHUX MTEPCOHAIBHBIX KOMITBIOTEPOB UCYUCIISUTUCH COTHSIMU, €CITU HE
TeicsdaMu. Havano snmnemun 3apeructpupoBaHo Ha TaiiBaHe, e HEM3BECTHBIN 3aciall 3a-
paxxeHHbI€ (pailsibl B MecTHbIE IHTEpHET-KOH(DepeHIUH.

C cepenunbl 90-x roI0B OCHOBHBIM HUCTOYHUKOM BHUPYCOB CTAaHOBHUTCS IIOOabHas
cetb MHTEPHET.

C 1999 rona MakpoBUPYChl HAUMHAIOT MOCTENIEHHO TEPSTH CBOE TOCIOICTBO. JTO CBS-
3aHO CO MHOTMMHM (akTopamu. Bo-niepBbIX, MMOIb30BATENN OCO3HAINA OMACHOCTD, TasIIYIOC]
B npocThix doc- u xls-¢aiinax. Jlronu cranm Oosee BHUMATEIbHBIMU, HAYYUIIUCH MOJIB30-
BaThCsl CTaHJAPTHBIMU MEXaHU3MaMH 3allUThl OT MAaKpOBHUPYCOB, BCTPOEHHBIMH B MS
Office.

B 2000 rogy nporcxXosT O4eHb BayKHbIE U3BMEHEHUSI HA MUPOBOU «BUPYCHOW apeHe».
Ha cBet nmosiBnsieTcst HOBBINM THIT BPEHBIX KOJIOB — CETEBbIE YEPBU. B 3T0 ke BpeMs MosBIIs-
eTcs cynepBupyc — «HepHoObUIbY». «HepHOOBLILY HcTIONHAEMBIN BUpyc o Windows, nme-
IOIIHH CIIETYIOIINE OCOOCHHOCTH.

Bo-niepBbix, 3apaxeHHbIN (aiisl He MEHSIET CBOET0 pa3Mepa Mo CPaBHEHUIO C MIEPBOHA-
yabHBIM BapuaHToOM. Takoi sddektr gocturaercs Onmarojapsi CTpPYKType HCIHOJIHAEMbBIX
daiinoB Windows: KaxbIii exe-(aitn pa30uT Ha CEKIMH, BRIPOBHEHHBIE IO CTPOTO OIpee-
JIEHHBIM TpaHullaM. B pe3ysibpTaTe MeXIy CEKUMSIMH MOYTH BCEraa oopa3yeTcs: HeOOoJIbIIOoiM

3a30p. XOTs Takas CTPYyKTypa MPUBOJUT K YBEIMUYECHUIO MECTa, 3aHMMaeMoro (aijgom Ha
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JMICKE, OHA K€ MO3BOJISIET CYIIECTBEHHO MOBBICUTH CKOPOCTH PabOThI OMEPAIMOHHON CH-
CTEMBI ¢ TakuM (aitioM. «HepHOOBUIb» MO0 3aMMChIBAET CBOE TEJIO B OJUH TaKoi 3a30p,
MO0 IpOOUT CBOM KOJ HA KyCOYKH M KONUPYET KaXKIbId M3 HUX B IIyCTOE MECTO MEXIY
rpaHunamMu. B pe3ynbTate aHTUBHPYCY CII0KHEE OMPEICINUTD, 3apakeH JIM (ailsl i HeT, U
€Ile CJI0XKHEE BhUIICUUTh MHPUIIUPOBAHHBIA OOBEKT.

Bo-BTophIx, «HepHOOBUIB» CTal MEPBOMPOXOAIEM CPEIU MPOrpaMM, YMEIOIIHUX MOp-
TUTH allllapaTHbIE cpelicTBa. HEKOTOphIE MUKPOCXEMBI TO3BOJIAIOT IIEPE3aIMChIBATH JAHHBIE,
xpaHsumeca B ux MuHu [13Y. OTum u 3aHMMaeTcs 3TOT BUPYC.

2000 roxm eme MOXHO Ha3BaTh rojioM «JIro6oBHEIX [Tucem». Bupyc «Lovelettery, 06-
Hapy>KEHHBIN 5 Masi, MTHOBEHHO Pa3JIETEJICS M0 BCEMY MUY, IOPA3HUB JECATKA MUJUIMOHOB
KOMITBIOTEPOB MPAKTHUYECKHU BO BCEX YTOJKaX IUIAHETHI. [[puunHbI 3TOM 11100aIbHOM AIUe-
MUHU KPOIOTCA B UPE3BBIYANHO BBICOKOI CKOPOCTH paclpocTpaneHus. Bupyc paccbuiail cBou
KOIIMA HEMEIJICHHO IOCJE 3apaXEHUsl CHCTEMBI IO BCEM ajJpecaMm 3JIEKTPOHHOM IOYTHI,
HalJICHHBIM B aJIpeCHOM KHHUTE MouTOBOM mporpammbl Microsoft Outlook. ITogoOHo 0OHa-
pykeHHOMYy BecHOM 1999 roma Bupycy Melissa, LoveLetter aTo nenan, sikoObl, OT UMEHHU
BJIAJI€JIblIa 3aPAXKEHHOTO0 KOMITBIOTEPA, O YEM TOT, ECTECTBEHHO, JJaXKe He joraabiBaics. He-
MaJIOBaXXHYIO POJIb MPHU PACHPOCTPAaHEHUH BHPYCA ChIIpal U ICHUXOJIOTMYECKUI aCIEKT:
MaJjio KTO CMOKET YyAEepXkKaThCsl, YTOOBI HE MPOUYUTATH JIFOOOBHOE MUCHMO OT CBOETO 3HAKO-
Moro. MiMeHHo Ha 3TO OblIa cejlaHa OCHOBHAs CTaBKa B mpolecce pazpadoTku Bupyca. O
MaciTabax 3apaxxeHus BUpycamu B Hadasie 21 Beka CBUIETENbCTBYET TOT (PAKT, UTO TOJIBKO
B Mae arake Bupyca LoveLetter mogseprivch 6osee 40 MUIIMOHOB KOMITBIOTEPOB. YiKe 3a
NepBble 5 THEW ANUAEMUU BUPYC HAHEC MUPOBOM SIKOHOMHKE YOBITKH B pazmepe 6,7 MUIIIH-
apZloB J0JUIapOB.

C 2000 roga cereBble YEPBU HAUMHAIOT MOJHOCTBIO MPe00JIajaTh HA BUPYCHOW apeHe
mupa. Ceroansi, mo ganueiM Jlabopatopun Kacnepckoro, Ha ux monto npuxoautcs 89,1 %
BCEX 3apakeHuil. B CTpykType pacripocTpaHEHHOCTH CETEBBIX YePBEH TPAAUIIMOHHO MPE0o-
JaJar0T MOYTOBBIE, UCIIOJIb3YIONIKE e-mail B KauecTBE OCHOBHOTO TPAHCIIOPTA AJIsl JOCTaBKU

Ha OCJICBBIC KOMIIBIOTCPHEI.
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B 2001 roxy Obu1 OOHApYKEH HOBBIN THIT BPEIOHOCHBIX KOJOB, CHOCOOHBIX aKTUBHO
pacIpoCTpaHsAThCA U padOTaTh HA 3apaXKEHHBIX KOMIIbIOTEpax 03 Ucnoib3oBaHus GhanioB —
«OecrenecHple uepBU». B mporiecce paboThl TaKKe BUPYCHI CYIIECTBYIOT HUCKIIFOUUTEIBHO B
CUCTEMHOI NaMsTH, a IIPU Nepeade Ha APyrue KOMIIBIOTEPHI - B BUAE CIIEHUATbHBIX TAKETOB
JTaHHBIX.

Takoif TOBOPOT COOBITHIA MOCTABUJI CIIOKHBIE 3a/1a4d NEepes pa3padOTYNKaMH aHTHU-
BUPYCHBIX MAKETOB. TpaUIIMOHHBIE TEXHOJIOTUH (AHTUBUPYCHBIN CKaHEp U MOHUTOP) MPO-
SBWJIM HECTTIOCOOHOCTH 3((HEKTUBHO MPOTUBOCTOATH HOBOM yrpo3€e, OCKOJIbKY UX allTOPUTM
O0pBKOBI ¢ BPETOHOCHBIMU MPOTPAMMaMH OCHOBAaH UMEHHO Ha TepexBaTe (aiIoBBIX Omepa-
1ui. Pemenrem npoOieMbl cTal crelHaibHbI aHTUBUPYCHBIN (QPUIBTP, KOTOPHIA B (hOHO-
BOM PEKHUME MTPOBEPSIET BCE MOCTYTAIOIINE Ha KOMITBIOTEP NAKETHI TaHHBIX U yAAIIAeT «Oec-
TeJeCHBIX» uepBel. [ nobanpHas snunemust cereBoro yepBsi CodeRed, nauaBmasics 20 urons
2001 roma, moATBEpIMIIA IEUCTBEHHOCTh TEXHOJIOTHH «OecTenecHocTu». Ho ere cepbe3nee
okazasiach HefaBHsAs snuaeMus Bupyca Helkern' 25 suBaps 2003 roxa.

4 BeiBoasl o Teme 2.1

1) KommbroTepHbIE BHPYCHI OJIHA U3 TJIABHBIX YTP0O3 WHPOPMAIIMOHHON 0€301macHo-
CTH. DTO CBSA3aHO C MACIITA0OHOCTBIO PACHPOCTPAHEHHS ATOTO SIBIEHUS U, KaK CIEJICTBHE,
OTPOMHOTO yIiep0a, HAHOCUMOTO HMH(POPMAIIMOHHBIM CUCTEMAaM.

2) COBpeMEHHBII KOMITBIOTEPHBIN BUPYC — ATO MPAKTHYECKU HE3aMETHBIH J1J1s1 00bIY-
HOTO I10JIb30BATENS «Bpar», KOTOPBIM NOCTOSSHHO COBEPLIEHCTBYETCS, HAX0I1 BCE HOBBIE U
00J1ee N30IIPEHHBIE CIOCOOBI MPOHUKHOBEHMS Ha KOMIIBIOTEPHI Mojb30BaTeneil. Heobxonu-
MOCTB OOpbOBI C KOMITBIOTEPHBIMHU BUPYCAMH O0YCIIOBJIEHA BO3MOKHOCTBIO HAPYIIEHUS UMU
BCEX COCTABJISIIOIINX UH(POPMAITMOHHOM 0€3011aCHOCTH.

3) AHTHBUPYCHBIC IPOTPAMMBI U alllapaTHBIC CPEACTBA HE JAIOT MOJIHOW rapaHTHH
3aIUTHI OT BUPYCOB.

4) TepMHH «KOMITbIOTEPHBIH BHPYC» MOABUICS B cepennHe 80-X Tog0B Ha OHOM U3
KoH(pepeHuuii mo 6e3onacHocty nHpopmaiuu, npoxoausiiei B CLIA.

5) OcHoBHasE 0OCOOCHHOCTh KOMITBIOTEPHBIX BHPYCOB 3aKJIIOYAETCS B BO3MOMKHOCTH

HUX CaMOIIPOMU3BOJIbHOI'O BHCAPCHUA B PA3JIIMYHEIC 00BEKTHI OHepaHHOHHOﬁ CHUCTCMBEI.
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6) IIporpammHBIi BUPYC — 3TO UCHOTHIEMBIN MM HHTEPIPETUPYEMBIH MPOTpaMM-
HBIN KOJI, 00J1a/1at01uii CBONCTBOM HECAHKIIMOHUPOBAHHOI'O PAaCHpOCTPAHEHUS U CaMOBOC-
MIPOU3BEJCHUS B ABTOMATU3UPOBAHHBIX CUCTEMAX WJIM TEIEKOMMYHUKAIIMOHHBIX CETAX C I1e-
JIbI0 U3MEHUTH WM YHUUYTOKUTH MPOTpaMMHOe o0ecriedeHne U/Wik JaHHbIe, XpaHsIIuecs B
aBTOMAaTU3UPOBAHHBIX CHUCTEMAX.

7) HapgexxHas 3amuTa OT BUPYCOB MOXKET OBITh 0OeCTIeueHa KOMILIEKCHBIM IPUMEHE-
HUEM allapaTHbIX U IPOrPaMMHBIX CPEACTB U, YTO HEMAJIOBAXKHO, COOIIOACHUEM DJIEMEH-

TapHOﬁ ((KOMHI)I-OTepHOﬁ TUTUCHEBI.
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Tema 2.2. Knnaccupukanusi KOMIbIOTEPHBIX BUPYCOB

1 Knaccudukanusi KOMIbIOTEPHBIX BUPYCOB 110 cpe/ie 00MTAHUSA

[To cpene «obuTaHus» BUPYCHI JEIATCS Ha:

~  (haiinoBele;

~  3arpy304YHbIE;

~  MakpOBHPYCHI;

~  CETeBbIE.

dailnoBbie BUPYChI BHEAPSIOTCS B BBIMOIHsIEMbIE (haiiibl (Hanboee paclpocTpaHeH-
HBI TUI BUPYCOB), TUOO CO3MAIOT (pailsibl-IBOMHUKN (KOMITAaHbOH-BUPYCHI), TUOO HCIIONb-
3YIOT 0COOCHHOCTH opraHu3anuu (aitnoBoit cuctemsl (link-Bupychr).

3arpy304Hble BUPYChI 3alIUCHIBAIOT ce0s MO0 B 3arpy304HbIi ceKTop Aucka (boot-
CEKTOP), THOO0 B CEKTOP, COJIEPKAILNKA CUCTEMHBIN 3arpy34uK xKecTKoro aucka (Master Boot
Record), 1160 MeHAIOT yKka3aTesab Ha akTUBHBIN boot-CeKTop.

MaxpoBHpyCHI 3apakaroT Qailsibl-TOKYMEHTHI B 3JIEKTPOHHBIE TAOIUIIBI MTOMYIIPHBIX
O(HCHBIX MPHUIIOKEHUH.

CereBble BHUPYCHI HCIIOJB3YIOT ISl CBOETO PACHPOCTPAHEHUS MPOTOKOIBI WU KO-
MaH/Ibl KOMIIBIOTEPHBIX CETEH U AIMEKTPOHHON TMOYTHI.

CymiecTByeT OOJBINOE KOJIMYECTBO COYETaHUN — HampuMmep, (HaiaoBo-3arpy304HbIe
BUPYCHI, 3apaxxaromine Kak (ailsibl, Tak U 3arpy304HbIE CEKTOpa TUCKOB. Takue BUPYCHI, KaK
MPaBUIIO, UMEIOT JOBOJIBHO CJIOKHBIM aIrOpUTM pabOThI, YACTO MPUMEHSIOT OPUTHHAIbHbBIE
METO/Ibl IPOHUKHOBEHUS B CUCTEMY, UCIIOJIb3YIOT CTEJIC- U MOIUMOPUK-TeXHOIOTHH. Jlpy-
roi IpuMep TaKOro COUYETaHHsI — CETEeBOM MaKpPOBHPYC, KOTOPBIA HE TOJNBKO 3apakaeT pe-
JaKTUpyEeMble JOKYMEHTBI, HO U PacChUIaeT CBOM KOIUU MO JIEKTPOHHON MOYTE.

3apaxkaemasi oTiepaIliOHHas CHCTEMa SIBJISIETCS BTOPHIM YPOBHEM JICJICHUSI BUPYCOB Ha
Ky1acchl. Kaxxapiii (paiiiioBbIi WM CETEBOM BUPYC 3apakaeT (ailyibl Kakol-1100 OJTHON WU
Heckonpkux OS — DOS, Windows, u 1. 1. MakpoBupycsI 3apaxatot ¢aitis popmaroB Word,
Excel, makera Office. 3arpy30uHbie BUPYChl TaKKE€ OPUEHTUPOBAHbI Ha KOHKPETHbIE (HOp-

MaThbI PACIIOJIOKCHUA CUCTCMHBIX IAHHBIX B 3aI'PY30YHbBIX CCKTOPAX IUCKOB.
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2 Knaccuduxanusi KOMNbIOTEPHBIX BUPYCOB M0 0COOEHHOCTSM AJITOPUTMA pa-
00THBI

[To ocobeHHOCTSAM anropuT™Ma paboThl BUPYCHI IETSATCS Ha:

PE3UICHTHBIC;

- CTCJIC-BHUPYCHI;

MOJIMMOP(PUK-BUPYCHI;

- BUPYCBI, HCIIOJIB3YIOIIME HECTAHAAPTHBIE IIPUEMBI.

Pe3uneHTHBIN BUpYC IPpU MHPHUIMPOBAHUM KOMIIBIOTEPA OCTaBISET B ONEPATUBHOMN
MaMATH CBOIO PE3UACHTHYIO YaCTh, KOTOPAs 3aTE€M MEPEXBATHIBAET OOpAILlEHHsI OIlEpallMOH-
HOM CUCTEMBI K 00bEKTaM 3apaKeHUs U BHEAPSAETCS B HUX. Pe3nIeHTHbIE BUPYCHI HAXOATCS
B [TaMSITH U SIBJISIFOTCS aKTUBHBIMH BIUIOTH JIO BBIKIIOYEHHUS! KOMITBIOTEPA UITU TIEPE3arpy3Ku
OnepalroHHON cucteMbl. Hepe3uaeHTHhIe BUPYCHI HE 3apa)atoT NaMsATh KOMITbIOTEPA U CO-
XPaHSIOT aKTUBHOCTh OIPaHUYEHHOE BpeMsl. K pe3nIeHTHBIM OTHOCATCS MaKpOBHUPYCHI, 110-
CKOJIbKY OHH ITOCTOSTHHO MPUCYTCTBYIOT B MaMATH KOMIIbIOTEpA Ha BCE BpeMs pabOThI 3apa-
KEHHOTo penakropa. [lpu 3ToM ponb onepalilnoHHON cucTeMbl OepeT Ha ceOs penakTop, a
MOHSITUE «IIepe3arpy3ka ONepalMOHHON CUCTEMBD) TPAKTYETCSl KaK BBIXOJ U3 PEIaKTOpa.

B MHOro3a1a4HbIX ONepanMOHHBIX CUCTEMAX BPEMS «GKU3HM» pe3uaeHTHOTO DOS-BU-
pyca Takke MOXET ObITh OTPaHMYE€HO MOMEHTOM 3aKpbITHs 3apaxkeHHoro DOS-okHa, a ak-
TUBHOCTb 3arpy304HbIX BUPYCOB B HEKOTOPBIX OMEPAIMOHHBIX CUCTEMAX OrPAHUYMUBAETCS
MOMEHTOM MHCTAJISALMHU JUCKOBBIX apaiiBepoB OC.

Hcrnonb30oBaHuE CTENC-aJrOPUTMOB MO3BOJIIET BUpPyCaM IMOJHOCTBIO WJIM YaCTHUYHO
CKpBITH ce0st B cucteme. Hanbosee pacpocTpaHEHHBIM CTEJIC-aJITOPUTMOM SIBISIETCS TIEpe-
XBaT 3alpPOCOB ONEPALIMOHHONW CUCTEMbI Ha YTEHHUE/3aINCh 3apaKeHHBIX 00beKTOB. CTelic-
BUPYCHI IPU 3TOM JIMOO BPEMEHHO JI€UaT UX, JTUOO «IOACTABIISIIOT» BMECTO CEOsl HE3apaKEH-
Hbl€ y4acTku uHopmanuu. B ciydae MmakpoBupycoB Harbosee MomyJspHbIi criocod — 3a-
IIPET BBI30BOB MEHIO TPOCMOTPA MaKpOCOB.

CamommgpoBanue 1 NOTUMOPPUUHOCTH UCTIONIB3YIOTCS MPAKTUYECKU BCEMU TUIIAMU

BHUPYCOB JIJI TOTO, YTOOBI MAaKCUMAJIBHO YCJIOXKHUTH MPOIIEYPY AETEKTUPOBaHUs (0OHAPY-
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xenust) Bupyca. [Tomumopduk-supycs (polymorphic) — 310 10cTaTouHO TPYyAHOOOHAPYKH-
MbI€ BUPYCHI, HE UMEIOIIINE CUTHATYD, T. €. HE COJIep KaIie HU OJHOTO MOCTOSTHHOTO Y4acTKa
Kozaa. B GonmpImHCTBE cyyaes JBa 00pasiia OHOTO U TOTO K€ MoIMMOp(UK-Bupyca He Oy-
AYT UMETh HUA OJHOTO COBIAJICHHS. DTO JOCTUTaeTCs HIM(PPOBaHNEM OCHOBHOTO TeJla BUpycCa
1 MOAU(DUKALIUAMYU POTPAMMBI-PAcIINPPOBIIHKA.

Paznuynbie HecTaHIapTHBIE TPUEMBI YACTO UCIIONIB3YIOTCS B BUPYCaX I TOTO, YTOOBI
KaK MOXHO TIIyO)e crpsATaTh ceOs B Aape ONEpalMOHHON CHUCTEMBI, 3allIUTUTh OT 0OHapY-
’KEHHUS CBOIO PE3UICHTHYIO KOMHIO, 3aTPyIHUTH JICYCHHE OT BUpyca (Hampumep, HOMECTHB
cBoro konuto B Flash-BIOS) u 7. 1.

3 Knaccudpukanusi KOMNbIOTEPHBIX BUPYCOB M0 1eCTPYKTHBHBIM BO3MOKHOCTSAM

[To necTpyKTUBHBIM BO3MOXHOCTSM BUPYCHI MOXHO Pa3AeiuTh Ha:

~ 0e3BpenHbIC, T. €. HUKaK HE BIUAIONINE Ha pa0OTy KOMITbIOTEpa (KpOMe YMEHBIIIE-
HUsl CBOOOIHOM MaMsITHU Ha AUCKE B pE3yJIbTaTe CBOETO PaCIpOCTPaHEHUs);

~ HEOIAaCHbIC, BIUSHUE KOTOPHIX OTPAHUYMBAETCS yMEHBIIIEHHEM CBOOOMHOM Ta-
MSTH Ha JIUCKE;

~  OTAacHbIE BUPYCHI, KOTOPHIE MOTYT MPUBECTHU K CEPHE3HBIM COOSM B pab0OTE KOMITb-
10TEePa;

~  OYEHb OIACHBIE, B aJITOPUTM PabOThl KOTOPBIX 3aBEJOMO 3aJI0KEHBI TPOLIETYPHI,
KOTOpBIE MOTYT MPUBECTH K MOTEpe MPOrpaMM, YHHUUYTOKUTH JaHHBIE, CTEPETh HEOOXO0I-
MYIO 17151 pa0OThl KOMITbIOTEpPA MH(POPMALIHIO, 3aMCAHHYIO B CHCTEMHBIX 00J1aCTSIX MaMsITH,
U J1a)Ke TIOBPEAMTD allllapaTHbIE CPEICTBA KOMITBIOTEPA.

Ho naxxe ecnu B airopuT™Me BHpyca HE HailIeHO BETBEM, HAHOCALIUX yUIepO cCUcCTEME,
ATOT BUPYC HEJIb3sI C OJIHOM YBEPEHHOCTBIO Ha3BaTh OE€3BPEIHBIM, TAaK KaK IPOHUKHOBEHHE
€ro B KOMIIBIOTEP MOKET BBI3BaTh HEMPEICKa3yeMble U MOPOH KaTacTpoPUUeCKHe MOCe/-

CTBHA.
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4 BeiBOABI IO TEME 2.2

1) Ilo cpene «oOUTaHUS» BUPYCHI JCNATCS Ha (ailyIoBbIe, 3arpy304YHbIC, MAKPOBH-
PYCBI, CETEBEIE.

2) ®aitoBBIC BUPYCHI BHEIPSIFOTCS B BBIMOJIHSIEMbIE (Daiiibl, MO0 co3/1at0T (paniibl-
JTBOMHUKHU, TMO0 UCIIOJIB3YIOT OCOOEHHOCTH OpraHu3aiuu ¢GaiaoBoi CUCTEMBI.

3) 3arpy304HbIC BUPYCHI 3aIHCHIBAIOT ce0s1 MO0 B 3arpy309YHBIN CEKTOP JUCKA, JTHO0
B CEKTOP, COJEPKAILUN CUCTEMHBIN 3arpy34rK KECTKOTO JIMCKA.

4) MakpoBHpPYCHI 3apaXkaroT (ailsibl-JOKYMEHTBI U DJICKTPOHHBIE TAOJIUIBI OPHUCHBIX
MIPUIIOKECHU M.

5) CereBble BUPYCHI UCTIONB3YOT JJISl CBOETO PACIIPOCTPAHEHHS TPOTOKOIIBI HITH KO-
MaH/Ibl KOMIIBIOTEPHBIX CETEH U AIMEKTPOHHOU MOYTHI.

6) Ilo ocoGeHHOCTSAM anropuT™Ma paboThl BUPYCHI ACISATCS HA PE3UICHTHBIE, CTEIIC-
BUPYCHI, TOJIUMOPGUK-BUPYCHI U BUPYCHI, UCIIOJIB3YIONTUE HECTAHIAPTHBIC MPHUEMBI.

7) Pe3unmeHTHBIN BHpYC TpU MHPHUIIMPOBAHUN KOMITBIOTEPA OCTABJISIECT B ONEPATUB-
HOW MaMsTH CBOIO PE3UACHTHYIO YacTh, KOTOpAs 3aT€M IepexBaThIBaeT 0OpalleHus onepa-
[IMOHHOM CHCTEMBI K 00BEKTaM 3apa)KeHUs U BHEIPSIETCS B HUX.

8) Crenc-BUPYCHI CKPBIBAIOT CBOE MPUCYTCTBHUE B «Cpeie OOUTAHUSY.

9) CamormdpoBanue U MOJTUMOPPUUHOCTD UCIIOIB3YOTCS MPAKTUYECKA BCEMU TH-
MIaM¥ BHPYCOB AJISI TOTO, YTOOBI MAKCHUMAJIIBHO YCIIOKHUTH MPOIEAYPY JETEKTUPOBaHUS (00-
Hapy>K€HUs1) BUpyca.

10) Ilo AecTpyKTHUBHBIM BO3MOXHOCTSIM BUPYChI MOYKHO pa3JelNUTh Ha OE€3BpENHbIE,

HCOITIACHBIC, OIMMACHBIC 1 OUYCHDb OITACHLIC BUPYCHI.
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Tema 2.3. XapakTepucTHKA «BHPYCONOA00HBIX» IPOrpaMM
1 Buabl «BHPYCONOA00HBIX» IPOrPaMM
K «BpeaHsIM mporpammam», HOMHUMO BUPYCOB, OTHOCSITCSI:

«TPOSIHCKHE MPOTPaMMBbI» (JIOTHYECKHE OOMOBI);

—  YTHIIMTHI CKPBITOI'O aIMUHUCTPHUPOBAHUA YIAJICHHBIX KOMIIBIOTCPOB,

«intended»-Bupycsr;

~  KOHCTPYKTOPBI BUPYCOB;

NOJIMMOPGUK-TEHEPATOPHI.

2 XapaKTepuCTUKA «BHPYCONMOI00HBIX» MPOrpaMM

1) «TposiHckue» mporpammbl (Jormueckue 060MObI). K «TpossHCKMM» Mporpammam
OTHOCSATCS TIPOTPaMMBbl, HAHOCSIITNE KaKHue-TH00 pa3pyIUTeIbHbIC ICHCTBUS B 3aBUCUMOCTH
OT Kakux-1u0o0 ycimoBui. Hanpumep, yHHUTOXKEHHE WHGOPMAITMN HA TUCKaX MPHU KaXIOM
3aIyCcKe WM IO ONpeeTIeHHOMY Tpaduky U T. A. BOJBIIMHCTBO U3BECTHBIX «TPOSHCKUX)
MIPOTpamMM SIBJISIFOTCSL TTPOTPaMMaMH, KOTOPBIE MACKHPYIOTCS TOJ] KaKHWe-THOO TOJIE3HbBIS
MIPOTPaMMbl, HOBBIE BEPCUU MOIMYJISPHBIX YTHJIUT WIH JOTOJHEHUs K HUM. OUeHb 4aCcTO OHU
PACCBHUIAIOTCS TI0 AJICKTPOHHBIM KOH(pepeHIusaM. [1o cpaBHEHUIO C BUPYyCAMHU «TPOSHCKHE)
MIPOTPaMMBI HE MOTYYaIOT IMMPOKOTO PACIIPOCTPAHEHHUS 110 JOCTATOYHO MPOCTHIM TPUYUHAM
— OHU JTMOO YHUYTOXKAIOT ce0s BMECTE C OCTAIbHBIMU JAaHHBIMU Ha JUCKE, TUOO JeMacKu-
PYIOT CBOE MIPUCYTCTBUE M YHUUITOXKAIOTCS MTOCTPAIABIIAM IOJIb30BaTeneM. K «TpostHCKuM»
mporpaMmMaM TakKKe€ OTHOCSTCS TaK Ha3bIBAEMbIC «IIPOIIIEPhD) BHPYCOB — 3apa’KCHHbBIC
(aiibl, KOJ KOTOPBIX MOANPABIEH TaKUM 00pa30M, YTO U3BECTHBIC BEPCUU aHTUBHUPYCOB HE
ONpENENsIOT NPUCYTCTBUE BUpyca B (paitne. Hanpumep, daiin mmdpyercs wim yrnakoBbiBa-
€TCSl HEU3BECTHBIM apXHBATOPOM, UTO HE MO3BOJIIET aHTUBUPYCY «YBUIETHY 3apakKeHHE.

2) OTMeTHM ele OJIMH THI IPOorpaMM (TIPOrpaMMBbl — «3JIbI€ IIYTKHY ), KOTOPBIC HC-
MOJIB3YIOTCS JUTSI YCTPAIICHHS TIOJIb30BaTellsd, O 3apakKCHUM BUPYCOM WM O KaKUX JIHOO
MPEACTOSAUX TCUCTBHUSAX C 3TUM CBSI3aHHBIX, T. €. COOOIIAIOT O HECYIIECTBYIOIINX OMACHO-
CTSIX, BRIHYXas TOJIb30BATENs K aKTUBHBIM JICHCTBUAM. Harpumep, K «3JIbIM IITyTKam» OT-

HOCSITCSI TPOTPAMMBI, KOTOPBIE «ITyTal0T» MOJIB30BATENsI COOOIIEHUSIMU O (POPMATUPOBAHUU
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JHCKa (XOTSI HUKAKOro (OpMaTHPOBAHKS HA CAMOM JIeJie HE IPOUCXOJIUT), IETEKTUPYIOT BH-
PYCBI B HE3apaXKCHHbBIX (aiinax, BHIBOJST CTPAHHBIC BUPYCOMOJ00HBIE COOOMIeHUs U T. 1. K
KaTerOPHH «3JIbIX IIYTOK» MOYKHO OTHECTH TAKXKE 3aBEIOMO JIOKHBIE COOOIICHUS O HOBBIX
«cymep-Bupycax». Takue cooOIeHHs MePHOANICCKU MOSBIIAIOTCS B IHTEpHETE U OOBIYHO
BBI3BIBAIOT MTAHUKY CPENIU MMOJIh30BATENICH.

3) VYTHIUTBI CKPBITOTO aAIMUHUCTPUPOBAHHUS

VTUIUTBI CKPBITOTO aIMUHUCTPUPOBAHHUS SBISIOTCS PA3HOBUIHOCTBIO «JIOTMYECKHX
O00MO» («TPOSIHCKUX TPOrpaMmy), KOTOPbIC UCIIOIB3YIOTCS 370YMBIIIICHHUKAME IS y/1a-
JICHHOTO aIMUHUCTPUPOBAHUS KOMIIBIOTEPOB B ceTH. [10 cBoeH (hYHKIIMOHAILHOCTH OHU BO
MHOTOM HAIIOMHHAIOT PAa3JIMYHbIC CUCTEMbI aJIMUHICTPUPOBAHHUS, pa3padaThiBacMbIe U pac-
[POCTPAHSACMbIC PA3THYHBIME  (UPMAMH-TTPOU3BOIUTEIIAIMU MIPOTPAMMHBIX TPOTYKTOB.
EnuHcTBEeHHAss 0COOCHHOCTh ATUX MPOrPaMM 3aCTaBISIET KIACCU(DUIIMPOBATh UX KaK BPe/-
HBIC «TPOSHCKHE» MPOTPAMMBI: OTCYTCTBUE NPEAYIPESIKACHUS 00 HHCTAJUISAINH U 3aITyCKE.
[Mpu 3amycke Takasi mporpaMMa yCTaHABJIUBACT CeOsl B CUCTEMY U 3aT€M CIICIUT 3a HEM, MpH
ATOM TIOJIb30BATEIIO HE BBIIACTCS HUKAKUX COOOIICHHH O JICHCTBHUSAX IIPOTPAMMEBI B CUCTEME.
Yarire Bcero CChUIKa Ha TaKyl MPOrpaMMy OTCYTCTBYET B CIMCKE aKTUBHBIX MPHIOKCHUH.
B pe3ynbTare mojbp30BaTesib MOKET M HE 3HATh O €€ MPUCYTCTBUH B CUCTEME, B TO BPEMSI KaK
€ro KOMITBIOTEP OTKPBIT ISl YAAJICHHOTO YIPaBJICHUS.

BHenpeHHbIE B ONICPAIIMOHHYIO CUCTEMY YTHUIIUTBI CKPBITOTO YIPABICHHS TO3BOJISIOT
JenaTh ¢ KOMIIBIOTEPOM BCE, YTO B HUX 3aJ0XKWJI UX aBTOP: MPHUHUMATH/OTCHLIATH (aiiibl,
3aIyCKaTh ¥ YHUUTOXKATh UX, BEIBOJUTH COOOIICHHS, CTUPATh HH(POPMAIIUIO, TIepe3arpyKarh
KOMITBIOTED U T. 1. B pe3ysbTare 3Tu mporpaMMbl MOTYT OBITh UCIIOIB30BAHbI JIJIsI OOHAPY-
KCHUS U repeadrl KOHPUICHIIMATLHON HHPOPMAIHH, [T 3aITyCKa BUPYCOB, YHHUITOXKCHHS
JaHHBIX U T. TI.

4) «Intended»-Bupychr

K Takum BHpycam OTHOCSTCS MPOTPaMMbI, KOTOpPbIC, Ha MEPBBII B3IJIS, SBISIFOTCS
CTOTPOIICHTHBIMHU BUPYCAMH, HO HE CITOCOOHBI pa3MHOKAThCS TI0 pUUKHE omnuook. Hampu-
Mep, BHPYC, KOTOPBII MPH 3apaKeHUU HE MOMEIIAaeT B Havajo Qaiijia KOMaHIy nepeiadyn

yIOpaBlieHUs] Ha KOJI BUpYca, JINOO 3alKChIBaeT B HEe HEBEPHBIN aJpec CBOEro Koja, JInbo
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HEMPAaBWJILHO YCTaHABIMBAET aJpec MepexXBaThIBAEMOT0 PephIBaHUS (B OOJIBIIMHCTBE MPH-
BOJIUT K «3aBHUCAHUIO» KOMIIbIOTEpa) U T. 1. K kaTeropuu «intended» takxke oTHOCSATCS BU-
pPYCBI, KOTOpBIE 110 NPHUBEACHHBIM BbILIE MPUYMHAM Pa3MHOXKAIOTCA TOJBKO OAWH pa3 — U3
«aBTOPCKOW» KOMUU. 3apa3uB Kakoi-110o0 (aili, OHU TEPSAIOT CIOCOOHOCTH K TAJIbHEUIIEMY
pa3mHokeHuto. [TosBnsrorest «intended»-Bupychl yaie BCero u3-3a HEYMENOH MepeKOMITH-
TSI KaKOT0-JIM00 yXKe CYIIECTBYIOIIEro BUpYyca, JIMOO0 MO MPUYMHE HETOCTATOYHOTO 3Ha-
HUS S3bIKa IPOTPAMMUPOBAHMSL, JIMOO [0 NPUYMHE HE3HAHUS TEXHUYECKUX TOHKOCTEH ore-
PaIIOHHOM CUCTEMBI.

5) KoHCTpyKTOpHI BUPYCOB

K 1aHHOMY BHIly «BpEIHBIX» POTPAMM OTHOCSITCS YTHJIMTHI, IPEIHA3HAYCHHBIC JIJIS
M3rOTOBJICHHUSI HOBBIX KOMIIBIOTEPHBIX BHUPYCOB. M3BECTHBI KOHCTPYKTOPBI BUPYCOB ISt
DOS, Windows 1 makpoBupycoB. OHH NO3BOJISIFOT T€HEPUPOBATH UCXOJHBIE TEKCTHI BUPY-
COB, OOBEKTHBIC MOJYJIM, W/WJIM HEMOCPEACTBEHHO 3apa)keHHbIe (ailnbl. HexkoTopbie KoH-
CTPYKTOPBI CHa0XEHBI CTAHIAPTHBIM OKOHHBIM HMHTEP(ENCOM, I IpH MOMOIIN CHCTEMbI
MEHIO MOXHO BBIOpaTh TUN BUpYyca, nopaxaemble 00bekThl (COM n/unu EXE), nanuuue
WM OTCYTCTBHE CAaMOIIM(POBKH, MPOTHUBOACUCTBUE OTIATUUKY, BHYTPEHHUE TEKCTOBBIC
CTPOKH, BBIOpaTh 3P PEKTHI, COMPOBOXKIAIOIINE PAOOTY BUpYCa U T. II.

6) IlonmumopdHbIe TeHepPaTOPHI

[TonmumopuK-reHepaTopsl, KaK 1 KOHCTPYKTOPBI BUPYCOB, HE SIBJISIOTCS BUPYCAMH B
IPSIMOM CMBICIIE ATOTO CJI0BA, MOCKOJIbKY B UX aJITOPUTM HE 3aKJIabIBAIOTCS (QYHKIMH pa3-
MHOJKEHUS, T. €. OTKPBITHS, 3aKPBITHS U 3alIUCH B (ailsibl, YTEHUS U 3aMUCU CEKTOPOB U T. JI.
['maBHOM QyHKUKENH MOJOOHOTO poja MporpamMM sBisieTcs MHU(PpPOBaHUE TeNa BUPYyca U re-
Hepalusi COOTBETCTBYIONIET0 pacmudposiuka. OObIYHO MOTMMOPGHBIE TEHEPATOPHI pac-
MPOCTpaHsAIOTCS B BUAE (aitna-apxuBa. OCHOBHBIM (pailioM B apXHBe JIt0OOT0 reHeparopa

SIBJISIETCS OOBEKTHBIM MOJTYJb, COJIEPIKALIUN ATOT T€HEPATOP.
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3 BoiBoabI 10 Teme 2.3

1) Bupycomnomo0OHas» mporpaMmma — 3T0 porpamma, KoTopast cama 1o ceoe He sBJIsI-
€TCsl BUPYCOM, OHA MOYKET UCIIOJIb30BATHCS JIJIsl BHEIPEHMSI, CKPBITUS I CO3/IaHuUs BUPYCa.

2) K «Bupyconoqo0HbIM IporpaMmmMam» OTHOCSTCS: «TPOSTHCKHE TIPOTPAMMBI» (JIOTH-
YecKue OOMOBI), YTHIIUTBI CKPBITOTO aJMHHUCTPHPOBAHUS yIAJCHHBIX KOMIIBIOTEPOB,
«intended»-BHUpyChI, KOHCTPYKTOPBI BUPYCOB U MOJIMMOP(PUK-TEHEPATOPEI.

3) K «TposHCKMM» mporpaMmaM OTHOCSTCS MPOrpaMMbl, HAHOCSIIUE KaKue-JIMOo
pa3pylInTeIbHbIC TEHCTBUS B 3aBUCHMOCTH OT KaKUX-JTHOO YCIOBHA.

4) YTWUIHTBHI CKPBITOTO aIMUHHCTPUPOBAHUS SBISIFOTCS PA3HOBHUIHOCTBHIO «JIOTHYEC-
CKUX OOMO» ((TPOSHCKHX MPOTPaMM»»), KOTOPbIC HCIIOIB3YIOTCS 3JI0YMBIIUICHHHKAMU IS
yAaIE€HHOTO aJMUHUCTPUPOBAHUS KOMITBIOTEPOB B CETH.

5) BaenpeHHBIC B ONEPANMOHHYIO CUCTEMY YTHIIHUTHI CKPBITOTO YIIPABICHHS TIO3BO-
JSIFOT JIeNlaTh ¢ KOMITBIOTEPOM BCE, YTO B HUX 3aJIOXKHJI MX aBTOP: MPUHUMATH/OTCHUIATH
¢aiinbl, 3amycKaTh ¥ YHUUYTOXKATh UX, BEIBOJAUTH COOOIICHUS, CTUPATh HHPOPMAIIHIO, TIepe-
3arpy’kaTh KOMIBIOTED U T. JI.

6) KoHCTpyKTOpBI BUPYCOB TpEIHA3HAUYECHBI JUIS CO3JAaHHUS HOBBIX KOMIBIOTEPHBIX
BHPYCOB.

7) Tlonumopduk-reHepaTopsl, KAk U KOHCTPYKTOPBI BUPYCOB, HE SIBJISIFOTCS BHPY-
camH, TIOCKOJBbKY B WX QJITOPUTM HE 3aKIaIbIBAIOTCS (YHKIIMH Pa3MHOXKEHHS; TJIABHOM
GbyHKIMEH To00HOT0 PoJia MPOrpaMM sIBIIAEeTCs UG POBaHUE TEa BUPYCa U TeHEpaIusl Co-

OTBETCTBYIOIIETO paciii(poBITHKA.
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Tema 2.4. AHTHBHPYCHBIE IPOrPAMMBI

1 OcobenHOCTH PadOTHI AHTUBUPYCHBIX IPOrPaMM

Onaum u3 Hanbosee 23 (PEKTUBHBIX CTTOCOOOB OOPHOBI C BUPYCAMH SIBIISIETCS] MICTIOJb-
30BaHUE aHTHUBUPYCHOT'O IPOTPAMMHOTO OOECTIeueHUsI.

AHTUBHMpYCHAas porpaMMa — rporpamma, IpeHazHadeHHas Jyisi Toucka, oOHapyKe-
HUS, KIacCU(DHUKAITMY U yIaJICHUST KOMITBIOTEPHOTO BHPYCa M BUPYCOTOI00HBIX TIPOTPAMM.

BwmecTte ¢ TeM HE0OXOAMMO MPU3HATh, YTO HE CYIIECTBYET aHTUBUPYCOB, TAPAHTUPY-
IOLIUX CTOIMPOIIEHTHYIO 3allIUTy OT BUPYCOB, MOCKOJBKY Ha JIIOOOW ajlrOopuTM aHTHUBUpPYCa
BCETIa MOKHO TPEJIJIOKATH HOBBIN aJITOPUTM BHPYCa, HEBUAMUMOTO JIJIsI 3TOTO aHTHUBHUPYCA.

[Ipu paboTe ¢ aHTUBUPYCHBIMH MPOTrpaMMaMu HEOOXOIUMO 3HATh HEKOTOPHIEC MOHS-
THS:

JloxxHOE cpabaTbiBaHUE — IETEKTUPOBAHUE BUPYCa B HE3apaKEHHOM 00bekTe ((haitne,
CEKTOPE WJIM CUCTEMHOMN MaMsITH).

[Ipomyck Bupyca — HEIETEKTUPOBAHUE BUpPYyCa B 3apaKEHHOM OOBEKTE.

CkaHHUpOBaHME M0 3aMPOCYy — MOUCK BUPYCOB IO 3aMpocy Mojab3oBaTens. B atoMm pe-
KM€ aHTUBUPYCHAs MpOrpaMMa HeaKTHUBHA JI0 TEX MOp, MOKa He OyJIeT BhI3BaHA MOJIb30Ba-
TEJIEM U3 KOMAaHJIHOM CTPOKH, KOMAaHJIHOTO (haiiyia Wi MPOrpaMMbI-pacliiCaHHUs.

CkaHupoBaHH€e HAJIETY — TOCTOSTHHAS TPOBEPKa Ha BUPYChI 00BEKTOB, K KOTOPHIM ITPO-
UCXOUT oOpalnieHue (3anyck, OTKpbITUE, CO3/IaHHE U T. 11.). B 3TOM pexxnume aHTUBUPYC TO-
CTOSIHHO aKTHBEH, OH MTPUCYTCTBYET B MaMSITH «PE3UJICHTHO» U MPOBEPSIET 0OBEKTHI 03

2 Knaccuduxanusi aHTUBHPYCHBIX MPOrpamMm

CaMpIMy TIOTTYJISIPHBIMA U 3P (GEKTHBHBIMA aHTUBUPYCHBIMH ITPOTPAMMAaMH SIBIISTFOTCS
antuBupycHble ckanepsl, CRC-ckaneps! (peBu3opsl). CyliecTBYIOT TaKKe aHTUBUPYCHI OJ10-
KHPOBITUKA U UIMMYHHU3ATOPBI.

Cxanepsl. [IpunHiun paboTel aHTUBUPYCHBIX CKAaHEPOB OCHOBAH Ha MPOBEpKe (paiios,
CEKTOPOB U CUCTEMHOM IMaMsTH U MIOMCKE B HUX U3BECTHBIX U HOBBIX (HEM3BECTHHIX CKAHEPY)
BUPYCOB. /{7151 MOMCKa U3BECTHBIX BUPYCOB MCIOIB3YIOTCSA TaK Ha3bIBaeMble «MacKm». Mac-
KO BUpYcCa SBJIIETCS] HEKOTOPAas MOCTOSTHHAS TIOCIIE0BATEIBHOCTD KOa, crienuduanast s

3TOro0 KOHKPETHOro Bupyca. Eciin BUpyC HE COIEPKUT MTOCTOSHHOM MACKU WK JJIMHA 3TOU
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MacCKH HEJJOCTaTOYHO BEJIMKA, TO UCIIOJIb3YIOTCS Apyrue Meroasl. [IpuMepom Takoro Mmeroaa
ABJIIETCS. AJITOPUTMHUUECKUN S3bIK, ONUCHIBAIOLINI BCE BO3ZMOXKHBIE BapUaHThl KOZa, KOTO-
pBI€ MOTYT BCTPETUTHCS IIPU 3apAKEHUH MOAO0OHOTO THIA BUPYcOoM. Takoil moaxo UCHob-
3yeTCsl HEKOTOPBIMHU aHTUBUPYCAMH I JETEKTUPOBAHUS TTOTUMOP(PUK-BUPYCOB.

Bo MHOruX ckaHepax MCIONb3YIOTCS TAKKE aJITOPUTMBI «3BPUCTUYECKOTO CKAHUPO-
BaHUs», T. €. aHAJIN3 MOCIEA0BATEILHOCTH KOMaH/I B IPOBEPIEMOM 00BEKTE, HAOOP HEKOTO-
PO CTaTUCTHKU U MPHUHATHE PEUICHMS JJI KaKJI0ro mposepsieMoro oobekra. [lockonbky
ABPUCTUYECKOE CKAHWPOBAHUE SIBJISIETCSI BO MHOT'OM BEPOSITHOCTHBIM METOJIOM IMOMCKA BU-
PYCOB, TO Ha HETO PaclpOCTPAHSAIOTCS MHOTHE 3aKOHBI TEOpUHU BeposiTHOocTel. Hampumep,
YeM BBIIIE IPOLEHT 0OHAPYKUBAEMBIX BUPYCOB, TEM OOJIbIIE KOJIUYECTBO JIOKHBIX cpada-
THIBAHU.

CkaHepbl TakKe MOKHO Pa3JIEIUTh Ha JIBE KATETOPUU — «yHUBEPCAIbHBIE» U «CIIELIH-
IM3UPOBAHHBICY». Y HUBEPCAJIbHbIE CKAHEPhI PACCUMTAHbI HAa IIOMCK U 00€3BPEKUBAHUE BCEX
TUIIOB BUPYCOB BHE 3aBUCHMOCTH OT ONIEPALIMIOHHOM CUCTEMBI, Ha pabOTy B KOTOPOU paccuu-
TaH ckaHep. Crniennaan3upoBaHHbIE CKaHEPbl IPEAHAa3HAUEHBI AJ1s1 00€3BPEKUBAHUSI OTPAHU-
YEHHOT'0 YKCIia BUPYCOB UJIU TOJIBKO OJHOIO UX KJIacca, HalpUMep MaKpOBHUPYCOB.

CkaHepbl TakKe JAeNATCA Ha «PE3UACHTHBIE» (MOHUTOPHI), MPOU3BOISAIINE CKAHUPO-
BaHUE «HA JIETY», U «HEPE3UICHTHBIE», 00E€CTIEUMBAIOLIIE TPOBEPKY CUCTEMBI TOJIBKO I10 3a-
npocy. Kak npaBuio, «pe3uieHTHbIE)» CKaHepbl 00ECIEeUnBaIOT 00Jee HAEKHYIO 3AIIUTY
CUCTEMBI, ITOCKOJIBKY OHU HEMEJUIEHHO PEArupyroT Ha IMOSBIEHUE BUPYCA, B TO BPEMsI Kak
«HEPE3UJCHTHBII CKaHep COCOOEH OMO3HATh BUPYC TOJIBKO BO BPEMsI CBOETO OUEPETHOTO
3aImycka.

K ocTonHCTBaM CKaHEpPOB BCEX THIIOB OTHOCUTCS UX YHUBEPCAIbHOCTh, K HEAOCTAT-
KaM — pa3Mepbl aHTUBUPYCHBIX 0a3, KOTOpPbIE CKaHEpaM MNPUXOJUTCS XPAHUTH U MOMOJIHSTh,
Y OTHOCUTEIHHO HEOOJIbIIAsi CKOPOCTh TOMCKA BUPYCOB.

CRC-ckanepsl. [Ipuamun pa6otet CRC-ckanepoB ocHoBan Ha nojcuete CRC-cymm
(KOHTPOJBHBIX CYMM) JJII IPUCYTCTBYIOIIUX HA JUCKE (alIOB/CUCTEMHBIX CEKTOPOB. JTU

CRC-cymMmBbI 3aTeM coxpaHstoTcsl B 0a3e JaHHBIX aHTHBUPYCA, KaK, BOIPOYEM, U HEKOTOpas
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apyras uHbopManus: AIuHb (GaiIoB, AaThl UX MocieaHe Moaudukanuu u 1. a. [lpu mo-
cienyromeM 3ammycke CRC-ckaHepbl CBEpSIOT JaHHBIE, COJIEpKalecs B 0a3e NaHHBIX, C pe-
aJIbHO TIOJICYMTAHHBIMH 3HadeHusIMH. Eciu undopmarus o ¢aiine, 3anucannas B 0aze naH-
HBIX, HE COBIAJAET C peanbHbIMU 3HaYeHUsIMU, TO CRC-CKaHepbl CUTHAIU3UPYIOT O TOM, YTO
(aiin OblT U3MEHEH WU 3apakeH BUPYCOM.

CRC-ckanepsbl, UCTIONB3YIOIINE «aHTU-CTEJIC» aNTOPUTMBI PEarupyroT MPaKTUYECKH
Ha 100 % BupycoB cpa3y mociie NOsIBICHUS U3MEHEHUI Ha KOMITbIOTEepe. XapaKTepHbIN He-
JOCTAaTOK 3TUX aHTUBUPYCOB 3aKIIOYAETCS B HEBO3MOXHOCTU OOHApYKEHHs BHpYyca C MO-
MEHTa €ro MOsIBJIEHUS U J0 TEX IMOp, NOKa He OyAyT MPOU3BENCHBI N3MEHEHUSI HA KOMIIbIO-
tepe. CRC-ckaHepbl HE MOTYT OIIPEEIUTh BUPYC B HOBBIX (haiinax (B 3JEKTPOHHOM MOYTe,
Ha JIUCKETaX, B BOCCTAaHABIMBAaEMbIX (haiijlax WM MPU pacrakoBKe (hailjioB U3 apXuBa), MO-
CKOJIbKY B UX 0a3ax JaHHBIX OTCYTCTBYET UH(popmalus o0 3Tux (Paitnax.

brnoxupoBUIMKY. AHTUBUPYCHBIE OJOKHPOBIIMKHN — 3TO PE3UICHTHBIE TPOIPaMMBlI, 11€-
pEXBaTHIBAIOLIUE «BHUPYCOOIACHBIE» CUTYAIIMU U COOOIIarone 00 3ToM mosb3oBaTento. K
«BHPYCOOMACHBIM» OTHOCATCS BBI30BBI HA OTKPBITHUE JJIs 3alMCU B BBINOJIHIEMbIE (aiiibl,
3aMKCh B 3arPy304HbIN CEKTOP AMCKA U Jp., KOTOPbIE XapaKTEPHbI ISl BUPYCOB B MOMEHTBI
U3 Pa3MHOKEHUS.

K mocTonncTBam OJIOKUPOBIIMKOB OTHOCUTCSA UX CIIOCOOHOCTH OOHAPYKUBATh U 0JI0-
KHpOBaTh BUPYC Ha CaMOW paHHEW CTaguu €ro pa3MHOXKEHHS, YTO, KCTaTH, ObIBAET OUYEHb
IIOJIE3HO B CIIy4asiX, KOI/Ia JaBHO U3BECTHBINM BUPYC MOCTOSHHO AKTUBU3UPYETCH.

NmmynuszaTopsl. UMMyHHM3aTOPBI AENATCSA Ha J1Ba TUIA: UMMYHH3ATOPbI, COOOMIat0-
IIME O 3apaX€HUHU, U UMMYHH3ATOPbI, OJIOKUPYIOUIUE 3apaKEHUE KaKUM-JIUOO TUIIOM BH-
pyca.

3 daxkTopbl, onpeaesoNe KauecTBO AHTUBHPYCHBIX MPOrpaMm

KauecTBO aHTMBHPYCHOW MpPOrpaMMBbl ONpeesieTcs: HecKoIbKkuMu (paktopamu. Ile-
PEYMCIINM UX IO CTEIIEHU BaKHOCTH:

1) HanexHOCTb M y100CTBO pabOThI — OTCYTCTBHE «3aBHCAHUI» aHTHBHpYCA U MPO-

YuX TCXHHUYCCKUX HpO6J’ICM, Tpe6YIOHII/IX OT II0JIB30BaTCJIA CHGHHaHBHOﬁ IIOATOTOBKHM.
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2) KauecTtBO 0OHapy>KeHHsI BUPYCOB BCEX PACIIPOCTPAHEHHBIX THIIOB, CKAHUPOBAHUE
BHYTpH (HailsioB-JOKYMEHTOB/Ta0MMUI, YIIaKOBAaHHBIX M apXUBUPOBAHHBIX (aiiinoB. OTCyT-
CTBHUE «JIOKHBIX cpabaTbiBaHU». BO3MOXKHOCTD JIeueHUs 3apaskeHHBIX O0BEKTOB.

3) CymecTBOBaHUE BEPCUIl aHTUBHpYCa MOJ Bce momyssipHbie miatdopmer (DOS,
Windows, Linux u T. 1.).

4) B03MOXHOCTh CKAHUPOBAHHE «HAJTIETY.

5) CymiecTBOBaHHE CEPBEPHBIX BEPCHI C BO3MOXKHOCTBIO aIMUHUCTPUPOBAHHUS CETH.

6) CkopocTh pabOTHI.

4 BbiBoabI 110 Teme 2.4

1. Hcnonb30BaHKE aHTUBUPYCHOT'O IPOTPAMMHOI0 00€CTIEUEHUSI SIBISETCS OTHUM U3
HanOosee 3 PEKTUBHBIX CIOCOOOB OOPHOBI C BUPYCAMU.

2. CampIMH TOTTYJISIPHBIMU U 3()(DEKTUBHBIMU aHTUBUPYCHBIMH IPOTPAMMAMH SIBJISI-
I0TCs1 aHTUBUpPYCHBIE ckaHepbl, CRC-ckaneps! (peBU30OPHI).

3. K anTHBUpYCHBIM pOrpaMMaM TaKKEe OTHOCSITCS aHTUBUPYCHI: OJOKUPOBIIUKHU
MMMYHHU3ATOPBHI.

4. IlpuHuun paboTbl AHTUBUPYCHBIX CKAHEPOB OCHOBAH Ha POBEPKE (hailyIoB, CEKTO-
POB U CUCTEMHOM MaMsITH, U TIOUCKE B HUX W3BECTHBIX U HOBBIX (HEM3BECTHBIX CKaHEPY) BH-
pycoB. Jl1s moucka u3BECTHBIX BUPYCOB UCIOJIB3YIOTCS TaK HA3bIBAEMbIE «MACKI.

5. Mackoii Bupyca sSBIsIeTCS HEKOTOpast IIOCTOSTHHAS TTOCIIEI0BATeIbHOCTh KOJ1a, CIie-
nuuYHast 151 3TOr0 KOHKPETHOTO BUpYyca.

6. IIpunmun padotst CRC-ckanepoB ocHoBaH Ha mojacuere CRC-cymMM (KOHTPOJIb-
HBIX CyMM) JJIsl IPUCYTCTBYIOIIMX Ha AUCKE (DaiiJIOB/CUCTEMHBIX CEKTOPOB.

7. CRC-ckanepbl, UCTIONB3YIONINE «aHTU-CTEJICY) AITOPUTMBI PEarupyroT MpaKkTHye-
cku Ha 100% BUpPyCOB cpa3y Mmociie MosBJICHUS U3MEHEHU HA KOMITBIOTEPE.

8. AHTHBHpYCHBIE OJOKHPOBIIMKHN — 3TO PE3UIACHTHBIE TPOTPAMMEI, TEPEXBATHIBAIO-
1€ «BUPYCOOIMACHBIE» CUTYaIlM! U COOOMIaroImue 00 ’TOM MOJIb30BaTENIO.

9. KadecTBO aHTHBUPYCHOW MPOrpaMMBbl ONPECISIFOT HAIEKHOCTh M YIA0OCTBO pa-
00ThI, Ka4eCTBO OOHAPYKEHUSI BUPYCOB, BO3MOXHOCTh CKAHUPOBAHUS «HA JIETY» U CKOPOCTh

paboTHI.
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Tema 2.5. [IpopmiiakTuka KOMIbIOTEPHbIX BUPYCOB

1 XapakTepucTuka nyreil IPOHUKHOBEHUSI BUPYCOB B KOMIILIOTEPbI

PaccMOTpUM OCHOBHBIE ITyTH MPOHUKHOBEHHS BUPYCOB B KOMIIBIOTEPHI MOJIH30BATE-
Jen:

1) T'moOanbHBIE CETH — IEKTPOHHAS TOYTA.

2) DnexTpoHHBIE KOH(DepeHnuy, (aia-cepepsl fip.

3) Ilupatckoe mporpaMMHOE OOecreueHHE.

4) JlokanbHBIC CETH.

5) IlepcoHalbHBIE KOMITBIOTEPHI «OOIIETO MOTH30BAHS.

6) CepBHUCHBIC CITYKOBI.

1) T'nmobGanmpHBIC CETH — DIICKTPOHHAS MTOYTA

OCHOBHBIM HCTOYHUKOM BUPYCOB Ha CETOJHSAIIHUN JACHb SIBISETCS ri00aabHasi CETh
WHuTepHet, TakoBa paciuiaTa 3a BO3MOXHOCTh JOCTyIa K MaCCOBBIM MH(OPMAIIMOHHBIM pe-
cypcaM u ciyxx6am. HamOomnpmiee 4nciio 3apakeHHil BUPYCOM IPOUCXOAUT MPU OOMEHE
AJIEKTPOHHBIMU MUCbMaMHU 4epe3 ouToBble cepBepbl E-mail. [lonb3oBaTens noayyaer 3iiek-
TPOHHOE MHUCbMO C BUPYCOM, KOTOPBIA aKTUBU3UPYETC (MIPUUYEM, KaK MTPaBUIIO, HE3AMETHO
JUTSI TIOJIB30BATENIS ) MOCTIE MPOCMOTpa (haiina-BiI0KEeHU JIEKTPOHHOro mucbMa. [locie aToro
BUpYC (CTEJC) BBINOJIHAET CBOM (QYHKIMHU. B nepByo ouepenb BUPYC «3a00TUTCS» O CBOEM
Pa3MHOXEHUH, ISl 3TOr0 (POPMUPYIOTCS ANEKTPOHHBIE MMCbMA OT UMEHH TMOJIb30BATENS O
BCEM aJpecaM aIpECHOM KHUTH. [lajiee et uenHas peaxkuusi.

JJ1s MOMHOTHI KapTHUHBI IPUBEJEM XapaKTePUCTUKY (BUpYCHbIE HOBOCTH «JIabopaTo-
puu Kacnepckoro») Hambosiee pacnpoctpaHeHHoro Ha 1 mapra 2004 r. ceTeBoro 4epss
«Netsky. Dy.

«Netsky. D» pacnipoctpansieTcst uepe3 muchbMa JIEKTPOHHON OYTHI. 3apaKCHHBIEC CO-
OOILIEHUsI MOTYT UMETh CaMblil pa3HbI BHEITHUI BU: YEPBh CITy4YailHBIM 00pa30M BHIOMpPAET
3aroJIOBOK M3 25 BapHaHTOB, TEKCT MUChMa (6 BapuaHTOB), UMs BIIOKeHHOTO daiina (21 Ba-
puanT). Broxennslii ¢aiin umeet puktuBHOE pacmupenue. PIF, B neficTBUTENBHOCTH TIPE-

cTaBysisi coboit o0bruny0 EXE-niporpammy (pazmep okoso 17 K6). Ecnu monbp3oBaTens numen
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HEOCTOPOKHOCTH 3aIyCTUTh TOT (Daiisl, TO 4YepBb yCTaHABIMUBAET ce0sl B CUCTEMY U 3aIlycC-
KaeT mpoueaypsl pactupoctpanenus. [Ipu ycranoBke «Netsky. D» konupyeT ce0st ¢ UMeHeM
WINLOGON. EXE B xatajgor Windows u perucTpupyet 3ToT ¢aiiia B KIItoue aBTo3amycKa
CHUCTEMHOTO peectpa. Takum 0Opa3oM, OH 0OecrieurnBaeT CBOIO aKTHBH3AIUIO MPU KakI0H
3arpy3Ke OoneparMoHHOM cucTeMbl. JlJig manbHeWIeld pacChUIKK YepBb CKAHUPYET (Dailiibl
HambOosee paclpoCTpaHeHHbIX WHTepHeT-TpuioxkeHuit (manpumep, WAB, EML, DOC,
HTML, MSGu zp.), CUMTBIBACT U3 HUX aJpeca JICKTPOHHOM MOYTHI M HE3aMETHO JUIsl BJia-
J€bla KOMIIBIOTEPA OTCHUIAET HA HUX CBOM KONUHU. Ba)KHO OTMETUTH, UTO PACChUIKA ITUCEM
OCYIIECTBIISICTCS. B 00XO0J] YCTAaHOBJIIEHHOTO Ha KOMITBIOTEPE MOYTOBOIO KIMEHTA, HO C HC-
nojb3oBaHreM BcTpoeHHoi SMTP-noanporpammer. C ee momomrsio «Netsky. Dy pacmpo-
CTpaHsieTcsl 4yepe3 23 MPOKCU-CEPBEPA, PACIOJIOKEHHBIX B Pa3HbIX KOHIAX mupa. UepBb
HMMeEET Psijl MOOOYHBIX JIEUCTBUN. B 4acTHOCTH, OH yAaJISIET U3 CUCTEMHOTO peecTpa KIt0Un
apyroro cereBoro uepssi — «Mydoomy, a Takke mbITaeTcs HAPYIIUTh paboTy aHTHBUpYCa
Kacnepckoro.

2) JlokaibHbIE CETH

Jpyroii myTh «OBICTPOTO 3apa’KEHUsD — JOKaJIbHbIEe ceTu. Ecau He mpuHUMaTh HEOO-
XOJIMMBIX MEp 3alIMThI, TO 3apaKeHHas padoyasi CTaHIUS [IPU BXOJI€ B CETh 3apa)KaeT OJIUH
WJIM HECKOJIBKO CITy»eOHbIX (hailiioB Ha cepBepe. Jlasiee noap30BaTeNId IPU OUYEPETHOM IO/~
KJIFOUEHHUH K CETH 3aIlyCKaloT 3apakeHHbIe (DailJibl C cepBepa, U BUPYC, TAKUM 00pa3oM, Io-
Jy4aeT JOCTYI Ha KOMIIBIOTEPHI MOJIb30BaTEIIEH.

3) IlepcoHasibHBIE KOMITBIOTEPHI «OOIIETO MOJB30BAHMSY

OnacHOCTh MPEACTABISIIOT TAKXKE KOMIBIOTEPHI, YCTAHOBJIECHHBIE B YUEOHBIX 3aBe/Ie-
HusX. Ecny oluH U3 CTYJ€HTOB NMPHUHEC HA CBOUX JIMCKETaX BUPYC U 3apa3uil KaKoH-JInOo
y4eOHBIN KOMITBIOTEDP, TO OUEPEIHON BUPYC OYyAET T'YyJsATh [0 BCEMY Y4eOHOMY 3aBE/ICHHUIO,
BKJIIOYAsl IOMAITHUE KOMIIBIOTEPHI CTYJEHTOB U COTPYIHUKOB.

4) TlupaTtckoe nMporpaMMHOE 0OeCIieUeCHHE

HeneranbHple KOMUM MPOrpaMMHOT0 o0OecrieueHus1, Kak 3T0 ObUIO BCEr/a, SBIISIOTCS

OJIHOM M3 OCHOBHBIX «30H pHUCKa». HacTo mupaTcKue KOMUM Ha JUCKeTax W jaxke Ha CD-
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JMCKaX coaepxkar (ailiipl, 3apaKeHHbIE CaMbIMU Pa3HOOOpa3HBIMU THIIAMH BHUpPYcOB. Heo0-
XOJIMMO TIOMHHTb, YTO HU3KAsi CTOMMOCTb ITPOTPaMMBbl MOXKET I0POT0 0OOUTHUCH ITPH MOTEPE
JTaHHBIX.

5) CepBucHble CITyKObI

JlocTaToyHO pesiKo, HO JI0 CUX MOP BIIOJIHE PEaIbHO 3apaskeHHE KOMITbIOTEPA BUPYCOM
IIPU €0 PEMOHTE WM MPOPUIAKTHIECKOM OCMOTPE B CEPBUCHBIX LIEHTPAX.

2 [IpaBuJIa 3alIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB

Y4uThiBas BO3MOKHBIE ITyTH MPOHUKHOBEHHUS BUPYCOB, PUBE/IEM OCHOBHBIE MPaBHUIIa
3aIUTHI OT BUPYCOB.

1) BHUMaTEIbHO OTHOCHUTECH K MPOrpaMMaM M JOKYMEHTaM, KOTOpBIC MOJIydyacTe U3
J100aIbHBIX CETEH.

2) Ilepen Tem, kKak 3amyCTHTh (ailil HA BBIMOJHEHUE WM OTKPHITH IOKYMEHT/Ta0-
JMILY, 0053aTEIBHO MIPOBEPHTE €r0 Ha HATMYUE BUPYCOB.

3) Ucnomp3yiite crienualn3upOBaHHBIC AHTUBUPYCHI — ISl MPOBEPKH «HA JIETY»
(manpumep, SplDer Guard u3 nakera Dr. Web u np.) Bcex aityioB, Npuxoasiux 1Mo dJeK-
TpOHHOU noute (1 u3 IHTepHEeTa B 1IEJIOM).

4) Jlns yMEHBIIICHHS PUCKa 3apa3uTh (ail Ha cepBepe aIMUHUCTPATOPaM CETEH Clie-
JyeT aKTUBHO MCIOJIb30BaTh CTAHIAPTHBIC BOSMOXKHOCTH 3aIUThI CETH, TAKUE KaK: OTPaHU-
YEeHHE MPAB MOJIb30BATENICH; YCTAHOBKY aTpUOYTOB «TOJBKO HA YTEHUE» WM «TOJHKO Ha 3a-
ITyCK» JIJIsl BCEX BBITIOJIHAEMBIX (DailyioB (K COXaIEHHIO, 3TO HE BCET/Ia OKAa3bIBACTCSI BO3MOXK-
HBIM) U T. 1.

5) PerynspHo mpoBepsiiiTe cepBep OOBIYHBIMU aHTUBUPYCHBIMH MTPOTPaMMaMH, IS
yA00CTBa U CUCTEMHOCTH MCTONB3YNHTE TUTAHUPOBIIUKH 3aJaHH.

6) LlenecooOpa3HO 3amyCTUTh HOBOE MPOTPAMMHOE 00ECIIEYCHNE Ha TECTOBOM KOM-
nBI0TEpE, He TIOJIKITIOYCHHOM K 001IIei ceTH.

7) Hcnomnp3yiiTe TUIIEH3HOHHOE ITPOrpaMMHOE o0ecIieueHIe, MPHOOpEeTeHHOE Y 0hu-
[IAAJTBHBIX TTPOJIABIIOB.

8) ucTpuOyTHBBI KOIHIA MPOrpaMMHOTO 0OecredeHus (B TOM YHCiIe KON omepa-

I_[I/IOHHOI\/JI CI/ICTGMBI) HCO6XOI[I/IMO XPaHUTh Ha 3aIMUINCHHBIX OT 3aIIMCH JHUCKaX.

23



WNudopmannonnas 6e30macHOCTb
Paznen 2. KoMnbroTepHble BUPYCHI U 3allIUTa OT HUX

9) IMosb3yiiTech TONBKO XOPOIIO 3aPEKOMEHIIOBABIIMMHU Ce0si MCTOYHHKAMH IIPO-
rpaMMm U npouux ¢Gansios.

10) [TocTosIHHO OOHOBIIAHTE BUPYCHBIC 0A3bI MCIIOJBE3YEMOTO aHTHBHPYCA.

11) CrapaiiTech He 3amycKaTh HEMIPOBEPEHHBIC (PAiiIbl, B TOM YHCIIE TOJYYCHHBIC U3
KOMITbIOTEpHOM ceTu. [lepen 3armyckoM HOBBIX ITPOrpamMM 00513aTeIbHO MTPOBEPHTE UX OJTHUM
WJTM HECKOJIBKUMU aHTHBHPYCaMHU.

12) OrpanunubTe (110 BO3MOXHOCTH) KPYT JIMII JOMYIICHHBIX K pa00Te Ha KOHKPETHOM
KOMITBIOTEPE.

13) [Monp3yiiTeCh yTHANTAMU MMPOBEPKU IEIOCTHOCT HH(opMaru. Takue yTHIUTHI
COXpPaHSIOT B CIHEIUATbHBIX 0a3aX NaHHBIX UH(POPMAIUIO O CUCTEMHBIX 00JIACTAX JUCKOB
(WM ETMKOM CHCTEMHBIE 00J1acTH) U uH(popMaluio o (daitiax (KOHTPOIbHBIE CYMMBI, pa3-
Mepbl, aTpUOYThI, ATkl OCIEIHEN MOAUPUKALIMKI (aiiIoB U T. 1.).

14) Iepuoauvecku COXpaHsSTe Ha BHEIIHEM HocuTele (ailibl, ¢ KOTOPBIMU BEICTCSI
pabora.

15) ITpu padote ¢ Word/Excel BkITrOUHTE 3allIUTy OT MaKpOCOB, KOTOPast COOOIACT O
MPUCYTCTBUU MaKpOCa B OTKPBIBAEMOM JOKYMEHTE U MPEJOCTaBISET BO3MOXKHOCTD 3aIpe-
TUTH 3TOT Makpoc. B pe3ynbTaTe Makpoc He TOJIBKO HE BBITIOJIHACTCS, HO U HE BUJICH CPE/I-
crBamu Word/Excel.

3 BuiBobI 110 TeMe 2.5

1) IlpodunakTuka — OUH U3 CIIOCOOOB 3aIMTHI KOMIIBIOTEPOB OT BUPYCOB.

2) KommbrotepHas npoduaakTHKa MpeanojaracT CoOMOIeHUE MPaBHI («KOMITBIO-
TEPHON TUTHEHBD ), TO3BOJISIONINX 3HAYUTEIHFHO CHU3UTh BEPOSITHOCTD 3apayKEHHS BUPYCOM
Y TIOTePU KaKUX-JINOO TaHHBIX.

3) IlpodunakTrika KOMIBIOTEPHBIX BUPYCOB HAYMHACTCS C BBISIBICHUS MyTEH MpO-
HUKHOBCHHS BUPYCa B KOMIIBIOTEP U KOMITBIOTEPHBIC CCTH.

4) OCHOBHBIMH Iy TSAMHU IPOHUKHOBEHUS BUPYCOB B KOMIIBIOTEPHI ITOJIb30BATEIICH SB-
JISIOTCS: TI00abHBIE U JIOKAJIBHBIE CETH, MUPATCKOE MPOrpaMMHOE O0OecreueHue, mepco-

HaJIbHBIC KOMIIBIOTCPBI «O6I].I€F0 IMOJIb30BaHUA», CCPBHUCHBIC CJ'IY)K6I>I.
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5) OcHOBHOI UCTOYHHK BUPYCOB Ha CETOIMHSIIHUHN JeHb - TiIo0anbHas ceth HTep-
HET.

6) HauGonpmiee yuciio 3apaXeHUd BUPYCOM IMPOUCXOIUT TMPU OOMEHE AJIEKTPOH-
HBIMHU TIHCBMaMU Yepe3 MouToBbIe cepBepsl E-mail.

7) Jlns uCKITIOYCHUS 3apaskeHHs BUPYCaMH BHUMATEIILHO OTHOCHTECH K MPOrpaMMaM
U JOKYMEHTaM, KOTOPBIE MOJIyYaeTe U3 III00AbHBIX CETEH.

8) Ilpexne yeM 3amycTUTh (aiia Ha BBHITIOJIHEHHE WM OTKPBITH TOKYMEHT/Ta0uILy,
00513aTEIBbHO MIPOBEPHTE €r0 HA HATMUUE BUPYCOB.

9) Ucnomp3yiiTe crenualM3UPOBaHHBIC AHTUBUPYCHI — JUIS TPOBEPKH «HAIETY»
(manpumep, SplDer Guard u3 makera Dr. Web u nip.) Bcex aityioB, Npuxoasiux 1Mo dJeK-
TpOHHOU noute (1 u3 UHTepHEeTa B LIEJIOM).

10) [TocTosIHHO OOHOBIIANTE BUPYCHBIC 0a3bI MCIIOJIBL3YEMOT0 aHTUBHPYCA.
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Tema 2.6. O0Hapy:keHHe HEM3BECTHOIO BUpPYCa

1 O0napy:keHHe 3arpy304HOI0 BUpPYCa

B 3arpy304HbIX CeKTOpax AMCKOB PACIONOXKEHBI, KaK MpPaBUiIO, HEOOJBIINE MpPO-
rpaMMbl, HA3HAYEHUE KOTOPBIX COCTOUT B ONPEJEIECHUU PAa3MEPOB M I'PAHULL JIOTHUECKUX
nuckoB (s1s MBR BuHUecTepa) uiaum 3arpy3ke ornepaoHHON cucteMbl (i1 boot-cextopa).

B Hauane cnenyeTr npoyuTaTh COAEPKHUMOE CEKTOpa, MOI03PUTENBHOIO Ha HAIUYUE
Bupyca. s atoit nenu ynoono ucnonszoatb DISKEDIT u3 «HopronoBckux yrunut. He-
KOTOpBIE 3arpy304HbIE BUPYCHI MPAKTUUECKU CPa3y MOKHO OOHAPYKUTh MO HATMYUIO pa3-
JUYHBIX TEKCTOBBIX CTPOK, BHIBOJMMBIX HA DKpaH MpHU aKTUBU3ALMHU BHUpyca. Jlpyrue Bu-
pYChl, Topaxaromue boot-CeKTOpbl IUCKOB, HA00OPOT, OIPENEISAIOTCS MO0 OTCYTCTBHUIO
CTPOK, KOTOpPbIE 0053aTENIbHO JIOJKHBI PUCYTCTBOBATh B boot-cexTope. K Takum cTtpokam
OTHOCATCA UMEHA CUCTEMHBIX (PaillioB U cTpoKHU coobuieHui 00 ommodkax. OTCyTCTBHE WK
M3MEHEHUE CTPOKM-3arojioBka boot-cekropa (CTpoka, Ha3BaHUE (HUPMBI-IIPOU3BOJUTEIIS
MIPOTrPaMMHOTr0 00ECIIEYEHUS) TAKKE MOKET CIY>KUTh CUTHAJIIOM O 3apaKEHUH BUPYCOM.

OnHAaKo CyIIECTBYIOT BUPYChI, KOTOPbIE BHEAPSAIOTCS B 3arpy3urK 0€3 U3MEHEHUS ero
TEKCTOBBIX CTPOK U C MUHMMAaJIbHBIMUA U3MEHEHUSIMU KO 3arpy3uuka. Jljig Toro 4roosl 00-
HapY>KUTh TaKOW BHPYC, B OOJBIIMHCTBE CIIy4aeB JOCTATOYHO OTPOPMATUPOBATH AUCKETY
Ha 3aBEJIOMO HE3apa)XeHHOM KOMIIBIOTEpE, COXpaHUTh B BUJE (aiina ee boot-cekrop, 3aTem
HEKOTOPOE BpEMsI UCIIOJIb30BaTh €€ Ha 3apaKEHHOM KOMIBIOTEpE (3amucaTh/IpoYnTaTh He-
CKOJIBKO (pailyioB), a MOCie 3TOr0 Ha He3apakeHHOM KOMIIbIOTEPE CPAaBHUTH €€ boot-CEeKTop
C OpurHHajgbHBIM. Ecii B KOJZie 3arpy304HOro CEKTOpa MPOU3O0ILIN U3MEHEHUS — BUPYC 00-
HapY’KEH.

2 O0Hapy:xeHHe Pe3nJIeHTHOT0 BUpYca

Ecnu B komnproTepe 0OHapy X EeHBI Cle/bl JeATEIbHOCTH BUPYCa, HO BUAUMBIX H3Me-
HEHUU B (pailllax U CUCTEMHBIX CEKTOpax JIMCKOB He HAOII0JAETCs, TO BIOJHE BO3MOXKHO,
YTO KOMITBIOTEP MOPAXKEH OJHUM U3 «CTEJICH-BUPYCOB.

Oo6napyxenue pesuneHTHoro Windows-Bupyca sBIeTCsl KpailHe CIOXHOM 3a/1auei.
Bupyc, naxonsce B cpene Windows kak mpuiokenue wim VxD-nBaiiBep, mpakTHYECKU

HEBUJIUM, TOCKOJIBKY OJHOBPEMEHHO aKTUBHBI HECKOJIBKO JIECATKOB IMPUIIOKEHUN U VXD, n
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BHPYC MO BHEIIHUM IPU3HAKAM OT HUX HUYEM He oTandaercs. [1jisg Toro 4to0s1 0OHApyKUTh
IPOrpaMMy-BUPYC B CIUCKAX aKTUBHBIX MpuUIokeHU u VXD, Heo0xo1uMo pa3oupaTbest BO
BCeX TOHKOCTAX Windows U MMETh MOJHOE MPEJCTaBICHNUE O ApaliBepax U MPUIOKECHHSIX,
YCTaHOBJICHHBIX HA JAHHOM KOMIIBIOTEPE, TO3TOMY MPUEMIIEMBI cIOc00 0OHAPYKUTH pe-
suneHTHb Windows-Bupyc — 3arpy3utb DOS u ipoBeputs 3ammyckaembie daitiasl Windows.

3 O0HapyxeHHe MAKpPOBHpYca

XapakTepHbIMU NPOSIBICHUSIMHA MAKPOBUPYCOB SIBJISIOTCSL:

1) Word: HEBO3MOXHOCTh KOHBEPTUPOBAHUS 3apaKEHHOTO JoKyMeHTa Word B Apy-
roit ¢popmar.

2) Word: 3apaxennsie ¢aiibl umeroT popmat Template (1aba0H), TOCKOJIBKY MPH
3apaxkeHuu Word-Bupycel kKoHBepTUpYIOT (paiiisl u3 popmara Word Document B Template.

3) Excel/Word: 8 STARTUP (ABT03arpy3ka)-kaTajgore MpuCyTCTBYIOT «ITOCTOPOH-
HUEe» (dalbl.

4) Excel: nanmnuue B Knure (Book) munraux u ckpbIThiX JIuctoB (Sheets).

JIJ1st IpOBEpPKH CUCTEMBI HAa MPEIMET HaJU4Msl BUPYCca MOXKHO MCIOJIb30BaTh MyHKT
MeH1o CepBuc/Makpoc. Ecii 00HapyXeHbl «4y>KH€ MAaKpOChD), TO OHU MOTYT IPUHAIJIEKATh
Bupycy. OmHaKo 3TOT MeTOa He paboTaeT B Ciydae CTEJIC-BHPYCOB, KOTOPBIE 3aMpemaloT
paboTy 3TOro MyHKTa MEHIO, UTO, B CBOIO OUEPE/Ib, ABJIAETCS JOCTATOUHBIM OCHOBAaHUEM CUH-
TaTh CUCTEMY 3apayKEHHOM.

MHorue BUpychl UMEIOT OUTMOKH HJIM HEKOPPEKTHO pabOTAIOT B Pa3JINYHBIX BEPCUAX
Word/Excel, B pe3ynbrare uero Word/Excel BeigatoT cooOmieHus 06 ommuoke.

Ecnu takoe cooOieHne mosIBISIETCS MpU PEJaKTUPOBAHUU HOBOTO JOKYMEHTA WITU
TaOJIMLBI U IPY 3TOM 3aBEJOMO HE UCTIOJIb3YIOTCS KaKue-1100 MoJIb30BaTeNbCKUE MaKpPOCHI,
TO 9TO TAK)K€ MOKET CITY>KUTh MTPU3HAKOM 3apaKEHUSI CHCTEMBI.

CurHamom o BUpYycCe ABISIOTCS M U3MEHEHUs B (aiiiiax U CHCTEMHON KOHQUTYparuu
Word, Excel 1 Windows. MHorue BUpycChbl T€M WA HHBIM 00pa30M MEHSIOT IYHKTHI MEHIO,
pa3pelarT WIN 3alpelialoT HEKOTopble (YHKIINU, YCTAaHABIUBAIOT Ha (pailyibl maposib mpu
UX 3apakeHuu. bosbilioe KoIMuecTBO BUPYCOB CO37aeT HOBBIE CEKIIMU U/UITU OTIINH B (paiine

koHpurypamuu Windows (WIN. INI).
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EcTecTBeHHO, YTO K MPOSBICHUSIM BUPYCa OTHOCSITCSI TAKME OUYEBUIHBIE (DAKThI, KaK
MOSIBJICHUE COOOIICHUI MIJIH IMAJIOTOB C JIOCTATOYHO CTPaAaHHBIM COJIEP KaHUEM WIIH Ha SI3bIKE,
HE COBIAIAIONIEM C S3BIKOM ycTaHOBIEeHHOM Bepcun Word/Excel.

4 O0mii aJAropuT™M O0HApPYKEHUsSI BUPYCa

[Ipu ananuze anropurMa BUpyca HEOOXOIUMO BBISICHUTB:

- cnoco0(bl) pa3MHOKEHUS BUPYCa;

~  XapakTep BO3MOXHBIX MOBPEKICHUMN, KOTOPbIE BUPYC HaHEC MH(OpPMAIUU, XpaHsI-
Hieics Ha TUCKax;

~  METO/I JICYEHHS ONEPaTUBHON MaMSTH U 3apaXKeHHBIX (HaiiIoB (CEKTOPOB).

1) Ilpu ananuse (aiioBoro Bupyca HEOOXOAUMO BBIACHUTDH, Kakue (aiiapl (COM,
EXE, SYS) nopaxarorcs BUpycoMm, B Kakoe MecTo (MecTa) B (aiiyie 3aruchiBacTCsl KO/ BU-
pyca - B Ha4aJio, KOHEL| WK cepeinHy (¢aiiia, B KakoM 00beMe BO3MOKHO BOCCTAaHOBJICHUE
¢aiina (MOJHOCTHIO WM YACTUYHO), B KAKOM MECTE BUPYC XPAaHUT BOCCTAHABIMBAEMYIO UH-
dhopmaruro.

2) Ilpu ananm3e 3arpy304HOTO BUPYca OCHOBHOM 3ajaucii sSBISETCS BBIICHCHUE ajl-
peca (aapecoB) CEKTOpPa, B KOTOPOM BUPYC COXPAHSET NMEPBOHAYAIBbHBIN 3arpy304HbIN CEK-
TOD.

3) Jlns pe3auieHTHOTO BHpyca TPeOyeTCs TAKKE BBIICITUTD YU4aCTOK KOJIa, CO3AAFOIIHIA
PE3UIEHTHYIO KOHIO BUpyca. Heooxoaumo Takxke onpeneauTh, KakuM 00pa3oM U Ie B Olie-
PAaTUBHOU MMaMATU BUPYC BBLIEIISIET MECTO ISl CBOEU PE3UICHTHOM KOIIUHU.

4) Jlns aHaiIM3a MaKpOBHPYCOB HEOOXOIUMO MOIYYUTh TEKCT UX MakpocoB. [lis He-
U pPOBaHHBIX («HE-CTEJICY») BUPYCOB ATO JOCTUraercs npu nomoiu MeHwo CepBuc/Mak-
poc. Ecau e Bupyc mupyer cBou MaKpOChl HJIM UCIIOJIB3YET «CTEICH-IIPUEMBI, TO HEOO-
XOJIMMO BOCIOJIb30BaThCs CHIEHUATBHBIMHU YTUIMTAMHU IPOCMOTpPA MakpocoB. Takue crenu-
ANM3UPOBAHHBIC YTUIIUTHI €CTh MPAKTUYECKH Y KaXKI0W (GUPMBI-TIPOU3BOIUTENSI AHTUBUPY-
COB, OJIHAKO, OHH SIBJISIFOTCSI yTWIINTAMH «BHYTPEHHETO IOJIb30BAHUS» U HE PACIPOCTPAHSI-
I0TCS 32 Mpeiesibl GUpM.

B mo0om citydae, eciau ecTh BO3MOXKHOCTb, IPAaBUIIbHEE BCETO MEPEIaBaTh 3apakeH-

HbIe (paiiyipl CrICIUAINCTaM aHTUBUPYCHBIX TAOOPaTOPHUH.
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5 BeiBoabI 1o Teme 2.6

1. Hekoropsie 3arpy304Hble BHPYCHI MPAKTHUYECKUA Cpa3dy MOXHO OOHAPYXHUTh IO
HAJIMYUIO PA3IMYHBIX TEKCTOBBIX CTPOK BHIBOJAMMBIX Ha YKpaH MPH aKTUBU3ALMU BUpPYCa.

2. OTcyTCTBUE MU U3MEHEHHE CTPOKH-3aroyioBKa boot-cekTopa (CTpoka, Ha3BaHUE
(GUPMBI-TIPOU3BOAMUTENS MPOTPAMMHOTO OOECTICUCHHS) TAKKE MOXKET CIY)KUTh CUTHAJIIOM O
3apaXeHUH BUPYCOM.

3. Ecnu B koMmbroTepe 00HAPYKESHBI CIICIIBI ACSITEILHOCTA BUPYCa, HO BUAUMBIX H3-
MEHEHH B (paiiyiaX U CUCTEMHBIX CEKTOpax JIUCKOB HE HAOIIOAAeTCs, TO BIIOJIHE BO3MOXKHO,
YTO KOMIIBIOTEP MOPAXKEH OJHUM U3 «CTEICH-BUPYCOB.

4. OOGHapykuTb pe3ugeHTHbIH Windows-BUpyc MOXKHO, eciu 3arpy3utb DOS u mipo-
BEpUTH 3ammyckaemsbie (aitiner Windows.

5. Jlns mpoBepKHM CHCTEMBI Ha PEAMET HATUUHS BUPYCa MOKHO UCTIOJIB30BATh ITyHKT
MeHio CepBuc/Makpoc, eciii 0OHapyKeHbl HEU3BECTHbIE MAKPOCHL, TO OHU MOTYT IIpUHA/IJIe-
KaTb BUPYCY.

6. Curnanom o BUpYyce ABJIIOTCS U U3MEHEHMs B (ailiax U CUCTEMHON KOH(pUrypa-
mnu Word, Excel m Windows.

7. Ilpu aHanu3e anropuTMa BUpyca HEOOXOAMMO BBIACHHUTH: CIIOCOO(bI) pa3MHOMKeE-
HUS BUPYCa, XapaKTep BO3MOXHBIX OBPEXACHUI, KOTOPbIE BUPYC HaHeC HHPOpMAIIH, Xpa-

HAIICHUCS HAa AUCKAX, METOJI JICUCHUS ONEPATUBHOM MaMAITH U 3apa’KeHHBIX (PalioB (CEKTO-

pOB).
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